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1.1 HIE
EXHHR T —EB SR ~ HE « B9&E% (identity-proofing) ~ &£aniEEAEIE (lifecycle
management) MUBFEZER (auditing requirements) ZiR&l > ELEEREAZE (issuance) HER
NBR{S%E TLS fAARES/&:E (Publicly-Trusted TLS Server Certificates) FRAE (BIEFSD) &4 ; &R:E
(Certificates) ZFRAZEEHE » RHREHEZIRRE (Root Certificate) BEAENREZERIIERER
B8 (application software) A o BRIF1EAIEFREREE (Relying Party) HIFEFERRE(EFERS (Application
Software Suppliers) AR SRFIBMITAXEFERRTE > FRIBLEEREHIGEHE (Certification
Authority » CA) MiAREs&HIM o

$EEEH (Notice to Readers)

NFAEHE TLS AR /SEEE BT 2 REBEER (Certificate Policy » CP) 1#ilU&:5144#8 (Certification
Authority » CA) ZEEAREHE TLS ARREBEMETEZERN—BLAR - AXHEEMEEDN : BE

(EAER) (Baseline Requirements) AU CATEE/GREREEEZE (Certification Practice
Statement » CPS) FEHEBEFNARIRMISSEHEK o FRIES AR » [RIRXHEEAR 2012-07-
01 (AXEMERBEME (effective date)) Tz BEEMFERIEMY o

AR R EFEATIENREHE TLS FAREREEBEFIMERNEEEE o A7 K& RFC 3647 #&
BRFEEMESHR (CP) MAREBBEBFBIEERLE (CPS) ETHLY (FIUAMRBERHE (policy
mapping)) > AX 43 RFC 3647 22182 FRAEHT © 7R » CA/Browser Forum W IFEFIE EHE/P &
B TREREL (nostipulation) HfERHEE > MEFIHEEEHMRITERD > HEME TREREL BIRE
#1E o CA/Browser Forum 8 R EHIEMAXHERATE » UERRE RMENERKZZ (online
security) EE o AREMES & At RKREEHEZTEEEE (delegated functions) B85 FIEXBE2EN
Fe1ZER (audit requirements) o

AU ERFEEH T ARER (authenticating) FIEBMERANE (Internet) FEXZAARZSHVEE
(Certificates) o #H¥T2XWEZEE (code signing) ~ S/MIME ~ B8 (time-stamping) ~ VoIP ~ IM ~ Web
AR#5 (Web services) FHEMLEX > BIAEETEARIRIRAHFIRE o

EXHERREATREZE (enterprises) EEAILEZ (internal purposes) MEITEEN L HEEE
#7258 (Public Key Infrastructure » PKI) » REFFETH/REHRNEIE - BHREE (Root
Certificate) FRE(EMIEAEREEMAER (Application Software Supplier) Eg3 o

AXHERREBRFRRSTEHE (chain of trust) FAIFRAEREHAE (Certification Authorities) o BLEE
KRIEEIR/REHME (Root Certification Authority) B MEEEZ R TEEFEHE (Subordinate
Certification Authorities) °
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A /BRFEEER (Certificate Policy » CP) B354 CA/Browser Forum $RARRI/ARBI{S4E TLS FRIARES /ReE e 2 B
B ZEREK o

/BB EERHEPEE (Certificate Policy identifiers) {REEMUEEMIE (CA) AR UEERFEREEX
4 (OID arc2.23.140.1.2) Z3RE > BREUNT :

{joint-iso-itu-t(2) international-organizations(23) ca-browser-forum(140) certificate-policies(1)

baseline-requirements(2) domain-validated(1)} (2.23.140.1.2.1); UM

{joint-iso-itu-t(2) international-organizations(23) ca-browser-forum(140) certificate-policies(1)

baseline-requirements(2) organization-validated(2)} (2.23.140.1.2.2); MU

{joint-iso-itu-t(2) international-organizations(23) ca-browser-forum(140) certificate-policies(1)

baseline-requirements(2) individual-validated(3)} (2.23.140.1.2.3) °
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2.2.0 SC086 #% 1k Address and Routing Parameter Area (.arpa) 438
B /REE R

2.2.1 SC091 K5 3.2.2.5.3 iR ANt EEHERET o

2.2.1  SC091 it BIFA M DCV TXT &88% 2 IP fiik DNS g5
A

2.2.2  SC090 ZBHAATIGRAE FE M4 ~ BEEREEE lcrossover]
%ﬁﬁﬂﬁ/i

2.2.3 SC094 BFEH DCV /5752 DNSSEC &%

224 SC096 A% DNSSEC EgRECsRRIESR
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2025-10-09
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HERA GHERZRENREX)

2025-01-15

2025-01-15

2025-03-15

2025-03-15

2025-03-15

2025-07-15

2025-12-01

2026-03-15

2026-03-15

2026-03-15

2026-03-15

2026-03-15

2026-03-15

2026-03-15

2026-03-15

4.9.9

3.2.24

4.3.1.2

8.7

3.2.2.9

3.2.24

5.7.1.2

3.2.2.4

3224

3.2.2.4

3.2.28.1

3.2.28.1

3.2.28.1

4.2.1

4.2.1

FFE /&% (Subscriber Certificate) B9 OCSP [CIfEFE (MUST) 553 15 DEER
1)z

CAFE (MUST NOT) #k#& HTTPS 4BissciBI4Bs 2 8H4E A (Domain
Contact) Bl » CAFE (MUST) X#R IANA SETRSS 4B L. BHI4E A 4R o

CAFE (SHALL) EJf Linting 7*72 » LURIE 523K (to-be-issued
Certificate) A2 BRI S

CAE (SHOULD) % Linting 72 » B (Self-Audits) FREEZ AL
D SRR TR R I, o

CAFE (MUST) 7EfSERERT » HZEM@ERIEA (Network Perspectives) f£5E
#B1%ER:% (Domain Validation) £ CAA BERIAER o

CAF1E (MUST NOT) {Kk#B% 3.2.2.4.2 BiEd5E 3.2.2.4.15 I A AR EZHR R

=32%
ag °

CAFE (SHALL) W E CPS =&t CP/CPS WIS 5.7.1 BiFPEBARE AIRIEEE L ETE
(Mass Revocation Plan) - ;E&RRITESE o

HEBETEMERMA (Primary Network Perspective) #1TZ 4BisiS s =B #EER
SBAERARYFRA DNS &E:h > ¥9FE (MUST) #1947 DNSSEC B%:% » BISRHEn RiEE
IANA DNSSEC root trust anchor {S5B1RIR ©

CAAR1E (MUST NOT) FFEABPEER » ST R4 IR R e B MR s B AERARY
DNS &34 » {SHH DNSSEC Eg:%

CARTE (MUST NOT) k%85 3.2.2.4.8 BiN A AR Z R /RE ©

HEBETEMERRA (Primary Network Perspective) #{TZ 8 CAA 48R R EHE
BARYFRE DNS &3 » ¥9fE (MUST) #1497 DNSSEC B&58 » BISHE# I RS IANA
DNSSEC root trust anchor {S3BiEJR o

CAT4E (MUSTNOT) FIFPAIERECR > SHEMEIEL CAA BERIBEHARINY DNS &
3 > {EFE DNSSEC B838 o

HREEMEIRRA (Primary Network Perspective) #R%2Z|f) DNSSEC Egsishan
(fI4n SERVFAIL) » 1§ (MUST NOT) #RAFFAHEZKIE o

AIEEEAEREHEAEN (Subject Identity Information) BE&FERIZREHAMR
#398H -

AIEEFERYEE%TE (Domain Name) £ 1P ik (IP Address) BEEEENZ R
RHAPRA 200 B -



HERA GHERZRESREX)

2026-03-15  4.2.2 CAAF1S (SHALL NOT) %L IP kA& EL (IP Reverse Zone Suffix) &E 2
iR TERY s o

2026-03-15  6.3.2 BREEZREAMHEA (Validity Period) 2200 H °
2026-03-15  7.1.2.4 CARIE (MUST NOT) {ERTRZREFRRZEREME (Precertificate Signing CA)

REIETARIRE (Precertificate) © CAFR4E (MUST NOT) fFFE 7.1.2.4 EiFiR
AR IR MAIR 2 FEERE 2 B /REAEREEEI4E (Technically Constrained
Precertificate Signing CA Certificate Profile) RE3E/KR5E ©

2026-07-15  5.4.1 RS mEnfEIZ4CE: (Auditlogs) FE (MUST) B EE -
2026-09-15  7.1.3.2.1 7K (Sunset) FRAEETEER SHA-1 ERY/EEE CRL ©

2027-03-15 3.2.2.48  CAFE (MUSTNOT) #k#855 3.2.2.4.16 &1 ~ 55 3.2.2.4.17 & ~ 55 3.2.2.5.2 ffifd
3.2.2.5 % 3.2.2.5.5 BN AR E R A REE ©

2027-03-15  3.2.2.5.3 CARIE (MUST NOT) k%83 3.2.2.5.3 BilN A AR = ERAF /KRR ©

2027-03-15  4.2.1 BAIER AR P (it BB 2 R RIARA 100 B °
2027-03-15 6.3.2 BREEzRRBMEAA 100 H ©

2028-03-15 3.2.2.48  CAFE (MUSTNOT) #K#8% 3.2.2.4.4 81 ~ 55 3.2.2.4.13 H1855 3.2.2.4.14 &Y
3.2.2.5 FiEREERAREE °

2029-03-15  4.2.1 AIERERAAELEA P U EEEENZERARS 108 -
2029-03-15 6.3.2 RARERREZRREMHAAA4TH -

1.3 PKIZ&BHE

CA/Browser Forum #—EFEM4R4 (voluntary organization) » H/&:E##E (Certification Authorities)
LUB AR pR AR B B e FE P A L E A S 5R/BEE  (Relying-party) HVERREFERTENEFERPRAERY ©

1.3.1 H:EHE (CA)
BEEHAE (Certification Authority » CA) ZEZ RS 1.6 & o CA/Browser Forum Bai1HY CA B 8% B
LUF#84E ¢ https://cabforum.org/members ©

1.3.2 sl (RA)

P55 3.2.2.4 81~ 55 3.2.2.5 81 K& (B 2026-03-15 #84%) % 3.2.2.8 iz EK4h » CATE (MAY) #§5 3.2
EiREZ ZERERMBPOER > BIRIAZT RIS =7 (Delegated Third Party) 1T > AilREEASRIZTE
EREE32HMBEEKR -


https://cabforum.org/members

R CABRSEEE=ARITSEREME (delegated function) 27> CAFE (SHALL) BBRMERS
BEH=S -
1L REEELEAR > EHEE 531 SFREZERER ;
2.1 5.5.2 EHRESH ;
3. WA AR EMEAR SEREE AT ; UR
4. 1R
a. CABYBIBEGE (CP) BEMELEE (CPS) » &
b. SEEE=HIELEE > B CA BRBESEAXHER o

CAE (MAY) (5E{EZEEMAL (Enterprise RA) BB HFrEAAMIR HAVRERLE ©
CARIS (SHALLNOT) ##ZmHEFEFMPOZERERRE » FRIEFTE TFIIENK !

1.CAFE (SHALL) FEsRFREFsAZ Se2VI& 489 8 (Fully-Qualified Domain Name » FQDN) {Ufts%i
FEMP OB 2 s RiEZER (Domain Namespace) A °

2. WEEHRRESIFEMEMERTE (FQDN) BB 28R (Subject name) » CAFE (SHALL) &
O BEAREEREZLE RLAETENMEEE (Affilate) 28T > HREEEEEZETREMN
LB AEA - fIg > CAFRIF (SHALLNOT) fEREZFEMF 0 FABC Co.y ZIREMRHEZE
Rea®® IXYZ Co.y Z/&E > BRIEMRABRRAHFEEE (B2R% 3.261) 3 ABCCo. & [XYZCo Z
RIEBA - EmiEHEFS ZIEE FQDN (Subject FQDN) 2&E&E# TABC Co.1 Bifidi%zA8igaigz
MR > _ERERIGMES

CAFE (SHALL) ZEBZHNERZEFEZMAPCET LRG> WEEHBIEER

1.3.3 ARA

&KE 161 EIZER °

FEREERT » CABSBIEA®REE (Applicant) HAF (Subscriber) » BN HEN L FEIMEEE
(Private Key) ~ BR35/BSE « SRARABIIEEME » S0A T B FIREVS/REES o

1.3.4 SREREE

ME%8’&:8E (Relying Party) 1 £2 TRERRERES{HEFER (Application Software Supplier) ] ZE&ERSE
1.6.1 & o CA/Browser Forum IREEEF B EAHRBMERE » REWMMU T
https://cabforum.org/members

1.3.5 HfthaEE&
o 2 ZISS'(FF%'J ZHMEREE3E AICPA,CICA Z TWebTrust for Certification Authorities) T{E/\4HEd
ETSIESI o ItFBREHNB2ETARKKREHREARREZSE  HEQZA °


https://cabforum.org/members

1.4 HEHRE

1.4.1 EHERHE
ANz ETEBNAREZEBEENZEFEN » ULIEFEREH/ERIEEZRE - AXHFITMEHER
ZHEAEN  HEIENER/RERMLES Y -

1.4.2 HESRILERIA
TEARTE o

1.5 BIRER

(R FEFE TLS AR/ REE R EZ EEIEZEAREK) (Baseline Requirements for the Issuance and
Management of Publicly-Trusted TLS Server Certificates) #(BH CA/Browser Forum Frz]E Z 28! » /&
BB EREE ~ MR E L NBREEE TLS AR /EERER o 53X 4184k CA/Browser Forum FriR{TZ 12
Fr > ERFHIEERT - BRAXHNEEST HE 2 —A&InRERE » CA/Browser Forum AREGIERAL
EFEMHm CA/Browser Forum fetiZEsE (B FEHHIAULA questions@cabforum.org) o CA/Browser
Forum BREERERRRHZER » THERESMA » IR FUTEEE o

1.5.1 XHERE(I
FUERRE o

1.5.2 HH4RER
CA/Browser Forum B4&E AN LATA84L © https://cabforum.org/leadership/ o & CPS REIARZA » CAFE

REGRERR ZEEE T » UHMBEE CAZEZAE -

1.5.3 CPS X{4Z2BEH
RMERRE ©

1.5.4 CPS X4z E&RRF
RYERRRE o

1.6 AAERKER

CA/Browser Forum (4B E/RZRALEZEK) (Network and Certificate System Security
Requirements) FR#iZzE » UEIBAARMALRXY » EABREE 2 XEHAREXH -


mailto:questions@cabforum.org
https://cabforum.org/leadership/

1.6.1 &ZHERE

RRMR S /RRR4EE (Affiliate) : (RISAT » SBLY ABCENHMEE » AREELESIhEEE « S
WESICE) > S SN EREES HES 5 TSEBIRTILRE « 2PFT - BAREAEES » SNTEEHLRR B TIE e
AR o

F:EE (Applicant) : &I5HE (S KEH) BEZBAATEA (Legal Entity) o /RiEF—B1%% »
BEENTBAAE (Subscriber) o ST¥MZEMAIEE 7 /RS » B GRISEE N E B/ REFTEHEEZ B »
MMEZORERAER L RHZEERREE -

BsEEE (Applicant Representative) : RAIEXR B AHFEE « REMNHFFE > NEHAMIZEIREBE
EZREAWBZAAZR Human Sponsor (BEREA) » BRIETIE—EHSIE RS -

. ARPFEFBULRE - ARARRERE ; &H
i. CREPFEEBLIREABA % (Subscriber Agreement) ; K5
iii. BRFEERAREREZ AR XA RERBEGER > ARBAEEIDERR (Terms of Use) °

FERENREHLFER (Application Software Supplier) : IR HAAIRATES 2B s e e T HtWE A EFB/REED
FERERE 2 (HFER » EERE SRR ERAEE » MAEREE (Root Certificates) ©

FEEA{SEK (Attestation Letter) : {ZISEHIEETED « 260 « BUNE SSIKIBAIELILEEA LAFREE 205
FB=HFRE > ALGEEEREEN (Subject Information) ZIEFEZ S o

fEtZHAR (Audit Period) : IR —EHAR 2761 (period-of-time audit) > BIZENRHEZERGHIRE
ZEEEH (AR ERE—H (BER) ZHfE o (LHEAZEREREE/RRHEEMEZERE o) B
Mz AERAARRARRE 8.1 6

fEiZERE (Audit Report) | HEMIEZEE (Qualified Auditor) FRHRZIRE > ALGRBHIERERZ
MR ERRE S BRI XHEZREEREFMEREZER -

IS IEYmIsaFE (ADN, Authorization Domain Name) : &35 LGERRE RIS E 2V S 48i5 %18
(FQDN) =C#A/&:EZ FQDN o /&:51%tE (CA) TJ#% DNS CNAME E:AFR[EIZE 2 FQDN FA 491555 B
BZ FQDN o E#HEE A4EIH%TE (Wildcard Domain Name) B AREAZA > BICAFE (MUST) BRBRE
RiEELERARZ .1 UEERTEIREZ FQDN - CATTBEAEZAMIFR% FQDN 2 A SEMBIEIZE
(Domain Labels) » EEBEIEE4HI52#E (Base Domain Name) A1k » thalERMBRBREFREEZ

T—E (BEERETLEEAE) (FREEREEZA -

¥2IEEIZIE (Authorized Ports) : TFEZIEZ— 80 (http) ~ 443 (https) ~ 25 (smtp) ~ 22 (ssh)

Er4@i%78 (Base Domain Name) : REREHSE 2V & 48218 (FQDN) A > (Ui skMRIZHI43sR
RBFE (registry-controlled or public suffix) =7 F—{EARHLTEEIRE (Domain Name node) » il E
ZEEMRIEHBAHARFTEZED (FHIE0 Texample.co.uky 3¢ example.coml) o & FQDN BRAIKZ

IR IBENRLTE E S ME (registry agreement) FREM ICANN #R4& 13 (Specification 13) ZiBFIE

iRABISATE (gTLD) » BIiZ gTLD xS A E e R A 2718 o



IRIERGEISIES /A8 (CAA) | BifRE RFC 8659 : MRIEREIEE3/R:E (Certification Authority
Authorization > CAA) DNS &iR4C#: (DNS Resource Record) #t5F DNS BI85 E AfEE—ExZ
E/RE1HIE (CA) BUSIREEZBIRARERRE - CAA BRI AFAR CA BHEEIMIIEETEH » U
PEIETERA/RERE Z A © |

CA £#8¥ (CAKeyPair) : EAMEBEARCHN —ENZE/RERIBIVIRRER T B/RERER
FEHA9 Subject Public Key Info i1z &gt o

&% (Certificate) ! RIEUBBREE A ARERAREI N ZEBF XK o

HEEF (Certificate Data) : H/GBIMBRA « EENAIFINZ/REFRAEAEMER (HERINEHHR
HEHEMKIR)

REEIETRIZ (Certificate Management Process) : ‘ReSHB AN REEN « BR:E - HEEE
EEEIEE \LREBFTS R Z A2 ~ BISERER > OIFSE - WRREERZFEA -

REEHER (CP, Certificate Policy) : 3I§—E#RA » ALGERAFEREBHNFEMEH R EBELRLZEE
KRz HEHERER (PK) ERMNERMY -

R:ERIREHR S (Certificate Problem Report) : S 5LIEHBERE (Key Compromise) ~ R:EERA
(misuse) SHEMEVREERZ R ~ i# « BRI ABTAZKNF

RiEEI4E (Certificate Profile) : RIE—EXHHIESR » AUEEREEAN

AERERTTRL > HIA/&EH
B (CA) ZERBHFERERNE - CA RIEFERREREEREE -

/B:8EE LA (CRL, Certificate Revocation List) : FSRE/REZ/RBMBEILUBULSNES > BE
HAE R RREE 2 BRI /RFEIRE o

REE1E (CA, Certification Authority) : BE/REZE ~ 23 « BRILEASIEZAM - XFARFEERR
RE%ME (Root CA) BATEB/&REME (Subordinate CA)

BHEE(EERE (CPS, Certification Practice Statement) : #pUREEI « 5% « BIERERZAE
BN ETXHZz— o

5l (Control) : MZEHl) (REABRIAE TSHES (controlled by) 1 82 TEIHEZHEES] (under
common control with)) » ZISEREESEEHEE TIIELZ— | (1) FEXBRZEE - NS ~ BFEaEt
= Q) EhIBFEFZIEM ; & (3) /ARKZERBR IS MM SEAREPER 5 FrEZRA
FERAR LA » BEAIMAAREF LM 10% ©

EZ (Country) : BiEEEERE > 5% (OR) KE/IWMEMSEEERERNAEEREZK (Sovereign State)
ZHIBEI o

i3 TEREI4IERE (Cross-Certified Subordinate CA Certificate) : R M{ESB%E 2 RIEaT
F%ﬁﬁﬁ%ﬁ’]@ 25 o


https://datatracker.ietf.org/doc/html/rfc8659

FIR2L2REBELES (CSPRNG) : HRBE2RARER AL BELESS -

ZZ{EFE=7 (Delegated Third Party) : IFE/&EHIE (CA) ZBAAEIEA (Legal Entity) » % CA#
EHITHRITAXGTI 2 —BHZIE CA BEXREE > LURBRREIEMZ - BHEHARESHRAA CATEXZ
ERAHE -

DNS CAA EFEBFE#4&A (DNS CAA Email Contact) : Ffi## A. 1. 1IFAE &2 EFER(F L o

DNS CAA E:EH#48 A (DNS CAA Phone Contact) : Hfi$% A.1.2FFE &2 BEEIEHE o

DNS TXT 4282 E FEBFE48A (DNS TXT Record Email Contact) : 8% A.2. 1FiE &2 EFERfF ik o
DNS TXT 4282 E:ER#4& A (DNS TXT Record Phone Contact) : &% A.2. 2FRE &2 TaESRAS o

{EigaTEE4E A (Domain Contact) : 15BN EERMEINATEZ WHOIS 428k ~ DNS SOA #428% » 3 H
R4S AL fEEEME (Domain Name Registrar) FREUS Z 4833 85k A (Domain Name
Registrant) ~ #1iTE#4& A (Technical Contact) ~ SAEIEE4EA (Administrative Contact) (KFXEINEIE
HmAHZTE (ccTLD) TREREHEZAR) Z2EBH -

#81EiARE (Domain Label) : 8i$% B8 RFC 8499 : TERZ A BBt (octet) KFAEBTIA > FALIB
M —EB o LB (Graph theory) FRmBy > MEAREAICHRIFA A SERVARIE R EF SR 2 [E
TSRS Ry —{EE0RS o |

#i% (Domain Name) : H—ESZEAZIRE (Domain Label) KFHEEMM > WHKE (EFEELTE
4t (DNS) Hpy—{EsHE ©

A MEZER (Domain Namespace) © #ETBRAF (DNS) & > —(EEIFEE T ZFrA A AERAEEH
MZEG -

fiEiEsEMA (Domain Name Registrant) @ ARMEIBELAMEENRMEH EHE (owner) ) > EERFHEM
= RISEAREREEYLEEME (Domain Name Registrar) i REEAIEEEIS2EBERS
NZEASER » FI0Ft WHOIS BBt M BRI FHKIITE MRegistrant) ZBAATEA °

i FEsEMM®E (Domain Name Registrar) © &R THMEIRE SR EEITHE » MHEMASLEEMZ
BARERS :
i. HEPR AR RS 2 PR ELSR A S A4S (ICANN) ;
ii. BSR4 L8 BT EEMEEEE (authority/registry) ; 3¢
ii. AR EAHC (Network Information Center, NIC) (EiZHRGREE - ABHE - SHEENM - #HRA
HZEAN) ©
TEFFMPD (Enterprise RA) © BEUSEHBERM 2 AABNE THAREA » BiIEnZABIZEREZ

R o

E|HAE (Expiry Date) : /&s&H Not Aftery H{Iz BER > EERBEAREIZ4LLLE o


https://datatracker.ietf.org/doc/html/rfc8499

T2VE425%TE (FQDN, Fully-Qualified Domain Name) : {58 S HAHDNS LB 2 AHIZH
HYTE R AR A o

EZfTi%RA (Government Entity) @ FREUNSRIISE(EZIAA ~ R ~ 88FT « B ~ DB E AL
AR > Uz B T &R S BEEE (M~ &~ BEF) o

BSEGREHEE (High Risk Certificate Request) : $5/&351418 (CA) RSB RAT4EEMNERIER
B RE—EREHFFNABEEINEE ZHH - HIAZERIRE R EWERS 2 E A HER S s A
Rz FRERHE - BHIRNEBIEE 2 /R HAN B LL/RFNERE R « W5 Miller Smiles Phishing List
Y, Google Safe Browsing List Rz 48154418 » 3¢ CA R E B & R IR EZERIFT R 2 258 o

AER&#E (Internal Name) : $57&:8 2 Common Name 5§ Subject Alternative Name #iIFBIFH (JE
IP firdit) » R ELMEIEE R EE25% IANA Root Zone Database BITE4k4Bi5{7& (Top-Level Domain, TLD)
AR » BN B S RRFELE AR DNS HEEHAR 2k o

IP fiisit (IP Address) : DEC4AERMEEAEREIGE (Internet Protocol, IP) #E1TEZEER 32 itk
128 i TcEE o

IP {iititB48 A (IP Address Contact) : £ IP i s E RSB S S A EEE A ZE IP (ER S
NZBEAHERE ©

IP (iht:E M EIEMAE (IP Address Registration Authority) : 4B AEERSRIS D ECIEIE (IANA) SKEFHAERE
RS SEMEIEMAE (RIPE ~ APNIC ~ ARIN ~ AfriNIC ~ LACNIC) ©

IP Ra&iF#&%% (IP Reverse Zone Suffix) : BI4AFIHIZE lin-addr.arpa) 3 lip6.arpa) Fri#RL 2 mfE

STEVIEA8E %M (FQDN) Z— o tEZ1E FQDN 2 EAAARAERIHTES 4 lk (IPv4) K 6 kR (IPv6)
RE¥%FE (Reverse Mapping) @iz ZiREIRE « HAb » lin-addr.arpal % IPv4 kRAEEHEGREZERZIRE
B2 > Tip6.arpal) HIZ IPv6 R E¥ FEMmA IR 2 IRETE, o

FEHIREHE (Issuing CA) | H—IRREMS » BB LEZREBZ/REHEE (CA) o AJUUZIR/REHE
(Root CA) z{ FE/&:E14#E (Subordinate CA) °

EiREWAE (Key Compromise) ! EMEEBHNMERFEREREZ AL » SREREZ ALFTUER
AL IR > BIEZILE ZIRIERAR -

EHIMENMZA (Key Generation Script) | FARESREHE (CA) SBHZEEMERE °
=i (Key Pair) : ARSIBAHRE QARSI o

LDH 1% (LDH Label) : &5$%8 RFC 5890 : TE5 ASCI| & « ${FEEFFEAR > FE » BEFHERESY
RN FRMAENAERE - WFEFFE DNS 2% » HERERSEE 63 E1ItiE (octet) o |

=N (Legal Entity) @ R—BUERGIERRGEMNUZHE « AT « &% « BE - 55t ~ BUTHRISEM

B -


https://datatracker.ietf.org/doc/html/rfc5890

Linting GEZEIRZE) : $HTEZERE (RFC 6962) ~ Re¥ « ‘RFEEEILEM (CRL) 4R L/RSEHREHE
(OCSP) HEZFERMBUREZER » HTFRENERMIM > HIUN tbscertificate (¥ RFC 5280,
Section 4.1.1.1 fitl) > IREHABRREN SR MHFIEZRZ IR RERITMIE

ZIRAERAEE (Multi-Perspective Issuance Corroboration) : FA/&EE 3R] » AEMAERRA
(Network Perspectives) 18 EE48ER1EA (Primary Network Perspective) 7E4BISEREE R CAA G T RF
FRIHITE Z A2 ©

4AE8fRA (Network Perspective) : B2 A% T (Multi-Perspective Issuance Corroboration) #8
B o 35N BSA I EHEES% (Domain Control Validation) 73%R. 5% CAA &2 +BRAZ H9MER 4B
MENRG PINERACERRBIAITERE) » HERTHNAES (BN VPN REAERMERRSN) o 8%
RAZMUE 5 BEARERIE Y HIMARAAR R E B RIFHSIRMEZ R A AR AR RS 2 AR ERR IR
B o

JE{RE LDH #2% (Non-Reserved LDH Label) : §i#%8 RFC 5890 : TE=HEMNEFTUERS --1 Z
BEM LDH Z8ES - |

WIEHANE (OID, Object Identifier) : REIRVRAE(C4A (1S0) BRVRET » AR R BRI
S 2 M — ST T AR -

OCSP [E]fE(AARES (OCSP Responder) : {&$57E CA BRE T EERR LFAMRES » WEREHRERHTE
RUBRIEERREZ EHMHFK T2 R R L/REREWHE (OCSP)) ZES °

Onion 48i5%#8 (Onion Domain Name) : M RFC 7686 FRE&EZ T.onion {55 ARAEINZHE

(Special-Use Domain Name) #&RE2Z5E2V)&48i8%%#8 (FQDN) o Flun »
2gzyxa5ihm7nsggfxnu52rck2vvarvmdlkiu3zzuisdudxyclen53wid.onion 23 Onion 48iH &% » k2 »
torproject.org BIJFE Onion #4115 o

43 FIRGEAREEIE (OCSP, Online Certificate Status Protocol) : Z—T&4R L /RSB EIRE » AUEIES
EREEENEARBEUHEREREREZIRE c 7128 TOCSP CIfERRES ZEE °

25 (Parent Company) : #H|F2A8 (Subsidiary Company) ZRF] °

FEEEMA (Pending Prohibition) : {5 R eBIFERAMMPA LRE 2174 » HZITRAERREIFTUEL
(Deprecated) > BERRIBAIFGEIRIEE A FIF (MUST NOT) fER ©

BA MR ERE TXT 428% (Persistent DCV TXT Record) : k5 3.2.2.4.22 §i#H7E » ANERIRFEE Y
DNS TXT 4285

fEZE/R58 (Precertificate) @ #k RFC 6962 2 &% > FIRHE/RFBEAE (Certificate Transparency) 52
RAAZEEEENEE  BESEEM poison #EFMEAL (OID : 1.3.6.1.4.1.11129.2.4.3)

FEMEEERA (Primary Network Perspective) : &:EHE (CA) ALUHIETIEEZARAA (1) CA
ELBHERAFTRB A P UEERE - Uk 2) FEEESTEBEMEMER » &k HEFFIHERA
1R P (it 4B IS s I o


https://datatracker.ietf.org/doc/html/rfc6962
https://datatracker.ietf.org/doc/html/rfc5280#section-4.1.1.1
https://datatracker.ietf.org/doc/html/rfc5280#section-4.1.1.1
https://datatracker.ietf.org/doc/html/rfc5890
https://datatracker.ietf.org/doc/html/rfc7686
https://datatracker.ietf.org/doc/html/rfc6962

FhEEI® (Private Key) : ERHPHIFEARBRFAZERH > AUBIBNURER SRZHEEAR
TIRPINE 2 EFACEREES

2FEEH (PublicKey) : RIs2HRET > MWESRBIHAEATRIMNRAZHEERR - ERREERAUEER
BEAUSEAZTRPMET 2 #BAUES > Kk HAUEASINE » EMEASEERHFEAURBILES

AR EERES (PKI, Public Key Infrastructure) : BN ARSRBTIEE 2 FE - #HiE « ABE1BF
RE - BEREEHFZEARE WAL ESESIR Y nlS5BET - 5% - BEERER -

~FIEFEEEE (Publicly-Trusted Certificate) | RE¥EZR/RE » UERBIRIE (Trust Anchor) ZH73C
e EZERZ EAEREH > EMREEEZRE o

P-Label : ZIEEEREFTMEILE > B3 Punycode BEZAEMEEFE (U0 RFC 3492, Section 6.3 Fir
E#:) Z XN-Label ©

aigfEiz%%E (Qualified Auditor) : ff55% 8.2 EIREZTERERFIERZBAATEA

BEt%{E (Random Value) : ‘REHIBIRM TFHRFENISERE » HAGED 112 (ItZELE (entropy »
&) o

BsEf4EiE 8 (Registered Domain Name) : BERASH & B M S o485 &tE o
sEfftil (RA, Registration Authority) : BRRFE TR ZHMAIEER - BASIFERHE (CA) » BFRE

ENFRBIRZEMEA - FMFP0 (RA) FRBERSEFRFME « REELLRE > AERFGENE - B
TRAI 1ERTCAARBLHILABRINEER » TAUARTEHAEILEE » TRAJfER CAZ—87 ©

AI5EE KR (Reliable Data Source) : FIEREE X RS AIEN (Subject Identity Information) Zi#5l
XHHERHKR » AEERRBFEHAEER A Z KR 0 BERE=ZAENEERBUIINZ BRIFRE

i o

AJ5E@N AL (Reliable Method of Communication) : ME:EERRLIMNZ KR ERFHENAR »

BIEN{EFE,PEEMAIE ~ EEERS T B FER A3 o

(E#REE (Relying Party) : 588 (£f) AWERZERMBAATEA - ERBEREMEEAER 2R
RRERTEEERENR » ZEEBETRAEHEEE

{#7FE (Repository) : IR ARIBEZ PKIBEXH (FIMREBREAREBHIEREE) KEEREE
z4R EERIE ; RFERAEEATA CRL 5 OCSP BIFEZ AZZR i -

saRkffsC (Request Token) : {/RsEWME (CA) 8L EFMEEZE » AURIEEREREERHFRE
R o CAE (SHOULD) MEGEBEHFXEEE (WEIRBHEFREERRSIAZXM) FEREERZ
KT TVEELE S

s KATECHE (SHALL) I&EEERKRFAERZ T o


https://datatracker.ietf.org/doc/html/rfc3492#section-6.3

saXRfTECts (MAY) ®ZREEE » MIRRERIIRH -

saRffEcts (MAY) B EMEN > UEEREE—E -

BEREBGEZAERMEL  HEREABZEUEER (SHALL) @308 -

B EREBE ZAERATC » BHFEBECAKRKER > & (SHALL) HAEY -

TR BB Z AR EMERGER > CAFRE (SHALLNOT) MEEEENEEER (re-use) ©
ZEEWEIRE (SHALL) EVEREEERREEMAZAERERURTERANTBRAMEZETE
it | FEREFECZE G  BFRERRA

. AHEWZ MR

ii. Subject Public Key Info [X.509] Z 3% ; =k

iii. PKCS#10 /Re8sAK1E (CSR) Zi%& o
A RATECTR P B R B EC U B R R 3E o 35 CA B —1RLL PKCS#10 /&:85AKHME (CSR) ZME(ERE
REFEE » BERRIERMRE - XA RETHRHEEEER - BIHBENEA OpenSSL I /&:HFRE

BFRTANAPKELZHE (Challenge Password) » MUFERENMERES RISFEAER 2 TREEEIE - (HAEERHM
_ll‘i °

5 UTEEREN shel 158 ELE BV SREBECEREFRIE (CSR) HENFEKRSE (Request
Token) : echo “date -u +%Y%m%d%H%M " sha256sum <r2.csr” \| sed "s/[ -1//g" EIs<ELBUT :
201602251811c9c863405fe7675a3988b97664ea6bat442019e4e52fa335f406F7c5f26cf14f

FREREVAEISANZE (Required Website Content) : $5ME#ESHERTCHEFZ— » BREIBREEEE
E > FLGHAI R ME—E 2 EEINE o

Requirements : 58X 4Fr#Elz (BAEK) (Baseline Requirements) ; FXAREEIL T4 (5
XA & TAXHERRFE] (BEHRBAR) Bz o

{RE IP {iitit (Reserved IP Address) : %! IANA ZixRA7IMILEIR (Address Block) Hz{E— IPv4
g} IPv6 firdlt :

https://www.iana.org/assignments/iana-ipv4-special-registry/iana-ipv4-special-registry.xhtml
https://www.iana.org/assignments/iana-ipv6-special-registry/iana-ipv6-special-registry.xhtml

RE&ig4EiE i (Reverse Zone Domain Name) : 12 .arpa BIBZERF » HEE IP itz =2V &4
1% (FQDN) o Itk FQDN f&#% IP (3t E#iA—E RIZRE > MIINBEAZ 1P RAEIFHELFIER > 1
RFC 1035 (IPv4 fitit) £ RFC 3596 (IPv6 firtt) Fr# -

HREEE (Root CA) : HEIR/E/REHNE - HIR/REHEAINAEMIERMECE > WM TH/REMERE -


https://www.iana.org/assignments/iana-ipv4-special-registry/iana-ipv4-special-registry.xhtml
https://www.iana.org/assignments/iana-ipv6-special-registry/iana-ipv6-special-registry.xhtml

tR&5% (Root Certificate) : HR/GRIMIBFIRE 2 BZ/EE » ALGHREBS > LiHBNEREHE TE/E&SR
BRI 2R ©

5aHEAE B /E:E (Short-lived Subscriber Certificate) : 5 2024-03-15 2% 2026-03-15 Az ¥ 7 /&
B IEAME/ N EER 10 B (864,000 7)) ZFF &R o 5 2026-03-15 (B 2 /&% » 5B/
MREZER 78 (604,800 %)) ZHAREE o

FH#EZ (Sovereign State) : BITEEHEN » BEAKMERHIIN S —BHEZEXRKEL -

E#2 (Subject) : REEPWEAA T8 ZBRA - BE -~ &4« B0 - TRBAREE > %
ZRAPEEREEZRE -

FREHAIEN (Subject Identity Information) : FLGERI/RBETREMEN - TEMBEIAFES
subjectAltName YETSHEIEL ERE commonName HRLFFTY Z 4B3H B FHETY IP ik o

TEEERHIE (Subordinate CA) : EEH/RRAR/EEME (Root CA) HHEMTBERWBIIEEZR
RS o

FE (Subscriber) : #2388 B A H& (Subscriber Agreement) SHEREFX (Terms of Use)
HRZBARANTOEA ©

FFE1## (Subscriber Agreement) : /RFEWEIBEAREE FF 2R > LS 2 EHRE -
F/AT (Subsidiary Company) : SBATIEFRIZ AT o

SHRMTARN T B /A8 EE (Technically Constrained Subordinate CA Certificate) : fsfk43 4
1EREEESI48 (Certificate Profile) Z#RRE » #H Extended Key Usage Bz/5 Name Constraints #&7E#
fIZ#BE > [REIZ TEB/REMKE (CA) BREZZALRERHMTE CAREZHE o

fERMETR (Terms of Use) : EFRFEE AR AREME (CA) ZRBMAERES CAXRSE » BLURERAEANX
HERRERE ZRENRELAFTRE -

HEl7R5E (Test Certificate) : ZNFHEARH (BAREX) HEM

TE4R4Ei5 (TLD, Top-Level Domain) : §i$EEH RFC 8499 : INERAIGARMEE T—E 2 & » Flin
Fcomy 3 TjpJ e ]

AJ{S#E#RAE (Trustworthy System) : BA TN EZ BRIERE « SEEERER | SR ARERBASIEM
fre€ ; RIS KEZIRN - AIFEMEIEREF , SEEEMPITHREINN ; TEEERANEER
& o

FiEM4EIE2E (Unregistered Domain Name) : JEE M4BT &8 2 4815278 o
BEXEE (Valid Certificate) : 338 RFC 5280 FiRE > BRI FHOESE

Eis8E 8 (validation Specialist) : MITANXHFTREZ BNEBREBEEMAS o


https://datatracker.ietf.org/doc/html/rfc8499
https://datatracker.ietf.org/doc/html/rfc5280

E34HE (Validity Period) : #i#%E RFC 5280 : TH notBefore X notAfter (&) ZHART o J

WHOIS : {#$53%i8 RFC 3912 FiE&EZ WHOIS 13 ~ RFC 7482 FTEZZ s ERIFENUGBE (RDAP) » 5
EFBMB HTTPS 48t - BRIt BEEMAaNEMERMBRE & -

ERMEEE (Wildcard Certificate) : /&R TREARLBRIELDIE(EERMEEREZ

N
AREE ©

ER4IE%E (Wildcard Domain Name) @ X .5 (U+002A ASTERISK * U+002E FULL STOP) BHEA -
ERETEVERRBEZ TS -

XN-Label : &3%#8 RFC 5890 : TLAF[#&% ["xn--"1 (RO A/NE) BHEE > BHERESDETE LDH ZHRE
—REIEE o |


https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc3912
https://datatracker.ietf.org/doc/html/rfc7482
https://datatracker.ietf.org/doc/html/rfc5890

1.6.2 =

M= £

AICPA ERETEIAE (American Institute of Certified Public Accountants)

ADN RIS EAEIN 28 (Authorization Domain Name)
CA JBEI4AE (Certification Authority)
CAA RREREMEERRE (Certification Authority Authorization)

ccTLD ERE B4R 4815 5a%8 (Country Code Top-Level Domain)

CICA MEAZHEIAE (Canadian Institute of Chartered Accountants)
CP REEHER (Certificate Policy)

CPS B EFEIEEEZE (Certification Practice Statement)

CRL /REEEELLEM (Certificate Revocation List)

DBA 4% (Doing Business As)

DNS I8 &4 (Domain Name System)

FIPS EEFPENEEIRIZ®E (Federal Information Processing Standard)

FQDN S2VE48iIE42#E (Fully-Qualified Domain Name)

IM BPEFE:R (Instant Messaging)
IANA AP AEER SRR D ECHHE  (Internet Assigned Numbers Authority)

ICANN HAPR AR 2 AB BASR IS S ECIEHE (Internet Corporation for Assigned Names and Numbers)

ISO EIPRAZ2E{E4E4 (International Organization for Standardization)

NIST FEERIEELFMHEAZER (National Institute of Standards and Technology)
OCSP 42 ERESIRBEHE (Online Certificate Status Protocol)

oID W AIES (Object Identifier)

PKI NEERERER (Public Key Infrastructure)

RA AL (Registration Authority)

S/MIME 2% FARFRAREHIETTIRE (Secure MIME, Multipurpose Internet Mail Extensions)
SSL Z2BNIREWHE (Secure Sockets Layer)

TLS BEREZ2MME (Transport Layer Security)



MR e

VolP PRI EESEE (Voice Over Internet Protocol)

1.6.3 28K
ETSIEN 319 403 » EF &= HEMER (Electronic Signatures and Infrastructures » ESI) ; {S3BRTFEIE
HERTSMTE - H TS ERRFBIREENT S EREZEX o

ETSIEN 319411-1 » EFHZEERMER (Electronic Signatures and Infrastructures » ESI) ; #585/&:%
ZIERRBIEHENBERLE2ER; F1H2  —REK-

FIPS 140-2 » B P ENRRIEIREEZ1TY) - BISRER 2K » ZRIBEIRFELRMATKETIRMERE
200158258 °

FIPS 140-3 » B P EMRRIEIREER1TY) - BIBRER EE K » ZRIBERFELRMATETIRMERE
2019 3H22H-

FIPS 186-5 » B P BN RIEARAELZITY) - BIUEZ1R# (Digital Signature Standard > DSS) » EEIEIZKIZ
MR F R ST EEEE » 2023F2 8 ©

1ISO 21188:2018 > ERRFZ AREBERER — BFRBERER -
PRREURSERMEZEER » 1.7 HR » AJ2E https://cabforum.org/network-security-requirements/

NIST SP 800-89 » #{uE R Z SR IEAIEZ
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-89.pdf °

RFC 2119 > BKIEIEERE : 2119 » RFC FARETRREKBRZFHET  S. Bradner » 1997 F£ 3 H

RFC 3492 » RKIEIEBRZE : 3492 > Punycode : AR FERERNNEME{CA8E%TE (IDNA) Z Unicode B9
Bootstring #&H5 o A. Costello » 2003 E 3 A o

RFC 3647 » BIRIEEERRE : 3647 > HIRAER X.509 AFHEREMER | BEHE (CP) HRBEHIEE
HAE (CPS) #EZR © S.Chokhani % > 2003 % 11 8 °

RFC 3912 » HEREIERRE : 3912 » WHOIS BERREE o L. Daigle » 2004 £ 9 H

RFC 3986 » HRIEIEERZE : 3986 > #i—&RAAIE (URI) : 3BAIEE% o T. Berners-Lee % > 2005 1
Ao

RFC 4035 » HERIEIEEERZ : 4035 > DNS Z& 433t (DNSSEC) ZiREMEX  R. Arends % » 2005 £ 3
ﬁ o

RFC 4509 » HERIEIEERZE : 4509 > /2 DNSSEC Zk%= (DS) &R42#: (RR) A (M SHA-256 o W.
Hardaker » 2006 £ 5 B ©


https://cabforum.org/network-security-requirements/
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-89.pdf
https://datatracker.ietf.org/doc/html/rfc2119
https://datatracker.ietf.org/doc/html/rfc3492
https://datatracker.ietf.org/doc/html/rfc3647
https://datatracker.ietf.org/doc/html/rfc3912
https://datatracker.ietf.org/doc/html/rfc3986
https://datatracker.ietf.org/doc/html/rfc4035
https://datatracker.ietf.org/doc/html/rfc4509

RFC 5019 » HERIEIEERZ : 5019 » AMNERERIEZKSMKE HERIRERE (OCSP) Z4EHE - A
Deacon % > 200798

RFC 5155 » HEKEIERRE : 5155 DNS Z%& (DNSSEC) #Z{bRIRIER:E 2 R1E7EE © B. Laurie 5 »
2008 3R °

RFC 5280 » HERIEIEERZE : 5280 » AIMRAEER X.500 ARSISEMED | /REERBELEM (CRL) I
#&8%g o D. Cooper % » 2008 £ 5 A o

RFC 5702 » BCRIEIEERZ : 5702 > 12 DNSSEC 2 DNSKEY i RRSIG BE4C #4554 RSA {8 SHA-2 &
H3% o J. Jansen > 2009 10 B o

RFC 5890 » HKIEIEERE | 5890 > FEATRETNMIEIIR{CHEIEIRTE (IDNA) @ EHZREXHHESR © J. Klensin »
20108 H °

RFC 5952 » HERIEIEERE : 5952 » IPv6 it AR REZiE:E © S. Kawamura % > 2010 E8 H

RFC 6840 » HEKIEIERRE 6840  DNS &% (DNSSEC) ZRBAEAE(EZAH] o S. Weiler % > 2013 F 2
Ao

RFC 6960 » HRIEIEERZE : 6960 > X.509 HMF4H AR TIEEMRESR 248 F/RBIREEIRE - OCSP ° S.
Santesson &% > 2013 &F 6 H ©

RFC 6962 » HEKEERRE : 6962 » ReEFEAE (Certificate Transparency) ° B. Laurie % » 2013 £ 6
Ao

RFC 7231 HREERRSE | 7231 » BXAEEHGE (HTTP/1.1) : EB&EEAR o R. Fielding % » 2014 &
68 -

RFC 7482 » HRIEIEERE | 7482 » I ERIZEEUHE (RDAP) BIEMNI o A. Newton & » 2015 £ 3
ﬁ o

RFC 7538 » HRIEIERRE | 7538 » XA EHHEARENS 308 GKAEEM) ° J. Reschke » 2015 & 4
ﬁ o

RFC 8499 » I RIEIFERZ : 8499 > DNSi73E o P. Hoffman % > 20194 1 8 o

RFC 8659 » BKIEIEERE : 8659 > DNS /KRB FE (CAA) HEIRAER © P. Hallam-Baker
%-52019F 118 -

RFC 8738 » HRIEIEERE : 8738 » HF/REEMIRIE (ACME) 2 IP Rl FESsEIE ML o
R.B.Shoemaker 4% > 20202 B »

RFC 8954 » HKIEIEERRE © 8954 » 4R H/RFEAREIAE (OCSP) Z Nonce #EFAMRIL o M. Sahni 47 > 2020
F11H-


https://datatracker.ietf.org/doc/html/rfc5019
https://datatracker.ietf.org/doc/html/rfc5155
https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc5702
https://datatracker.ietf.org/doc/html/rfc5890
https://datatracker.ietf.org/doc/html/rfc5952
https://datatracker.ietf.org/doc/html/rfc6840
https://datatracker.ietf.org/doc/html/rfc6960
https://datatracker.ietf.org/doc/html/rfc6962
https://datatracker.ietf.org/doc/html/rfc7231
https://datatracker.ietf.org/doc/html/rfc7482
https://datatracker.ietf.org/doc/html/rfc7538
https://datatracker.ietf.org/doc/html/rfc8499
https://datatracker.ietf.org/doc/html/rfc8659
https://datatracker.ietf.org/doc/html/rfc8738
https://datatracker.ietf.org/doc/html/rfc8954

RFC 9082 » HRIEIEERE : 9082 > sHMENEFEEHE (RDAP) HIEHMT o S. Hollenbeck ~ A.
Newton % > 2021 F 6 8

WebTrust ‘REEHABIENX » SSL BEAREREFIRLZ S » ]2/ https://www.cpacanada.ca/en/business-
and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-

criteria °
WebTrust /RsE1 8RB E12ER] - SSL BEAREK o

X.509 » ITU-T #:&E X.509 (08/2005) | ISO/IEC 9594-8:2005 > EFM$M] - FMAMZ % - Bk | AFE
SREAR I IREEIEDR o

1.6.4 '8l

AXEDHRRERT T (MUST)] ~ TF1E (MUSTNOT), * I4ZE (REQUIRED) ) ~ T#& (SHALL)J -~ TR

8 (SHALLNOT)J ~T® (SHOULD)) ~TFHE (SHOULD NOT)] * M#:% (RECOMMENDED)] « 1§
(MAY) ] % TR (OPTIONAL)J FE#RIE RFC 2119 fi#f2 o

RERIER > AXAEFIHERER (BB REbRRSEERE © FRIF5SARMERRA - TR B EER
BFfEIFE %S 00:00:00 UTC

2 FllamBEHEFERE

2.1 {#1FE
JRFEHHE (Certification Authority » CA) & (SHALL) {REBZARBUERIBME TE/R:E (Subordinate
Certificates) EAFAF /&5 (Subscriber Certificates) HIEEIE (revocation) & o

2.2 Elzfm

CAFE (SHALL) ZBiEEEBZNFIMA EEE (online means) » 1IRIHEB 7 X « X 24 /B (24x7)

ZREBHER (CP) K/ SREBEHBEEEE (CPS) MARIEEE - CAFE (SHALL) 7% CA FrisEfEizsetg
(audit scheme) BVERFLER > HIMABE CA £FE1EEEZE (CA business practices) (2RZ 8.4

gfi) o

CAFE (SHALL) #I%E -~ 87t « SEEREHER (CP) Kk/WEREHEFERZE (CPS) » AE/Mg366 HE
H—R ; HAR AL CA A BIERITIRZ A EZRRE o


https://datatracker.ietf.org/doc/html/rfc9082
https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
https://datatracker.ietf.org/doc/html/rfc2119

BEEHER (CP) e T/RSEEF(EXEZE (CPS) FE (MUST) fk# RFC 3647 EZZ8IRE » HfE
(MUST) B3 RFC 3647 EXRIFIERZ °

CAFE (SHALL) ARETT (give effectto) AXHERIRE » WERF (represent) EFETRMIREZ
IRE o CATF (MAY) BEANXHERBEEZMA (incorporating) HEBEER (CP) K/ HEEBHE
EEAE (CPS) > HIRABU T ZBREZTUSIEAT (by reference) MAEFLUREER (ZIKFFE
(MUST) 8% (BAER) B ZES) !

¢¢

[CA%#8] #B1E https://www.cabforum.org FiE&fz (ARERE TLS AiR/EEREMEIEZE
&EK) (Baseline Requirements for the Issuance and Management of Publicly-Trusted TLS
Server Certificates) ZIRTThRASIRTE o EAX MG Pt (BAREK) BEFMFA—

(inconsistency) 2Bz > FEMBSBMA (take precedence) (BAEX) ZiRFE o

CAFE (SHALL) ZZAIEAEE » UASFEREAEHAER (Application Software Suppliers) fEF/&R:EHE
BIBZE (chainupto) ZBEMAREHEIERE (Publicly Trusted Root Certificate) zFRAE&F#AIRHE
8fS o CAE/DEE (SHALL) ZEREATIINEZAFRINEIIAEMHAR :

i. B2 (valid) »

ii. BELlE (revoked) » W

iii. BHA (expired) o

2.3 Az BFREEIaSE

CAE (SHALL) #IZE ~ B « R BHSFEMEFERE (CP) &/ HEFEBHBIEEEE (CPS) » HRA
AR CA A BERTARAZ (BAER) HRE o CAFE (SHALL) #EHIENMARZASSE (incrementing
the version number) SEMNAMBEIZ EF4LEHEZE (changelogentry) URMRFATE EMERK » BIEZX
HRETHMEEIRR o

2.4 (#FEZFEEESR

CA FELUMEE A N AR E#TFE (Repository) o

3 Al B


https://datatracker.ietf.org/doc/html/rfc3647
https://datatracker.ietf.org/doc/html/rfc3647
https://cabforum.org/baseline-requirements-documents/

3.1

3.1.1 mBTEE

3.1.2 WRARER

3.1.3 ARZEAEEA
3.1.4 BEGRBNZEERD
3.1.5 @rRAZEFE

3.1.6 ARz BARAR

3.2 {IMaE 9 EEE
3.2.1 EAFEAEEEZAR

3.2.2 HAMEIARIEE 5 28R

HHFEE (Applicant) BEFEZ/&RE (Certificate) FTEZBVERRHFIES (Subject Identity Information)
£/ countryName HENIAARY > BI/REAE (Certification Authority » CA) F& (SHALL) fEBR&E 3.2.2.3
BIER - BE &A% CA Z/EBBBER (Certificate Policy » CP) R/ SUERHEFSIEEEE (Certification
Practice Statement » CPS) HRIERFERAZ » UERFEERE (Subject) BIFTBZEIR - BFFFEE HAZ/REE
BE countryName HRI A E M E AR EN > Bl CAFE (SHALL) ERAREAXHE 3.2.2.1 HHEKR ~ BB
& FRsZ CA Z CP K/ =% CPS HHHVERETRAZ » BiBERAE 28D » UKBFEENF (Applicant
Representative) FrigtHZ/R:BERANEEM o CAE (SHALL) BEXEHFMKIBEZEAXEFERSRIBEXK
HRIE ©

3.2.2.1 BB SZHR

EEREHAIEN (Subject Identity Information) B&4BMAiEI AL - REEHE (Certification
Authority » CA) F& (SHALL) Bms&sziBae n 8t » Bzt fEAREE (Applicant) ZEEHEE
Ethiit o CAFE (SHALL) FEATINEV—BHEAMMEMEZ XA FE@AFRACE: - R ERAE IS o Eith
Ht

1. FREGARIL - FENESSSTZAEMEEHE



2. EHAE M BWAAREERAIR (Reliable Data Source) ZH=FEHKE ;

3. B CASEE CARIAZE=ZRFETEMFE ; 5

4, FEEAISK (Attestation Letter) ©

CAE (MAY) ERU LS 1 E 4 BEFFAZ AR A SEHE ST - FREEEHRREENS o EthE o

5& > CATE (MAY) ZEBLREXEERARE WKERHE) « IRITHIRE « SHAFIRE « BUGZEZR
FERREAX - R E A CARER A ENS DB » UERRHFE I (BREERFEZSR) °

3.2.2.2 DBA /BX%E

EEREMAIEN (Subject Identity Information) €% DBA X518 » K:EHE (Certification
Authority > CA) & (SHALL) FE@AUTED—TERE > B8REE (Applicant) BAFEAZ DBA T
LB HEF)

1. BB RIARIL ARSI Z ot T EHRAPT IR (A SO Sl B X i RRAB s SR 2 42 8%
2. AT ENAR (Reliable Data Source) ;

3. e HEE DBA i ER M TEMBIEITEMER ;

4. FEMIEERAX 4 BYEERAIER (Attestation Letter) ; 3§

5. AREXRERARE (WKERHE) - IRITHIRE « EAFIRE - BUTRE ZIRBERXM - siHEME
CA SRREAFISERV S 8B fF -

3.2.2.3 BRsHFREEIR
BTFE subject: countryName MM > BI/&EHEME (Certification Authority » CA) F& (SHALL) fERUTE

—7 > BB ERE (Subject) FRERIEIXR :
a. FFIME— IP IL4tFR/ER IP (Uit &EEERIEIZRIEIKE N (IP Address range assignment by country) :
i. SZABUERY IP ik (LAZZAELLRY DNS A28RFIRE 2 %E) =
ii. FAEEERY IP {i4k ;
b. FRER:EZ 48i% T8 (Domain Name) HIBINEIEARADIHATE (ccTLD) ;
c. B4 8 M (Domain Name Registrar) 22 & ; =
d. % 3.2.2.1 EiFFFRERMTTIE

CAE (SHOULD) BifIEfEARas (Proxy Servers) @&EIZ > LB R RASIEFRFEBIRPITEM Z HthE
ZKRY IP ik o



3.2.2.4 YIRS RS
AEEZR/RFEWME (Certification Authority » CA) BR:BH55E (Applicant) BYEEIFRAESIEERZ R
PRz EERT o

CAFE (SHALL) TEZ=ZAEIMSE > CA BT AR RERFAIILNSETEZVI AT (Fully-
Qualified Domain Name » FQDN) :

1. & FQDN 2 Onion #815%#& (Onion Domain Name) B> CAFE (SHALL) ERATHREV—ESE
E@s%sZz FQDN ; B

2. & FQDN % Onion #815%#& (Onion Domain Name) B> CAFE (SHALL) {XkiEMiEE B Baz5e%
FQDN o

BSEZ RS » AR —ERREASESNREREREN - FHRAERR » ZRERENETERE
23R > FRABRER (FIMNASIHRIEE 4.2.1 &) FREZAABRAIEEEE o Bi4EIREEsE (Domain Validation)

= [55E ) — A aHEEENSAT (Parent Company) « FAF (Subsidiary Company) (k%
% (Affiliate)

B 2026-03-15 fE4% : HEE4BIRIEA (Primary Network Perspective) #{TZ 48R o E RS

MERARFTE DNS &3 » 8 (MUST) TSRS HEZE IANA DNSSEC {5584RJR (IANA DNSSEC root trust

anchor) B9 DNSSEC Bz o = EMERAR AR AAEIZ ST E R E18RIAYFTE DNS &2 DNS #ifss
(DNS resolver) F& (MUST) :

o M RFC 4035 % 5 i EHRAEEAHIT DNSSEC 588 ; B
o B RFC5155 E#&HM NSEC3 5 B

o 1B RFC 4509 £ RFC 5702 E&EM SHA-2 ; B

o HERIE RFC 6840 5 4 & FAFIRMZR2EEE ©

B 2026-03-15 #E4E3K :

HNE 3.22.448 ~ 553.2.2.4.13 81 ~ 55 3.2.2.4.14 i BEFEH (e-mail) 4BIHERE SIS 0
HEEHEERAA (Primary Network Perspective) 5 [EIE{SE AR IR S I B BT E R 2 KIS HEARIE %
#& (Authorization Domain Name) HYFR DNS CNAME « CAA ~ TXT &:f > FE (MUST) #\{TIStRiERE
Z |ANA DNSSEC {%8#RJ& (IANA DNSSEC root trust anchor) ) DNSSEC B#3% » B CA &1 (MUST
NOT) F|FREBELSR=FE DNSSEC Bz - Wt HMFRE DNS &3 > B (SHOULD) #IT{EREHEEES
IANA DNSSEC {=#818j&® (IANA DNSSEC root trust anchor) BJ DNSSEC §&:% > H CARE (SHOULD
NOT) FIFAEBEER{SF DNSSEC §gsf o

W EHMFrAMAREERE 5% » EEMERIEA (Primary Network Perspective) #1722 E4BigiS sz
EREEREERARIFTE DNS &5 > flE (MUST) BITISFRHEHEEZE IANA DNSSEC {S#81RJR (IANA DNSSEC
root trust anchor) B9 DNSSEC B&z8 » H CAR1GF (MUST NOT) TE{R{r48iEiRE i E a5 aRaaY
DNS &z _EF A AEPEER IS DNSSEC Bg5F ©


https://datatracker.ietf.org/doc/html/rfc4035#section-5
https://datatracker.ietf.org/doc/html/rfc5155
https://datatracker.ietf.org/doc/html/rfc4509
https://datatracker.ietf.org/doc/html/rfc5702
https://datatracker.ietf.org/doc/html/rfc6840#section-4

{SFRHE R ZE IANA DNSSEC 1S381RJRAY DNSSEC B&:8 » IIRATRBINANEE 8.7 EiERMBITZ AILFE
% (self-audits) RYEEE o

SR RIS IANA DNSSEC 15%B1RJRAY DNSSEC B8 » #iRAREBIE 5.4.1 Hi4cstER (logging
requirements) FYEE[E o

% . FQDN AJiE38 subjectAltName IEFRARAI Z dsName BETRFY B /&% (Subscriber Certificates) 1 »
8(3538 Name Constraints #EFeB I Z permittedsubtrees BY dNsName BERIS T B/REEIE RS
(Subordinate CA Certificates) H o

3.2.2.4.1 BESEHRREAMINBMBEBA
L7 ABREIEERS (MUST NOT) BfER o SRERLLSAETHERE » MURKIRILS AR ENEER
# > R1G (SHALL NOT) RMEEIERE o

3.2.2.4.2 UEFHH - BR - BAXBFEHEEABEBEA
75 ABREIEEARE (MUST NOT) BfER - FeRifEAILLS RETHIEE » URKIRIE AR ENEREE
# > 748 (SHALL NOT) PR AT o

3.2.2.4.3 B4 ATBEAR NIETTEERIAR
IEHEBEEIEEARIG (MUST NOT) BfEA o LaifERLE A A ETRERE » URKBIL G 2R ENEREE
¥l > 15 (SHALL NOT) AAMEZREE o

3.2.2.4.4 FEEFHBEFEHFERICAIMMIL
FHRUTHERERAE (Applicant) HRE2WE485%#E (Fully Qualified Domain Name > FQDN)
BIEERE -

1. FEBEFEEHE—EZEE Gt > sZE Gt Tadming ~ Tadministrator] ~ Twebmaster] ~
Thostmasters 3% Tpostmaster) 1EAEHIRSE (local part) » B T@) 555 » BiE LEREREY
8 (Authorization Domain Name) 4BF% ; B

2. FEFHHPEE—4HMEHE (Random Value) ; B
3. IREIfE P Z BB (B AV RSB EIE

SHEBEFIMHS (MAY) B2 E FQDN WIZER » AR EXBFEMHPATEANCRERT TS > 12
HAth#5 0 FQDN FRfERBIIREMRIR M

BRETSHEFIMHPE (SHALL) 2MH—H -

EFHMHF (MAY) 2XES > BIEEEEABKE > AIREEEXABTKREMAERE (SHALL) REFR

o

SN
Rak

B EBZEIIZ B » ARERRENEXNHAMRE (SHALL) Fi8iB 30 H « ‘REERIFERE
(Certification Practice Statement > CPS) 1§ (MAY) REB ERIMEIEEREAR



FE . —H FQDN BBt A AT ERE > CATRMS (MAY) #H¥IE%ER:% FQDN Z 5224882 % (Domain
Labels) A4EEREfM FQDN 25357855 o LA 2B AMNEEE A4 (Wildcard Domain Names)

B 2026-03-15#E > tbAEARE (SHOULD NOT) AREIEEEIEE o
B 2028-03-15 & :

o CARE (MUSTNOT) #kFBILA % ©
o SERIERILAETHERE - URKIRILSARENEEEN > A5 (MUSTNOT) ARREARE

2%
A ©

3.2.2.4.5 #EiEIgESE
75 AZBEEIEERE (MUST NOT) HBfERA o LriERAILAEEITIERE » URKIRILAARENREE
¥l > R15 (SHALL NOT) FAESE*&:E o

3.2.2.4.6 RBUTEZHEiLEE
IEAZEBELEEARE (MUSTNOT) BEMA o ZLrifERLEA A EITIERSE » KB A AR ENREE
£l > 15 (SHALL NOT) FMESEE/&:E o

3.2.2.4.7 DNS &%
EBBE THME—43IEY DNS CNAME ~ TXT o CAA 48z @ T1F1EREIE (Random Value) ZFERTTEC
(Request Token) » UMEsRHEEE (Applicant) ¥t FQDN BUIEEH !

1, IS4 (Authorization Domain Name) ; 8%

2. &AAMEERE (Domain Label) U—{ETFEHRFIT (an underscore character) FHERRVASIR MRS
i o

HEFAREHE > CAFE (SHALL) REZCRFEHFM—IGERE  BEUTEE®RFS (SHALLNOT) B
fEFAZBERE -

1.30 8 ; ¢

2. BRREE T HXHRERE » BRARA T EEFEARRSEMZ B ERMERE ATFEE (FlaldX
455 4.2.1 €75% EV Guidelines % 3.2.2.14.3 &iff#)

ERIE A EEITEREMI CAFE (MUST) BHEEE 3.2.2.0 SiFfRE 2 ZMAEEIE (Multi-Perspective
Issuance Corroboration) c EEEEEMEE » HMAAKRIEA (Network Perspective) fE (MUST) R
FIAFEMERRA (Primary Network Perspective) HEIRHkEEN (BIFEMEDERRL) ©

& CAHRARER (Affiliate) =E—fE DNS &I (zone) » EFFEAREGARNE TEENAERR
Zk (&i1B CNAME) EZ&EH > Bl CAFE (MUST) HRESURAFEEZRIKR FQDN BZEEHAME—K
FQDN o CAS(HRAREEFE (SHOULD NOT) &EZE LRSS > E (SHOULD) SIEfERILMHARFRIE
RACIASE 3.2.2.4.22 HifZ /5% o



FE2 . —HB FQDN BBt A A5 ERS > CATRE (MAY) $H¥LIE%ERES FQDN Z 528 48118% (Domain
Labels) A4EEREfM FQDN 25357855 o LA 2B AMNEEE A4 (Wildcard Domain Names)

3.2.2.4.8 IP {ifik
¥E5E 3.2.2.5 BIHRE > &8 DNS E:95% FQDN Z A 5 AAAA 42 EFR[E1fERY IP i3t (IP Address) &&fl »
ERsEEsAE (Applicant) SEEHIsZ IP ik » LAREREREEE $5% FQDN AVIEEHE o

ERLES AT CAFE (MUST) B 3.2.2.9 SiFfR&E 2 ZRA T (Multi-Perspective
Issuance Corroboration) ° EEBE{FAML:E » HftEEKRA (Network Perspective) f& (MUST) B
AT EMERIRA (Primary Network Perspective) #B[EIRY IP izt o

FE . —B FQDN FRUL A E5REEE > CAARTS (MUST NOT) $HEIUEZEREE FQDN 2 EEIEIER
(Domain Labels) A45ERIEM FQDN 2535/%:% » BRIE CA (FRLIREN S A EM FQDN 11T B/
BEREE o WA EFERNESEBAE%M# (Wildcard Domain Names) °

B 2026-03-15 & :

o CAFRE (MUSTNOT) #kFBILA % ©
o SERIERILSAETHERE - URKIRILSARENEEERN > A5 (MUSTNOT) ARREARE

2%
A ©

3.2.2.4.9 AIRESE
75 AZBEEIEERE (MUST NOT) HBfER o LIRS EEITRERE » URKIRILAARENREE
¥l > 718 (SHALL NOT) ARERRE o

3.2.2.4.10 {EFIPEI%(EERE TLS ELR
IEAZEBELEEARE (MUSTNOT) BEMA o FLrifERLLA A EITIERSE » KB A AR ENREE
£l > 715 (SHALLNOT) ARESERE&SE o

3.2.2.4.11 {EAEMAE
HZEBELEBARIE (MUST NOT) BfER -

3.2.2.4.12 BEHERAEAMIEBIEHAA

FEHRERERAE (Applicant) A48EATBEM4EA (Domain Contact) » IUFERREAEEE ¥ FQDN RYIEERE o
EReaHME (Certification Authority » CA) FIFFAEREAGE % (Base Domain Name) BYisi% sk
(Domain Name Registrar) > S EZtMERMATZE (Affiliate) B> AGLURRLEAE o

2 . —H FQDN FBIL A ETAEES > CATNME (MAY) $#HEIUEZE855 FQDN 2 2B 43IEH1Z% (Domain
Labels) A4EREAVEM FQDN Z23/&:8 o IbA A B AN ERAMIE %8 (Wildcard Domain Names) ©

AP /REE (Subscriber Certificates) B > EimLaEVS 2 BN ESSEIEEFEAMNERA > CAREF
(MUST NOT) &8 HTTPS 4uhES 43I R ig 4 A B o



E CA % T BsE RsAr I R MBS AR R R s A B AT

o AfEF WHOIS %% (RFC3912) » & (MUST) #3 IANA BY WHOIS {AlARES @ MERE EHE 2 8
(referral) &Eifl » BEEEE 2 WHOIS FIARSSETTE ©

o EFEAMERFEIRE (Registry Data Access Protocol » RDAP ; RFC 7482) » fE (MUST) f&F
IANA 121289 Bootstrap #£2€ » MR B2 A8 Pt fE 2 IEFERY RDAP falfR2S o

o 1§ (MUST NOT) {K#EiBiB 48 /N6 (1) WHOIS fEfRESIREVEN > 8 (2) IANA $2{A) RDAP
Bootstrap EiHREY » UFERE KRB R B IERIEF ©

3.2.2.4.13 FXEFIHE DNS CAA Hi4g Asthit

ERBEETFHESEMREEE (Random Value) » WiZWNE SZIEEENREREIE » UREDHE
(Applicant) ¥t FQDN BYEEHE o BEMAERE (MUST) Z3EZE DNS CAA EFERFH4% ML o FE (MUST)

fEFRFC 8659 5 3 BiE RS BEE AR S HAERA CAA BR42EkE (Resource Record Set)

FHEFIHE (MAY) E22E FQDN VISR » RiiR S BB E FERAF it B AL ERE 2 IR EREI 4
#8 (Authorization Domain Name) BY DNS CAA B FEBFE4E AL o« RERRA UG E B AK RS 2 &K%
WEABI 24 FBAY DNS CAA EFERHEAR A » E—FEFEHEHF (MAY) FRAZEUWRGE o

PEMETESHEFEMGTE (SHALL) 22— - EFIMHE (MAY) 2XET » GIFEREHPERE -
AilRRHEXARRWHERE (SHALL) RISAE - BRERRIIZ HIE » AR EENEXHARRE

(SHALL) BB 30 B o ‘REBEFEEEAE (Certification Practice Statement » CPS) 8 (MAY) }RE
BRERIBEER AR o

BRI EEITERER CAFE (MUST) BHEZE 3.2.2.0 BiFFRE 2 2R A EE (Multi-Perspective
Issuance Corroboration) ° EERE{FAME:E » Hft4EERRA (Network Perspective) f& (MUST) B
FIEA T EEERIA (Primary Network Perspective) #BEIRIADIEERE 2 B4R A B o

2 . —H FQDN FBIL A AT ERE > CATRMS (MAY) #H¥ILEZERE% FQDN Z 22482 % (Domain
Labels) Z&45REAIEM FQDN £35/&:% o b2 EBANEEE A& (Wildcard Domain Names) o

B 2026-03-15 i€ » lEAAFE (SHOULD NOT) AREZAARE o
B 2028-03-15#E :

e CAF4E (MUST NOT) fKHELLAE o
o STRIERILARETHERE - UIRKRILAERENEEER » X5 (MUSTNOT) ARERZHARR

2%
ag ©

3.2.2.4.14 FHXEFIHE DNS TXT HisgAsthit

FERBEETFMETEMREE (Random Value) » M iEWE S ZPEEENFEREIE » KRR
(Applicant) ¥t FQDN BYHEE#E o BEI%(EMRE (MUST) ZXZEEG:E FQDN FRER 2 &IE i s
(Authorization Domain Name) B9 DNS TXT 428% 2 B F B HE4% ASthit o


https://datatracker.ietf.org/doc/html/rfc8659#section-3

SHEBEFIMHST (MAY) BERZE FQDN NEZEER » AR ESEE FE it &A1 E5RE 2 KRR
FBHY DNS TXT 48k BF ERMF B8 AL - REPRFAUIFE BB SRR 2SR EMEIZ B8R DNS TXT A2k
BFEHEAEA - R—HEFIMHS (MAY) FEGEZSEWRHEE -

PEMETESHEFEMGTE (SHALL) BW—R - EFIMHE (MAY) 2XET > SIFEREHEKE -
AllREEHEXARKKHGER (SHALL) FREAE - BEkERBRIIZ HIEE » ARESILENAXEARE

(SHALL) BB 30 B o ‘BBEFEEEAE (Certification Practice Statement > CPS) 8 (MAY) 3RE
BRERIBESER AR o

BRI EEITER B CAFE (MUST) BEHEZE 3.2.2.0 BiFFRE 2 2R A EE (Multi-Perspective
Issuance Corroboration) - EERE{FAME:E » HftEERRA (Network Perspective) f& (MUST) B
FIEA T EMERMA (Primary Network Perspective) #BEIRIADIEERE 2 B4R A B o

2 . —H FQDN FBIL A ETMEES > CATRME (MAY) $#HEIUEZE855 FQDN 2 2243112 % (Domain
Labels) Z&#ERERVEfM FQDN 235&:8 o b A BN EEE A% (Wildcard Domain Names) ©

B 2026-03-15 i€ » lEAEFE (SHOULD NOT) AREZAARE o
H 2028-03-15 #E :

e CAFYE (MUST NOT) fKHELLAE o
o STRIERILARETHERE - UIRKBRILSERENEEER » X5 (MUSTNOT) ARER#HARR

2%
ag ©

3.2.2.4.15 BHAINRATEHHE N EITEERAS
E75ABREIEEARE (MUST NOT) BfER - FRifEAILLS RETHIEE » UKL AR ENEREE
#> 748 (SHALL NOT) R EZRE -

3.2.2.4.16 £ DNS TXT Record EiEMi4R ANE1TE B4

FEM1E4T DNS TXT Record EEHH4E ARV EESRAE » WENSHER OB AR ER B IRIEEIT AT (ADN) » LIFE
#EzEE (Applicant) ¥ FQDN BYEER - 8B5S (MAY) FE:2Z{E ADN FUIZEH » AR EFIES
Ex:8 ADN 988/~ HEIEIRY DNS TXT Record EaEHt48 A SRS » BiFIEE ¥4 ADN DR FENEE o

BETHENE (CA) A5 (MUST NOT) 7ERRRNEEEMEZRIE N TEERSE » IERBIZZTHMER » B4
P EEEIE 2 EHIAAIHESSS (Domain Validation) Mi&ERTE DNS TXT Record ©

EEANETEME > CATETHEME (Random Value) FIETEEREHY ADN o BEI(ERE (MUST) #K[EI1E4S
CA UL ERREEAK o

PEME BRIz B > AREREZENENEARE (SHALL) R 30 B o BEEHFXERE
(Certification Practice Statement > CPS) 1§ (MAY) #REEiEHIBEIL(ER SHAR o



ERIE A A EITERER CAFE (MUST) BHEEE 3.2.2.0 SiFfRE 2 ZMAEEIE (Multi-Perspective
Issuance Corroboration) - BEE{EAMIL:E » Hth48ER1EA (Network Perspective) fE (MUST) E%
FEFERIRRA (Primary Network Perspective) FEREIRIAEIZERE 2 B4R A B -

FE . —H FQDN BBt AE5eERSE » CATRMS (MAY) #H¥ILE%ERE% FQDN Z 2B 48IHE% (Domain
Labels) A4EREBEM FQDN 223855 o IbA A BAMNESE RS2 (Wildcard Domain Names) ©

B 2026-03-15 € » ttAEARE (SHOULD NOT) AMEXERESE o
B 2027-03-15 #E :

o CAFRIE (MUSTNOT) fk#BIbA5%
o SERIERILTAEITHERE - URKIRILSARENEEERN > A5 (MUSTNOT) AREREARE

2%
ag ©

3.2.2.4.17 £ DNS CAA ErEHi4& NEITEEHHAE

$5ER134T DNS CAA B4R AREETRE > MEVSHEN B RERESIRERSRTE (ADN) > UESHRE
% (Applicant) ¥ FQDN BYIEEH# - SE:ES (MAY) HERZ{E ADN BUIEEER > AR R A RF5E
ADN 58 HEEIRY DNS CAA EEHHAR A SRS » BiRIEEH4S(E ADN 2 BIMHFEIEE - FE (MUST) f6
FA RFC 8659 % 3 & E&ME = ERARSIERR CAA BIR4ACEEE (Resource Record Set) ©

REEHERE (CA) 15 (MUST NOT) B2 EREHEE > I ERBEEEMAER » AAZKERTISEEMA
491E8z% (Domain Validation) TEER7E DNS TXT Record °

EEANETEME > CATETHEME (Random Value) FIETEEREHY ADN o BEI(ERE (MUST) #K[EIE4S
CA LUz =R EAK o

PEEREII Bt » ARMERLCIENEXHIRRE (SHALL) R4 30 B o REEHEEERE
(Certification Practice Statement > CPS) 1§ (MAY) REEiERIMEIEERERR

ERLL A EITEREM CAFE (MUST) BHEZE 3.2.2.0 BiFFRE 2 21 AEEEE (Multi-Perspective
Issuance Corroboration) - HEEBEFAMALE » HtAFRtAA (Network Perspective) f& (MUST) iz
B EHERA (Primary Network Perspective) 1BREIRVABIEERE 2 B4 A o

2 . —H FQDN FBIL A ETMEES > CATNME (MAY) $#HEIEZE855 FQDN 2 2B 431IEH1Z% (Domain
Labels) A#EEREfM FQDN 2535/8:% o b2 BAMNESEE A& (Wildcard Domain Names)

B 2026-03-15 #E » tEAEARE (SHOULD NOT) AREZEARESE o
B 2027-03-15i#E :

o CAFRIF (MUST NOT) #KFELLSIE °
o STRIERILT EEITHERE » URKBRILSERENEEER > X5 (MUSTNOT) ARR#EARR

A3
ag °


https://datatracker.ietf.org/doc/html/rfc8659#section-3

3.2.2.4.18 RBUEZHHILETE v2

BRI TEREEANTTFE AR (Request Token) ZBEME (Random Value) » WHEEREREE
% (Applicant) ¥ FQDN HU#EEH -

1. REAFERFTCHBELERE (MUSTNOT) HIRFARERGZIEZENFEREEH» B

2.CAFE (MUST) WEZERUEIRLIHAY HTTP BIfE (EENABURE] 2xx HTTP HRAEHE) o

NA B S AR ENSEREE :

1. /& (MUST) (IREEISH#E4EIE%TE (Authorization Domain Name) Z43it > B

2.F& (MUST) It “/.well-known/pki-validation” B#TF > B

3.F& (MUST) #&E@ “http” = “https” HEEE > B
4. € (MUST) EBISHEEREE (Authorized Port) 7FHX ©

= CAEZIBIREMER (redirects) » BIKARTSUTHRE :

1. EFEEE (MUST) EHTTP REREE - EFFEMEME (MUST) B 301 ~ 302 5% 307 HTTP ARAEHE(E]
FE (W RFC 7231 % 6.4 EiFRER) > 5(F 308 HTTP ARAEHE[CIFE (1 RFC 7538 £ 3 FAER) Z4&ER
FRfgs% - EFEMME (MUST) E@ZE Location HTTP [CIfEIZEEFREE A RARE (M RFCT7231 % 7.1.2
ENFRER) °

2. EMERE (MUST) EEmAA “http” = “https” HEMEIR URL 483t -

3.EHEMEE (MUST) EnEHIBEEEE (Authorized Ports) 7ZEXAYER URL 483t -

EEAMEE (Random Value) > 81 :

1.CAFE (MUST) $t¥=%/ReEFRFR A —1BEHE

2. BEMEBRIIZ B > ARNEROENENHERE (MUST) RilBiE 30 H o /RESBIFIEEEE
(Certification Practice Statement > CPS) 1§ (MAY) (REEiGHIPEIERKHAIE » 7ELEERT > CA
f& (MUST) BWH CPS o

B% Onion #85%(%#8 (Onion Domain Names) %h > fERALEA AEITERER CAFE (MUST) BHfsE 3.2.2.9
EFfREE 2 2IRAEEAEE (Multi-Perspective Issuance Corroboration) - EEEEEMILE > Hith4ER
f38 (Network Perspective) & (MUST) ERZEIBFEMERA (Primary Network Perspective) 1H[E
HIBkERE R (BIPEISESEERTTEE) ©

FE | FRIE CA ERKEEN A AHE EM FQDN TR BN EEEE » BB CAFRE (MUST NOT) #iE
FEES:E FQDN Z ZE491HIZ% (Domain Labels) 2A45RAIELfth FQDN 2538/&:E o b5 AR E AN RS
B R4Eis4fE (Wildcard Domain Names) ©


https://datatracker.ietf.org/doc/html/rfc7231#section-6.4
https://datatracker.ietf.org/doc/html/rfc7538#section-3
https://datatracker.ietf.org/doc/html/rfc7231#section-7.1.2
https://datatracker.ietf.org/doc/html/rfc7231#section-7.1.2

3.2.2.4.19 £BETEZ4@iLEE - ACME
B ER RFC 8555 55 8.3 & E &MY ACME HTTP Hk&; (Challenge) 7572555843 E FQDN BIASIRITE 1 »
L r#sRERsEE (Applicant) ¥f FQDN BYIZEEHE o Bf RFC 8555 FRfREE 2 E RSN » MERT S THIEEIMNEK

CAFE (MUST) WzZsARUKFIRLIOM HTTP [CIfE (EEPAEURE 2xx HTTP AREERE) o

Token (%0 RFC 8555 % 8.3 & FiE ) BEILZHIEE » 15 (MUST NOT) fHHi8E 30 B ° RBER(E
HE® (Certification Practice Statement > CPS) 1§ (MAY) REEIEHIBEILERNHAIE » 7TLEERT »
CAFE (MUST) EBIE CPS o

& CAEZIWBREMEM (redirects) > BIREFTEUTRE :

1. EFERE (MUST) fEHTTP REREE - EFFZEMAE (MUST) B 301 ~ 302 3% 307 HTTP ARE&HE(E]
F& (W0 RFC 7231 % 6.4 B FAER) » 5(F 308 HTTP ARAEHE[CIFE (Y0 RFC 7538 £ 3 & FAER) Z4&ER
FrfEs% - S ERME (MUST) EMEZE Location HTTP CIfEIZEERREEAIRARE (M RFC 72315 7.1.2
81 FRER) ©

2. B EMME (MUST) EEAE “http” = “https” HBEMIEIR URL 484t o

3.EMEAE (MUST) EEEHIBEEEE (Authorized Ports) 7ZEXAYER URL 484t o

B% Onion 4815178 (Onion Domain Names) %h > ERLE5AEITEREER CAFE (MUST) EREE 3.2.2.9
EFREE 2 2IRAEEEE (Multi-Perspective Issuance Corroboration) - ZEEEEMILE > Hith4ER
18M (Network Perspective) FE (MUST) ER=RZFIEFZHERRA (Primary Network Perspective) #8[E
AoPkERE N (BN ACME {319 Token) o

FE | FRIE CA ALK AHE EM FQDN TR BN EEEE » BB CAFRE (MUST NOT) #iE
FEES:E FQDN » ZE491HIZ% (Domain Labels) A45RRIEfth FQDN 2538/&:E o b5 AR E AN RS
B R4Eis5fE (Wildcard Domain Names) ©

3.2.2.4.20 fEFR ALPN B TLS &%
FEAFEA RFC 7301 E&EM TLS Application-Layer Protocol Negotiation (ALPN) 1E7EIhAE

(Extension) » Wifk RFC 8737 FTE &R Z 2+ i —EF AR 1 E 2R 5558 FQDN FABITIZEHE » IFESR
F:E#E (Applicant) ¥f FQDN RIEEEHE o bR RFC 8737 FAREZ BRI » MERT & TFIEEINEK o

Token (¥ RFC 8737 %5 3 &fi FiEs&R) BEILZHIE > £1§ (MUST NOT) fFRBIE 30 H - ‘RFEBEFH =X
E# (Certification Practice Statement » CPS) 1§ (MAY) FEEREHIFERERHAR > ELEERT > CA
F& (MUST) BIEHE CPS o

B% Onion #815t%#8 (Onion Domain Names) b » ERLLAAETERFER CAE (MUST) BHiE 3.2.2.9
EIFTREl 2 2R AT (Multi-Perspective Issuance Corroboration) « ZEEEEEMIEE » H4EK
18A (Network Perspective) FE (MUST) ERZF|EFEHERA (Primary Network Perspective) #8[E
RIBkERE RN (BP ACME fEFERY Token) o


https://datatracker.ietf.org/doc/html/rfc8555#section-8.3
https://datatracker.ietf.org/doc/html/rfc8555
https://datatracker.ietf.org/doc/html/rfc8555#section-8.3
https://datatracker.ietf.org/doc/html/rfc7231#section-6.4
https://datatracker.ietf.org/doc/html/rfc7538#section-3
https://datatracker.ietf.org/doc/html/rfc7231#section-7.1.2
https://datatracker.ietf.org/doc/html/rfc7231#section-7.1.2
https://datatracker.ietf.org/doc/html/rfc7301
https://datatracker.ietf.org/doc/html/rfc8737
https://datatracker.ietf.org/doc/html/rfc8737
https://datatracker.ietf.org/doc/html/rfc8737#section-3

FE . —B FQDN ZFEUIL A E5TEEE > CAARTS (MUST NOT) $HEIUZEREE FQDN 2 TEBIEIER
(Domain Labels) B4EEAVEM FQDN 25357858 > PRIE CA ERKEERN S AHHEM FQDN #TEEH
BERERE o WA EFERNESEBE%#E (Wildcard Domain Names) ©

3.2.2.4.21 #Z:E Account ID Z DNS - ACME

FEIBBIT https://datatracker.ietf.org/doc/draft-ietf-acme-dns-account-label/ Frst &z (Automated
Certificate Management Environment (ACME) DNS Labeled With ACME Account ID Challenge) 35 00
HRE2ZE (draft 00) ¥ Tdns-account-01) BKEXFRRRE 2 2RF » UHESEEE (Applicant) ¥ FQDN
HIFEEHE o

Token (E#&H? (Automated Certificate Management Environment (ACME) DNS Labeled With ACME
Account ID Challenge) %5 00 HRE %2 Section 3.1) B#EizZHIE > #1F (MUST NOT) fER#BIE30H °
BEBTEEEEE (Certification Practice Statement » CPS) 1§ (MAY) R EEEHIBEIEERHEAR > £
EIERT > CAFE (MUST) BREHE CPS o

BRI EEITERER CAFE (MUST) EHEZE 3.2.2.0 EiFFRE 2 2R A EE (Multi-Perspective
Issuance Corroboration) » HEEHFAR:E » HthABEEAA (Network Perspective) f& (MUST) #Z
BB EMERAA (Primary Network Perspective) #8[EBY Token o

2 . —H FQDN FBIL A ETMEES > CATNME (MAY) $#HEIEZE855 FQDN 2 2B 43IEH1Z% (Domain
Labels) A4EREARVEM FQDN Z523/&:% o Wb A A BAMNEEERMIE %8 (Wildcard Domain Names) ©

3.2.2.4.22 AFEAMLEEZ DNS TXT 4Lk

BEIEFFAME DCV TXT ﬁﬂﬁﬁﬁé”ﬁé*% (Applicant) &7 > UMESIEREEE Y FQDN HIEEHE o ZACHRIE
(MUST) [BRENFERE 2 EREMEIEETE (Authorization Domain Name) il EATEERY §_validation-

persist] *E%Fﬁﬂﬁﬁzz DNS 428%%%8 (B0 T validation-persist.[f&iSieq@isfE]l) T o Bt A%E

/BREEHAE (Certification Authority » CA) 4§ (MUST NOT) #% DNS CNAME E:FR[CIE 2 T2V & 4813

%8 (FQDN) 1’E%4’JE’Z%§%§E BZ FQDN o [tZIFREEBFAN A X ISR AEZER o TRNFA

% DCV TXT 428%F5F > 1§ (MAY) B CNAME 428k [m) T AEMT ©

CAFE (MUST) FEERIZAME DCV TXT 428209 RDATA B SLUTESK :
1. RDATA{EFE (MUST) & RFC 8659 % 4.2 £ &M issue-value 387% ; B

2. issuer-domain-name RUfEFE (MUST) % CARVREEEIER (Certificate Policy » CP) & S/EFEBEHE
HEE (Certlflcatlon Practice Statement > CPS) %5 4.2 BiFPFRsC &MV B ARIH BT (Issuer
Domain Name) ;

3. issue-value FE (MUST) B2 accounturi 5_’&@ » HBEEAM— URI (U0 RFC 8657 £ 3 &7 Fritt) » A8
LU RsEK FQDN B8 Z FREAEIRE © 5

4. issue-value 1§ (MAY) B3 persistuntil B8 c HZ2HEE » HSHERE (MUST) jEf':lO HE(UARES
BVEESY > R UNIX B¥E8s2 (B 1970-01-01T00:00:00Z #EtEHAIFLEL » ZREEFD)


https://datatracker.ietf.org/doc/draft-ietf-acme-dns-account-label/
https://datatracker.ietf.org/doc/html/rfc8659#section-4.2
https://datatracker.ietf.org/doc/html/rfc8657#section-3

5.1issue-value 1§ (MAY) G1ZZEIMIZE o CAFE (MUST) REMEARAN2E%TE (Parameter
Key) ©

BT persistUntil 28> CAFE (MUST) sHMLEZBHE - ERERIRRR persistUntil SEEFFIEE
HIEER] > CAFR1E (MUST NOT) % icirEARAE A FQDN IEEE 2 o

BIgn > FFAME DCV TXT AR B ERATAER -

_validation-persist.example.com IN TXT "authority.example;

accounturi=https://authority.example/acct/123; persistUntil=1782424856"

ATEES 4218258 BERILS AT ZEEE > CAFE (MUST) & 10 BRAREEERERSE
BRI ZEARH

TREET persistuntil SEEFRIRIRSREIRL > WIfAIRE DNS L2 S FI R A EEEE

Ex:8 2 BHRFRE persistUntil =5 ARERE

2025-06-15T12:00:00Z 2026-01-01T00:00:00Z b=t ERsE R Y persistUntil FRrREEL
(1767225600) 50 » FEItbE4CER AT B

2025-06-15T12:00:00Z 2025-01-01T00:00:00Z & ERzERFRIBRAY persistUntil FRFREEL
(1735689600) it 0 EIbZAL A

2025-06-15T12:00:00Z (RIR1H) KRiRMH persistUntil 28 > FItAE

PR s Rl PR

il

persistuntil SR EERE 2 #15l

AL REITERER CAFE (MUST) BHESE 3.2.2.9 HiFfREE 2 SMAZEREE (Multi-Perspective
Issuance Corroboration) « BEEEAMILE » Hth48ER1EA (Network Perspective) fE (MUST) HH%R
FIRAE EAEAT I E R A DCV TXT A2t% » BEEPEZE T EMRMRA (Primary Network
Perspective) #8EIRY accounturi 28 o

FE . —H FQDN FBIL A A5 ERE » CATRMS (MAY) #H¥IE%ERE% FQDN Z 2B 48IHE% (Domain
Labels) A4EEBEM FQDN 223/&:5 o IbA A BAMNESE R4 (Wildcard Domain Names) ©

3.2.2.5 IP fiiitZ 85!
FEIEE/REEME (Certification Authority » CA) Egs8ERz5%E (Applicant) ¥1/&:% (Certificate) HFR%I
IP i3t (IP Address) BIFRERETUEE#Z AP RIZHERF ©

CAFE (SHALL) MEZERIFESD > CA EVEEAREIEEN—TEH AR REFFRS IP ik o

BIeRNEBREE R RS » AN —RERARSRERRREN - TRARIER » L5 RENATRE
1ZEH] > FAERAER (BIMIAXHRIEE 4.2.1 87) FREZHARAEEEE o 5L IP (ii4tE8s8 (IP Address
validation) M= > IBHzEE] —AEZHFENT AT (Parent Company) ~ FAF (Subsidiary



Company) ZiRAfREZE (Affiliate) o

3.2.2.5.1 REEZMILEE

FER/R:EH4ME (Certification Authority > CA) BI3&E38 HTTP/HTTPS e85 (Authorized Port) 7%

B IP fisik (IP Address) ERYRERRIAE » BMEABZEEFEU HTML <meta> RE B ZHIERFFC
(Request Token) ZXFEH#E (Random Value) » WUFESREREEE (Applicant) #FREEK IP (IiERIEEEHE o

ZIEERAEKEANGR T/.well-known/pki-validations B#T » si& AU IP UIHEE MM IANA

B EMERIS o SERFLHMBERERTS (MUST NOT) HIRTEFAER IP AUBREERISH o

HEFAREHE > CAFE (SHALL) RIEZRFBHFHE—NERE  BEUTRRIAFREFS (SHALLNOT)
BEEAZMERE

i.308H ;5
ii. BFRAE T EIE L /RS 0 BIEAR AR SR FAMEEERAZ SRS EN R AEE (flandx
5 4.2.1 EIFRER) ©

ERIEAEEITERERI CAFE (MUST) BHEEE 3.2.2.0 SiFfR&E 2 ZMAEEIE (Multi-Perspective
Issuance Corroboration) c EEEEEMEE » EMAAKRIEA (Network Perspective) fE (MUST) R
FIBAFEEERMRA (Primary Network Perspective) HEIRHkEEN (BIBEMEDE KAL) ©

3.2.2.5.2 UEFEHH - FH - HANEBFEHE IP (IiLBEEA

HERBZBETHMN « FH - BANBFEMHHEBERE (Random Value) » KRB 2B ERFESD
B> UFERREE (Applicant) ¥ IP itk (IP Address) BUIEEHE o BEMEERE (MUST) BXEWHAR%
IP {irsitE4& A (IP Address Contact) HYEBFERMHUE « EE FEASRBREFE ML -

SHEFHMG - FH - @ARBFEMHS (MAY) HEDZSE IP AUATEEHRE o

RS (Certification Authority » CA) 1§ (MAY) RAFFMRENEFEH - EH - GHREFEHE
EFLZUEE > AIIEE IP (UM ER#AE (P Address Registration Authority) & MIURGE 2
SERFERE IP AU » ZERERAEFEG - FE A NBBHFEHET -

BRETSHEFIMM - BH - GANEFEHTE (SHALL) 2M—R) -

CAME (MAY) 2XEEEFIHE « MHE « WARDFSH - SESEEHMLE » FERERNR RN
BRIRHERERE o

PEMEEEIIZ B » AREREZENENEARE (SHALL) Rt 30 B < BEEHEXRE
(Certification Practice Statement > CPS) 1§ (MAY) REEEHIMEILEAXNHAIE » 7TLEIERT » CAFE
(MUST) BHHCPS -

B 2026-03-15 € > tbtA%EARE (SHOULD NOT) AMEXERES o

B 2027-03-15 #E :



o CAFRE (MUSTNOT) #kFBILA A ©
o SERIERILSAETHERE - URKIRILSARENEEER > A5 (MUSTNOT) ARREARE

2%
A ©

3.2.2.5.3 RMA{iHEH

FEMRE IP st (IP Address) #E1TKME IP EHMUES B IP (I ALRAIAYARIE 28 (Domain Name) » 78
BERE 3.2.2.4 BTN EEREEVS 4% (Fully Qualified Domain Name » FQDN) BY#EE
> LUFESIEREE (Applicant) ¥5% IP (HEAVIEEHE o

AL R EITER BN REHME (Certification Authority » CA) FE (MUST) B 3.2.2.0 BiFiREEz %
AR (Multi-Perspective Issuance Corroboration) « EE2EEAE ML » HithEKREA

(Network Perspective) F& (MUST) BRZREBFEMIRIRA (Primary Network Perspective) #8REIRY
FQDN °

B 2027-03-15 #E€ :

o CAARIE (MUSTNOT) fk#BIbtA%
o STRIERILTAEITHERE - DURIKIRILSARENEEERN > A5 (MUSTNOT) ARREARE

2%
ag ©

3.2.2.5.4 {EaEHMAE
IE5ZEBEILEEATS (MUST NOT) BEA o LrifERLLA A EITREESE » UURKIBIL S AR ENERTE
¥l > 715 (SHALLNOT) FAMNEESE o

3.2.2.5.5 EIP {ihtEk4E NEITEENAE

FEEREST IP (uutBi4& A (IP Address Contact) BYEEEESRNS » WMEVSHEE (Applicant) 55K IP {itk (IP
Address) BErBRIFESREIE - UFERRERAE L IP (MR E R © /R:BHIE (Certification Authority » CA)
f& (MUST) #BEFERBITER IP (IutEMMEIEAE (IP Address Registration Authority) #7545 P {itibEk
4B ANRVEEETRNS o BIBEEE (SHALL) REHTEE SRS o

WNREHET IP IAEHRALIMIAEG - REHIBS (MAY) ZREHEE P AIUEHHEA o

EEANESEE > CASBETHEKE (Random Value) FIEFEEESERY IP firsit - BEK(ERE (MUST) #KEIE
45 CA LIZAEBREAK o

PEME BRI Bt » ANEICIENEXHEIRRE (SHALL) RiBiE 30 B o REEFH(FERE
(Certification Practice Statement > CPS) 1§ (MAY) #REEiSHIBEILER MHEAR o

B 2026-03-15 i€ » IEAEFE (SHOULD NOT) FREZAARE o
B 2027-03-15 #E :

e CAFRTF (MUST NOT) {KFELLFIE °



RIfER LT 7R ETHYERSE » LUBIRIBIL AR EREEER > 15 (MUSTNOT) BARZFZHAFE

o

mE o

3.2.2.5.6 IP {iiiitz ACME http-01 5%
FEEBIT RFC 8738 AREt# Thttp-01) BEEFFRE 22 » LUFESIEREE (Applicant) # IP{iuik (IP
Address) BUIEEHE o

ERLE S AT CAFE (MUST) B 3.2.2.9 SiFfR&E 2 ZHRAFTEME (Multi-Perspective
Issuance Corroboration) - EER{FAMLE » Hft4EERRA (Network Perspective) f& (MUST) E%E
BT EEERRA (Primary Network Perspective) #EEIAIPkENE N (B ACME {ERHY Token)

3.2.2.5.7 IP {iiitzz ACME tls-alpn-01 757%
FEEBIT RFC 8738 AREt# Ttls-alpn-01) HKEPRIREZ IR » LIFESRFREE (Applicant) ¥ IPfiik (IP
Address) HYIEEHE o

BRI EEITER B CAFE (MUST) BHEZE 3.2.2.0 BiFfRE 2 2R A EE (Multi-Perspective
Issuance Corroboration) ° EEE{FAME:E » HftEERRA (Network Perspective) f& (MUST) B
IR T EMERIRA (Primary Network Perspective) #HEIFHkEIEN (B ACME fEEAY Token) ©

3.2.2.5.8 RMAGBEMPEFTALLER{EZ DNS TXT 428k

FEiEd IP ik (IP Address) AR AEIEADH 4T (Reverse Zone Domain Name) » BB EIRE
3.2.2.4.22 ERE BAVFFAME DCV TXT 4iCirBesE & (Applicant) 5% > LUFESIHREE S IP (IutAvEE
FE o ZACERFE (MUST) sREBEMFFEREZ IP itk mEIHAH BN _LATEERY [_ip-validation-persist]
EXRFIAZ 2z DNS 40822 %8 (BD T ip-validation-persist.[REEHARHZTE]1) T o

3.2.2.6 EBRMAERAEZEE
MEFEAMEEESE (Wildcard Certificate) ZA1 > /&:&1H4#E (Certification Authority » CA) &
(MUST) EBuEHR—EZmERF » UHETRE (Certificate) YRR B4R &8 (Wildcard Domain
Name) Z5E2M&#81E%# (Fully Qualified Domain Name > FQDN) FHREEEBEN MEMREZTH4EE
(registry-controlled) 1 3% MARFE (public suffix)1 (g0 @ “*.com” ~ “*.co.uk” » E—FRAFLR
RFC 6454 55 8.2 i) ©

SEFEREEATEZ FQDN FEEN TEMREGIEE) 5% 'ABEFEL > CAFE (MUST) 8% - [k
JEEREEE (Applicant) BPAEMEEMEINRMBIERAE &AEHIE o (B0 : CAFE (MUST NOT) %5
“*.co.uk” = “*local” » {B1F (MAY) 2% “*.example.com” # Example Co.) °

EIREAXE » BN EIEERAENATEZER (ccTLD Namespace) &> A& MEEMREEGI4EE, &a]
sEHRFEE (registerable portion) BYFIERFRAN - wRAFZE(L > BUILEFILIE DNS REFRIRHENEY - B
REBEHMEESE AHFEEE) NEFEBE (Public Suffix List » PSL) » I E LIS REHN

< o

P


https://datatracker.ietf.org/doc/html/rfc8738
https://datatracker.ietf.org/doc/html/rfc8738
https://datatracker.ietf.org/doc/html/rfc6454#section-8.2
https://publicsuffix.org/

EEFRAPSL> CAE (SHOULD) 12#R3 NCANN DOMAINS] B4 > fiAZERI TPRIVATE DOMAINS] B
53 o PSL S EHAEMLALERE ICANN ZRBVHTBAIEARASIH %8 (generic Top-Level Domains »

gTLDs) » ZLEABIR B BH5I7E TICANN DOMAINS] Z53 A o CA M ARHEEE 155 35 & AR /ReB M EE(E
gTLD BEEA (Registrant) > AR ELUEEN S N ERHEHEERMBZME (namespace) BIEEH o

3.2.2.7 BMKIERIEREY

REREFERRIRIERAIFEERRKIR (Reliable Data Source) Zai > R:&144E (Certification
Authority » CA) F& (SHALL) sFfHLELIRIRAVRISENE ~ ZEREME » WUKRBRERCASBRAIERYAES] o CA TEET A
f2H (SHOULD) EZEIUTEIE:

1. FriR (B RBYELE

2. B ARIRAVERTSER

3. ERRMHENERREZBR

4. KRS AERBIERIE - UKk
5. ENENE R AR ZEE -

B CA~ HEBENHRAREE (Affiliate) PR BRE » ERENEZTEBNRER T REFMUN
BAXHE 3.2 BIREREEXR > AIFHERAIZEERRIENER -

3.2.2.8 IRHEREMEBERRE (CAA) 4LER

EAREEB N —ZD » /ReEME (Certification Authority » CA) FE (MUST) #t%f subjectaltName

BRBEAIFAE S Onion 481548 (Onion Domain Name) Z 1@ dnsName > k% RFC 8659 BUS Il GRIE

CAA 408} o BLEETFEEERE (MUST) 1R CARVERSEEER (Certificate Policy » CP) B S/BRFEBERIFER

#£ (Certification Practice Statement » CPS) %5 4.2 EirP:REA » HAEARE 35 CAK CAA Tissuel 3
lissuewild] #2ExHPFRE8E] ~ W ARFFHE R BEFE 2 HXEMHBME (Issuer Domain Names) &5

HLAMNERERFEE (Applicant) ¥/Rs& (Certificate) FFRFIEREAEIHLTE (subject domain(s)) (&
B 3.2248) =IP it (IPAddress) (BR% 3.2.2.581) ZFAESIZERNZE » EREREERR
Al > EMBERAERIEA (remote Network Perspective) EVSIiERIE CAA 4287 (BRE 3.2.2.9H1)
ATIEETEPIRIEA (Primary Network Perspective) > RIFAAERIRAR CAA IRELERE (MUST) #®
PRSI A RS E > Mk BEMERANCERERESSECITAEER o 1 - EEP—(EHHE
RABRAREFIESNAIES CAALLHEEARE » CAE (MAY) BRBERIFAERIEANEIERARRE

o
CATE (MAY) 7E{L{ELMBSRIIRE CAA A25% o

EERIE CAA4CEREE > CAFE (MUST) &% RFC 8659 ZiREMRITIL BRI issue ~ issuewild & jodef BIEAZ
% > BAREXYE iodef BHEZENARIFEYERENE c CATE (MAY) ZIEZEINIBMUZE » BFRE
(MUST NOT) EARNHFrRERBGIMNEBEEHRBEFERE > EENRHEL - CAFE (MUST) EBTRIEM


https://datatracker.ietf.org/doc/html/rfc8659
https://datatracker.ietf.org/doc/html/rfc8659

% CAERIE CAA ACERSTR R B2 37858 » & (MUST) 72 CAAZEERRY TTL (Timeto Live) SRFE{EEK 8 /\BF
A (URERRESE) =

RFC 8659 23K CA TBRIE CA FIE FHINE—IBMAIL > BRIFIS (MUST NOT) ZFH/&E:E (1) /BEHHT

AR,

S CAA BEsCtREE (CAA Resource Record Set » CAARRset) ; 3% (2) #EFIHRA/RBEE (CP) ;|

BEBHBIEEREE (CPS) FIREZHIIMETR © 1 o BIMKIEE (BAEK) REFMFRZEE » CAFRE
(MUST NOT) #ZFHE CP 8¢ CPS FiiRE ZHABISMER > BRIEZBISMERBUTIBER Z— !

o BELRNERAETESERT (Certificate Transparency Precertificate » 2R % 7.1.2.9 ) - H%E%
REBBHRNELVMEARMKERASR » UREFETERREBRO TN CAA BT Z/REE » BEBRHIT CAA
IR o

o REE 7.1.2.3 BITE 7.1.2.5 EHRENRIMAIR 2 TEB/REHAEREE (Technically Constrained

111111

EHERMIT CAAEE o
RTHENR > 25F CA NG CAA BRI Ay 3
o EHFHRMELER CANERR 25 ; B
o THEEAEILIR B
o CAERESDZAMFERTE RFC 4035 5 4.3 1 &M Tnsecure) (K3 DNSSEC fR:#) ©

CAFE (MUST) UEEX4EC8EE CAA LLERMmAR LERY/REEEE3E » LU M CA/Browser Forum 1 H18RE1E R
BIElEE > & CAAiodef &88R7F7E ° B (SHOULD) It a5 28 FRsERARRIIR S SR Ez4c PRI E 2 W
48 o CAEATIE iodef #28%7 mailto: 3§ https: WM URL #37E ©

3.2.2.8.1 CAA #C#%HY DNSSEC B&:H
B 2026-03-15 fE4R : BEEEERIEA (Primary Network Perspective) #1722 CAA 422G EAERAMY
FiE DNS &3t > fE (MUST) #h{T{SBSEEHEZ IANA DNSSEC {S#81RJE (IANA DNSSEC root trust

anchor) HY DNSSEC E&&5 - T E/AIRIAA AR E CAA &2 +BRARFTA DNS &2~ DNS #1728 (DNS
resolver) & (MUST) :

o M RFC 4035 % 5 BiEHRAVEE AMIT DNSSEC B8 ; B
e ZI& RFC5155 E&RAINSEC3 ; B
o Z1E RFC 4509 81 RFC 5702 EF&HI SHA-2 ; B

o REFIE RFC 6840 5 4 EiFFFBHNLZRERE ©


https://datatracker.ietf.org/doc/html/rfc8659
https://datatracker.ietf.org/doc/html/rfc4035#section-4.3
https://datatracker.ietf.org/doc/html/rfc4035#section-5
https://datatracker.ietf.org/doc/html/rfc5155
https://datatracker.ietf.org/doc/html/rfc4509
https://datatracker.ietf.org/doc/html/rfc5702
https://datatracker.ietf.org/doc/html/rfc6840#section-4

B 2026-03-15 2434 : CARS (MUST NOT) FAAEREER » $tH{EE CAA &G EMERARY DNS &
a1 » {FFAHE DNSSEC 5% ©

B 2026-03-15 4% : HFXF EERRAEZZIM DNSSEC Eiz5dtsR (N : SERVFAIL) F1§ (MUST
NOT) #WARAFFrIEREE 7 k% o

EAZIRATEMEE (Multi-Perspective Issuance Corroboration) B9—&8% > 1§ (MAY) St RERE
E%#8A (Remote Network Perspectives) #1728 CAA 4{CERiE T HERARYFRE DNS T » HITIS5BIERE
Z |ANA DNSSEC 1=#81RE (IANA DNSSEC root trust anchor) #9 DNSSEC E&&% o

{SHEHE T IANA DNSSEC {S%BHRERY DNSSEC iR » IR ATRBN AN A E 8.7 iERMPITZ NI
% (self-audits) BYEEE o

3.2.2.9 ZAAEFEWEE (Multi-Perspective Issuance Corroboration)

ZIRAE T (Multi-Perspective Issuance Corroboration) sEIE/RESEZEZ AT > RS ERIHEELR
A (Remote Network Perspectives) {Ez8HEZ4AA (Primary Network Perspective) Frfffittiay¥|
TR (BI4EIEEEsEEIB, R ~ CAASTR] /BLL) o IR AMRERHAIERE (equally-specific

prefix) ZEFRBIERE (Border Gateway Protocol » BGP) KERSNAHIFHIBHEREST o

EHHEAEZ (1) AERERITEEERE > Kk (2) CAALIHBEMRNITSRAREBIER > REHE
(Certification Authority » CA) 1§ (MAY) ME#FERERMBEHARES 2RI o

ERFAIEKIBRIERRARLIRESE (MUST) [ CARMUEENR » UAFFHARTE

a. EEFETEAZ (1) BEE (Random Value) ~ (2) 55KRFFsE (Request Token) ~ (3) IP fizdk (IP
Address) ~ (4) Epigihht > 8% (5) #AM DCV TXT 428% > MIEHRAE 3.2.2.4 8% 3.2.2.5 &iFr5E&
BAEZREENR ; UKk

b. CA B&RIKEE 3.2.2.8 EfRE G » HEPRFPRIEIHERIRE -

55 3.2.2.4 BIEASE 3.2.2.5 ENGREAMPLEAEINERE D AR SR A RIS - UREMBRKRANEER
FEMBRRAFLAFIELSR o

EREEAEMARGAETERR > &5 (MUST NOT) EREASREY (cache) E—4ERAAAFFEUS
ZERNER (Pl : FEIRERARA RS HKIEILAERY DNS REY » LB REH EP—ERERRAREZK
B JSHRHEMMRRAFIEERAR DNS IREY) - 48R A RMHERERERINERERRNN > 5 (MAY)
RIRHZARRAZFMIEERRBZA—EAEE - BinERAANE CA ZBNFREEME (MUST) &
BERARAEBE (BIU0 : BB HTTPS) MRKG A5 BNE 2 BEET

AREARAT (MAY) (ERREZAERAR A R ERVIEE DNS f#T2S o 2R » 2RI AFTERRY DNS 2
M23FE (MUST) EA{ERsZMRMT SR RVARRRAR A A A —E &I AEFR R s M EIEHAE (Regional Internet
Registry) BIRRFFEIHA o LESh » E—RSRAZEFAZHANITHFIEERAD DNS f#483 - E/1E DNS fEiTas
ZENE4REERE (MUST) E/07% 500 AF o DNS f#r2smIi & » BERIERIIEZHSI DNS EHER
RiEMaIR 5% DNS AT B3 AR RR B AR 2 AR RS EL R SR ATt RS o



CA1F (MAY) IZBEMERMBERMNESE S EZNENREEZENNTESRARLE (Bl & NENEZHE
IHEEE - ACME] M2 RAFRREREANIL > CARILEMER TEHEXEFEHEHE DNS TXT Bi4& At
ENAITER) - EENATESRARELER > CARF (MUSTNOT) KIRFSABUSZILES o Bt
EATHAR A RT I TREREE RBLIR » AXXHARERRE ©

DEEHEER (Quorum Requirements) | RY|HZRAZHEZEERNETEHE (Quorum) EK o & CA
EEITAITIRE T E R ERE L CAA RER TR > MERIXAERAE ZBRGAA > BIMAEREA

(B IS s e E e EREE AR B CAA Aot 4) FE (MUST) BERFSZEATHEENR - ERAARKILE
M E4RFEREZE /D7 500 AR » #AEARILARE (distinct) - EX—ERBAHETBEREMA > UREE
HEPWHMBERRAEAEER > ZMRAARRA HRiR

CAfE (MAY) EHEEMA CAA CEIGEFSEAEMEEREERR » RRTIEBE 398 B - AEMEEHRER
etk > HHHRE—HFEZRERETRS  BIRFERAART (MAY) SBRRIGKREEERENSE AR
CAALCER > RRAE®398H

HENBRIRFARRARE B EYERERARIAARE
2-5 1
6+ 2

EEHMBERE

HITZRARLCENIERERGAS
F& (MUST) :

o #AE%sa1E (Network Hardening)

o RFECIREVHFERN - AT EREARAREHARYT » (R BGP REFHE 2 MR MERERES
(fI4n © FEIREER AR (R R N R im ARFS (LR BIAEER) » BB R AR MEIRERER

(SHOULD) :

fu}

o RIMEARFSHERER

o SEENNTIE ISO/IEC 27001 SBEEHLH - SASBIUEIZ B BIB RN L ARREREZRAELERE
HYERE

o KB TINE—FEIZIREEIZLREZ HAEARTS - System and Organization Controls 2 (SOC2) ~
ISAE 3000 ~ ENISA 715 ~ FedRAMP Moderate ~ C5:2020 ~ CSA STAR CCM » S E&/ I FEZ HiE
BB I AR S 2 RIS RTESME o
o SSENERIEMERHENEIR
o BIfIARERRAREZTERN USSR RNARKRREE o
o BEIUEMXMHEMGBEERBIUBRUNIT » ZRIEEHEBHZHA « BE - QIERIER o

5



3 AR R HHIT—RESRERH -
o EMEFREE-IEEAA -

o MREEEMENTTNGER 6 AEAEREENEREMET > FFIE CA UEEXMHEHIREA > ZE
2EFREAGIIARIMIBHAFREN - BHREBANERZZE2EMEPIERINE

pay
Oiﬁ‘
pay

(=2
(=2

o Z#sa1t (System Hardening)
o ZRAMAXRGERAINRS « AR « IRF « BRI EREIZIE o
o HMBEABIRREMZSEFI DS o
o HAERR1L
o HEEMEREFIES] (BAAME ~ X3S « BRAI2R « FESRNEMAERIEFRENRSK) EERR
FEELFEHNAEEFIE 2R « BHE « ERRENENREREE o
o KBRS TINRMZ AR MERTE (FIU0 | FHRFARARRARFSMAER) - (1) HBER Secure Inter-
Domain Routing (S|DR ’ g‘z@%ﬂiﬁ,‘i%ﬁﬂ%m 5 RFC 6480) %'E%?n%*%ﬁ’%%%‘] ’ @JQD BGP EﬁEEﬁﬁ&i;lEi}?\
Eus8 (BGP Prefix Origin Validation ; RFC 6811) » (2) #RFAHEMIE RPKI RIS HBRIRFHEEESH] (6
40 RFC 9234) » UK (3) EA BCP 194 FRiif ERIRIEETS o tbsh » BEIRES
(RECOMMENDED) EIEEREERRT » TS HRARBIENERAA RSB —ExZE &K RFC
6811 }3%E » BIEAL RPKI ERsE A2 BGP B HRVANRS SREF AP B MR E » [BEBIRIEEH]
EK (NOT REQUIRED) ©

PRIXEZRIN » TS RARREERNERRR » WABFBINAXMHE 8 Bt 2 FE1%EE

B LEMRER (considerations) BHSZEEFE =7 (Delegated Third Party) #1T > CATE (MAY) B
REAF=FIESERE 0 UERALRE Hi—TBNSHEEREEEEN - (FRF 1.3.2 825 » BF&
EE=ZABBEATRHE LMBIRENR » MAAR G 8 Pl Z FEILEE o

D& BIERAR |

e H2025-03-15%E : CAFE (MUST) ERELD 2 ERIHERFEAETSRARR SR - AEALETE
MRRAMMBHENERERAARE (MERLE) A CEZEBEERE) FIATHI#ME > CAF
(MAY) HEEEITRER o

e H2025-09-15#E : CAFE (MUST) ERZEL 2 EEHFERAAETSRAZEELE - CAE (MUST)
BANE CEEHEEREK) MERNENX - EXTEZFENR » Bl CAFRF (MUST NOT) #HEESHE

LB o

S

e H2026-03-15#E : CAFE (MUST) ERZEL 3 ERIHRERFAHETSHAZELE - CAFE (MUST)
BERES (EEHEEKRR) FIEENEX » BB EERAANERERAADIURELD 2 @R
EIH & INATPLRARRR L B IRI%AE (Regional Internet Registries) FRFS&EIEA o BERFTEZEENK > Al
CAZR1S (MUST NOT) #4E%3/R:E o


https://datatracker.ietf.org/doc/html/rfc6480
https://datatracker.ietf.org/doc/html/rfc6811
https://datatracker.ietf.org/doc/html/rfc9234
https://datatracker.ietf.org/doc/html/bcp194
https://datatracker.ietf.org/doc/html/rfc6811
https://datatracker.ietf.org/doc/html/rfc6811

e H2026-06-15#E : CAFE (MUST) FRZE/L 4 BRHHERFAAETSHRAREIE - CAFE (MUST)
BEFTE (EEHEEKRRK) FIEENEX » BB EMEBRAANRBARRADIMUNRELD 2 @R
Bl &INAAL AR ST EIRI%AE (Regional Internet Registries) FRFS@EIEA o BERMTEZEERK > Al
CAAF1E (MUST NOT) #4EZSIEEE

e H2026-12-15%E : CAfE (MUST) £ERZELD 5 EERHERAAETSHATLEMAE - CAFE (MUST)
BRERES (FEHEERR) FIEENERX » BT EERAANERERAADIURELD 2 @R
FH&INAAPL AR sE M EIRI%4E (Regional Internet Registries) FRFEEIHA o BERFTEZEEK > Al
CAZR1E (MUST NOT) #iEz3s/R:% o

3.2.3 AAESZER
BEBAXMHE 3.236REZHFEE (Applicant) ZBEARA » BE#E (Certification Authority » CA)
F& (SHALL) BR:BsZERsAE IR ~ ik » UR/REBFRFENEEM o

CAFE (SHALL) EREL—HEMBEREHBFZEZMIRRZDR/AXN FRBR - EASDE
BERSDENEFEEXH) BBEHRIA » BZBEIAUAER R HEPFENE - U FRENY
% o CAE (SHALL) BEZERIAELATAERLANBENTR

CAFE (SHALL) ERHESREARENSDF/AXN » AIMNBAZE 2 S 0ERXMH « ARFEERAKRE
RITHIRE SIS A RIRE > MBS HAERMUL - CATF (MAY) EREEZSPFEULERNBFRZEZ
SRR HERR A E L -

CAFE (SHALL) {EARIFEEAS X (Reliable Method of Communication) ElEE:EEEERZ/REHEE o

3.2.4 FRELBEENAREHN

3.2.5 HAMIRIEZEREE

EFREE (Applicant) FREZ/&R:E (Certificate) B ZEREMAIE (Subject Identity Information) » B
FRFEE A4S - B/REHME (Certification Authority » CA) & (SHALL) ERTI5EEAAR (Reliable
Method of Communication) B&FEERsEE LT (Applicant Representative) FrieHZ /REHRFENEE
o

CA1#§ (MAY) {FERE 3.2.2.1 BifFF) 2 KR » ERFRBEENA @A AR o EERAAEEN A NAEIR
T CATF (MAY) BEizmHBFEARYBFEHBRNOERIIE (authoritative source ; FIIIRFERNE
EEE R - NEIMER - ASERIM « BNRHEEFT > o CASRABENEMEBN) MeURERBNE

Bt

tE5h > CAFE (SHALL) ZBI—EFIE > AFFHREEEREIRN/ERHRFZIAE - EFFEUSESIIE
Er et /RERFEZAS > Bl CAFRTS (SHALL NOT) EZEMBHZISEHE 2 /KRHRE o CAFE
(SHALL) RIRFIERXEEEEZ FFESHAKRE > MPFERUEMREZ REFAAEBE -



3.2.6 XEEFHIZEDEZEER
/BEEHAE (Certification Authority » CA) F& (SHALL) ARIREFIBELUREXEESAERE (Subject)
MR HRHZ TB/ERSMIE/RE (Cross-Certified Subordinate CA Certificate) > Rile2/RHI%IERD S L8t

SRR ETZRRERERF (BRI E0:E 2 T E/REREER)

3.3 EREREERZAHIRER
3.3.1 fTIERIRE Rz AR AR

3.3.2 EEELEERERZ AN EER

4 R8RSR 2 sk Al B8

4 BERE BRI ERENR

4.1 BEHHE

4.1.1 RH/ESEEEZA
RERRRE ©

4.1.2 HRPERIZRETE
TEE5 35 R:5R1 > /BEWAE (Certification Authority » CA) F& (SHALL) mEEzE#E (Applicant) EXSILTF

X
1/RFEHRFS ) AIURETFR ; UK

BEEZRF#E (Subscriber Agreement) FERRFR (Terms of Use) » AIUZEFH o
CAE (SHOULD) BUSHSREANEAXMHEKRFEMT 2 ERMEMH -

7‘% 2 R:8A > CAFE (SHALL) MERFBEERESK CARERNIRY » BERANXHERFE Z/REHE °
—3EFERAET (MAY) (EARRSRRBHOE—PFEZKE > BETEE 4.2.1 SiRE 2RISR

;c;K BEREBERBE ZHFENRK (Applicant Representative) KRB ESZE—MNIRITAERNE
BEEAKE o BERAEET (MAY) UBFEARE  IRERHEE o



BIEHRFERE (MUST) B2HRFFERNHARREZEZREFTR > URBFRFENERREMHBZFAEE
SIS IEFE 2 BRPA o

4.2 BEHABZERIE

4.2.1 PUTHBIAERESR

REBERFST (MAY) SSEECEHNRE (Certificate) FZFATAMERZEE (Applicant) HERINEBEER -
LUK &84 (Certification Authority » CA) &7 BREANGERREREEBEEK (Certificate
Policy > CP) B SU/BBEFSIEXEE (Certification Practice Statement » CPS) MAMERBZEEEE
ZHMEHN - BREBRFERCDSEHATNERFEEN > CAFE (SHALL) MEBREERSHERFIREN > 5
FRPIEEBRUNE=FERRFIISZEN > BRHFERTIEANS - CAE (SHALL) BIIERER
2 UBRE A E EREHIERETNFEER o

BREEEME (MUST) 81 (BRRR) ZED—ERSCE#ITEE subjectaltame BRBAUPHTEZME
#8178 (Fully Qualified Domain Name > FQDN) =X IP {iiit (IP Address) ©

%5 6.3.2 ENPR&IA A /&REE (Subscriber Certificates) BYBERHA o

CAfE (MAY) A 3.2 IRENXHRERERR/EREN - AEEERTAIETHRIEENR (B15E
BIREZBREE) » AR CA RHRER BN TRAMEZERAXREA > B% 3.2 HiREZRRRIFER
X > 5 CA BThRIBRSE AR

BENRIEAXNZEE BERIE A AT AEEEACREEN ZRRIR
2026-03-15 825 H
2026-03-15 398 H
AEREATEMNENEREEN ZRRIR

K55 3.2.2.4 EREAZE 3.2.2.5 EEITHIAYIE T (Domain Name) R IP {ihit§s:g » HERERZERER
XA TERREREMRR o & (MUST) MERERER > N TRIIEZRARBAES :

BENIEANZBHE BRI A AR A EEEACREEN ZRAHR
2026-03-15 398 H

2026-03-15 2027-03-15 200H

2027-03-15 2029-03-15 100 H

2029-03-15 10H

RIERFERMEELER P UL BEEER 2 R RIAR



HEABSEFMERZEMER XY - HIG AN R REEBB EEEAEREEN 2R R
IR > RIRFREMER TERERSTRIFIBEEERR

1 (BEEX) % (EVIE5]) FiREZEAERESARELEER - CAEESEREREEAFRERNEE
BREXH > ST ERENR - HAJEEEAMMRIKE 4.2.1 SiREME ; FRIEREZE (Ballot)
SEHEXGRE °

CAFE (SHALL) il ~ 4N BHEEEF » UHBISEM/RFEHE (High Risk Certificate Request) »
Wt RERI E RN TERIMNEREEE ; XS EFRNAEBEENEZHERN » BARLIERFEIRAH
ERFTETHEZERE o

EREMEFE=7 (Delegated Third Party) &1T CAIRAEIFIRE Z(EETS > CAFE (SHALL) HERRZE
EE =7 BRI RE—D RENE REEE R 2 ME - HFRMIRESRELDE CA BERIEER -

4.2.2 BERAFZIZENIER

BEEHE (Certification Authority » CA) 4§ (SHALL NOT) ##3ARE%ME (Internal Name) Z{F

B2 |P ittt (Reserved IP Address) Z/&:% (Certificate) » FESRKE 3.2.2.4 Hig{EE 3.2.2.5 HiZIRE
SERERES ©

H 2026-03-15 € > CA R4S (SHALL NOT) Z=ZBHFIS4IRMBEAL IP kA &E#EL (IP Reverse Zone
Suffix) (&R Z/&:% o

4.2.3 BEERRZ RIEFE
TERRTE o

4.3 BEEFE

4.3.1 BEFLIRREMEZER

4.3.1.1 RRERIBREZRZATIRRE

IR/RE1HAE (Root CA) ZEEEFERF » FE (SHALL) ERKIRTHAE (Certification Authority » CA) %4
2ZAE (BD CAZ#1R(EE ~ AREBEIEEST PKI BIE8) A FEERIES > Root CAIRTERIT/RERE
% o

4.3.1.2 HFEEREFABZ Linting GEEHE)

BN EBETEAXHEERIBENRELE (Certificate Profiles) BEREEEM - RFI4LIE
(Certification Authority > CA) MREESERFEEVMHR] > BIE Linting REMBEERMREYE > 5

ARIEETE - ETEE/RE (Precertificate) B5ERL Linting B » 35 CA EERMTEEE 185 » alfkig RFC


https://datatracker.ietf.org/doc/html/rfc6962#section-3.2

6962 5 3.2 #i it A RN R R B REAGTEEARRE 2 BNHERZ - MENBGTEEREREET
Linting °

B 2025-03-15 %€ > CAFE (SHALL) E{EILEE Linting A2 -
BRELEFEERENTZEREBNGEEIEBRER !

1.6 TER® (Dummy)) FARE® (Private Key) ¥f tbscertificate EITEE > MZMBEIRAIAMHM
£ (Public Key) TTHRESTEEBREAFERE CAREZRFEPITE ; N

2. 127&5% ASN.1 SEQUENCE MY signature fRNIEEEEE ©

CA7E (MAY) EfFEEREE Linting TR > B CAHE (SHOULD) R¥REZIHRAM Linting TR (8
R https://cabforum.org/resources/tools/) °

5B CA HFR Linting EERMHERL » Fla0 -

o I lint CXEEEAR lint

R SERIERERY linting &5 REAERME (bug) [EIFR »

A Linting BESHEEIRA lint HARRENREIER »

SEHEEA lint BUSREANH > UK

ERMITE lint £17IEM,&mflE (positive/negative tests) BYRIE&EE o

CARSZ

4.3.1.3 BEE/EEZ Linting (585 *ﬁﬁ)
/ReEHHE (Certification Authority » CA) 1§ (MAY) fEH Linting 2T EREHBIES °

4.3.2 BEEHRBENRARGEEER
TEARTE o

15\??%1

4.4.1 BRIEZSEREZ1TS
RMERE ©

4.4.2 EFERBEHERREZES
FUEAERE o


https://datatracker.ietf.org/doc/html/rfc6962#section-3.2
https://cabforum.org/resources/tools/

4.4.3 HEHBENEMERGREEEER

FERRTE ©

4.5 SiRHBEUREZEH

4.5.1 ARILEEIREEREZEM

B2REI.63HE2EKRE 4ERTE °

4.5.2 SHERELARERAREZER

FERRTE ©

6 g

4.6.1 HRERBEAZIBNR
AMERRTE ©

4.6.2 AIERGE/RSEREAIZA
FERTE o

4.6.3 HERRRZKEE
TERE o

4.6.4 BHIAFRRIAENREEEE
FERRTE o

4.6.5 1ERIEZRIAEIN&EZ1TS
TR o

4.6.6 REMIBHEIIENEEZES
RIERFE o

4.6.7 EEHEENHMBRRIBRNEREE

TMERTE ©

£



4.7 BEEREMR

4.7.1 BEERMERZIER
TERRTE o

4.7.2 UE@EKRESEERABERZA
FAERFE o

4.7.3 BEEREBRARZEE
TAFRRE o

4.7.4 BHRAREREHBATHREC R
R o

4.7.5 WERERBREROVEEZITS
TAERRRE o

4.7.6 BREMEBHERERBIREZES
FERRTE ©

4.7.7 EEHEENHEMERERERIVEICER
FMERRE °

4.8 BiGEE

4.8.1 BEEEEZINN
TERE ©

4.8.2 AIEANREEETEZA
R o

4.8.3 BEEHEFRZEE
R o



4.8.4 BHNIAREERINMREEER
FERRTE ©

4.8.5 BRIEREERIVEEZITS
FMERRE °

4.8.6 EEMIEHEERINEEZHD
FERRTE ©

4.8.7 BREHBENMHMEREERNEECER
FMERTE ©

4.9 HFEREILEERHEA

4.9.1 REREEIEZBHR

4.9.1.1 EEILRPREFEZEH
BREEHHE (Certification Authority > CA) 1§ (MAY) ZIREEILFGREARF/&REE (Short-lived Subscriber
Certificate) ©

PRIGSUEAR B /RSRYN » BRAETY—IENZIAIEHEE > CAFE (SHALL) #1224 /N\BEAREELLESE > WEAY
&2~ CRLReason (2B% 7.2.2 ) :

1. BREUZEE AR CAEELLR:E » HKIEE CRLReason (CRLReason % Tunspecified (0)1 > FEIE&
FBEELEE (Certificate Revocation List » CRL) IAREE S reasonCode IEFARNL)

2. AREM CA » HFIS/RFERFERLETE > BN TR T (CRLReason #9 »
privilegeWithdrawn) ;

3. CAEVS:54E > BB AP EETM ARSI (PublicKey) » HFfHEZ A28 (Private Key) EAR
(Key Compromise) (CRLReason #1 > keyCompromise) ;

4. CAREECERBRTHEAEZAHZE » AIRBERETN A AHESRESHEHEERE ARLEEE > €
BRI 6.1.1.3(5) EiFRFR5IZ2757% (CRLReason #1 » keyCompromise) ;

5. CABS:EEE » B NREPREMTE2ME4EE%TE (Fully Qualified Domain Name » FQDN) g IP fifiik
(IP Address) Z#4BISIRESIEERRBERAIRIETE » B CARERIIT CAARE » HKE
3.2.2.8 6 (CAARecords) ZHEAHWFAIZEE:2/8E 21BN (CRLReason #4 > superseded) °



FREZMEAR B /RRIN » BEBETY —IEHZIEEHE > CAE (SHOULD) 124 /NEEREELLRE > BERE
& (MUST) 75 BASEHREELE » W{FER%FEZ CRLReason (BB 7.2.2 &) :

6. Z/BEEAEEREE 6.1.5 Hi#15F 6.1.6 iZMHE (CRLReason #4 > superseded) ;
7. CABUSs81E » BE/ReEE:2A (CRLReason #9 » privilegeWithdrawn) ;

8. CAEERRBFERHEKAEH:#E (Subscriber Agreement) SifER{ER (Terms of Use) Fraz—IE8,
ZIEEAETS (CRLReason #9 » privilegeWithdrawn) ;

9. CA R MAERIEURENEREPAAEH Z T2V S48 (FQDN) 3 IP (it EFRBERKIERUERZIER
(BN - AR R A BREE S BB M A AR ZTBZ#F]) (CRLReason #5 >
cessationOfOperation) ;

10. CA ERFERERAEEE (Wildcard Certificate) EtRANEERATFIMRE 2 %8 A4E FQDN
74315 (Subordinate FQDN) #8it (CRLReason #9 » privilegeWithdrawn) ;

11. CAEE/REFE 2 B NBEEKRETE (CRLReason #9 » privilegeWithdrawn) ;

12. CA ERZRBARKIBANHERATE  CABRBEER (Certificate Policy » CP) S/RiBEFEEERE
(Certification Practice Statement » CPS) (CRLReason #4 > superseded) %% ;

13. CA HIE R /RBFrE 2 EME AR (CRLReason #9 » privilegeWithdrawn) ;

14. CAfk (BAEK) 2 RFZREFZIHT  EBREHER L » FRIE CA BIEFZHEL 4% CRL/OCSP {4
ZE (CRLReason % lunspecified (0)1 » FEItt CRL FFREEE reasonCode #EFHEAIL) ;

15. fk CARURBEUR (CP) R TR EBHEXEERE (CPS) » EANMHE 4.9.1.1 BikBITHREZEEAM
W7EREIE/REE (CRLReason & Tunspecified (0)1 » At CRL FAREEE reasonCode IEFEAHL) 5 3

16. CAEREERERNBEZ A% » RUERARNINESIRERR - NARRSBRETARERZA
BEB B EHEEFERME (CRLReason #1 > keyCompromise) o

%’;‘é‘ITﬁU—IE:SZ%IEI FoB > nu?"'i'gaﬁffxl%*% (Issuing CA) FE& (SHALL) 7% 7 BAREELE TB/R:EHEE
(Subordinate CA) /&% :

1. FTEEEHBUZE A NAREL ;
2. TE/EEMEBNBRRERS » HRRREFANEEE » BRI EHTRE

3. BERBMEEUSHE » BT T EERRISIERETNAMEE (PublicKey) » HFfHEZ FAZE1B
(Private Key) Ef# (Key Compromise) » SXERBEES 6.1.5 HiEA5 6.1.6 BiZFHTE ;

4. BIBRREEUSRE - BTVREESRA



5. BMEBREMBERZRERKBANHRERE ; A TEEFWEREBAXMRE « HEREEEH
ZBEHER (Certificate Policy » CP) T/BRFJZEFIEEEE (Certification Practice Statement >
CPS) ;

6. BB E R 2 I E A RN AREN ;
7. FRREREE T BRRRBEEMRRELEE - BRTHEEf CA RH/RBIRHEELLARREARTS

8. BRI T B/REMEIR (BAER) RHETZEFEI  BEREHERLL - FRIFEIREHE
BRI ZHEARTEMERE CRL/OCSP #77/& ; 5L

9. IR REMBRERRBER (CP) k HEEBFHFXEEE (CPS) » WAREILERE o

4.9.2 AEENRBEELEZA

FAFE (Subscriber) - s3f1%t8 (Registration Authority » RA) SRE3/RE14ME (Issuing CA) PRI SHE/R:E
BELE o tE45h > FAF ~ E88&RFEE (Relying Party) - FEFBRRAS(ER (Application Software Supplier) &%
HithsE = A olRH/ERBRIEIRE (Certificate Problem Report) » @052 /RIS R AEAERELEN
EHo

4.9.3 BHHEEEILFARZER

BEMEE (Certification Authority » CA) F& (SHALL) 2B E (Subscriber) :AREEIEH BB /&:E
(Certificate) ZiRA2 o sZmizfE (MUST) 7 CABYEFBEIER (Certificate Policy » CP) TU/R:EEBIF(EE

E# (Certification Practice Statement » CPS) HiRFH o« CAFE (SHALL) FEHFZFEBE T X - HKRK24 /)M

B (24x7) B2 RIBEEIEAKREVREMBEIHRS (Certificate Problem Report) Z#8EST ©

CAFE (SHALL) MAE - 5#8/&:EE (Relying Party) - FEREREE(LFER (Application Software
Supplier) KEME=HIRMARNIET » UHERRLIZEHERE (Private Key Compromise) ~ &
FH5RF (Certificate misuse) » SRELANFEEY 2 ZEIR « JBIRAR  5RA ~ FE1T4A » SEAEMEUREERZE
IH o CAFE (SHALL) FAZHEUS 2R EANRE CPS 5 1.5.2 BiP ARIBEZEIET ©

4.9.4 BFEEEILFARZHIRER
FERRTE ©

4.9.5 REBHIBERIR/REEEIESAE R 2 HAR

BEMEIE (Certification Authority » CA) F& (SHALL) WMUREIR:BRIREIRE (Certificate Problem
Report) & 24 /KA > AT BUREMERSHERANSEESRER > XmAF (Subscriber) iRt a%/ReEM
EHREZERRHEEBSERZVTRE °

TEEHFEFELRNE > CAFE (SHALL) EARRRHEFREER S E MR L /SR L ARAEN 2 (E
B A1E » USRS ELLRSE ; B TEL - RRSHE CABLZEREZ A - BREIRERERS
5 /REERE LLABRAEANEE - ERH/RERELEZHIR > 15 (MUST NOT) 8% 4.9.1.1 BiFTREZFIR © CA



FORERSLERERRF » B (SHOULD) EFEMUTHE :

1. FristBEEZME (BEHEE - 5% - BERE - EERRENENEEZAR) ;
2. BRELZBR (WARKEHEEEE (Relying Party) MEEKMMFEE) ;

3. KBS ERSE AR Z/EREEREHE ;

4. RUERHFZER (FIM > FUEABRKEMIENEISDE BB ZKF - HEIOHEE TRRKEIHFETRE
BmZ R R TREZEE) ; UK

5. 4ERAES
4.9.6 {SHEEREEZ/REELAERERE
TAERRE o

AR URENEER > BEAERE 4.9 BT Z RRMERELL - FHit » EREEEEREREES CDP
5k OCSP &R E s Z /&2 HIBE LEARRS -

rm

4.9.7 HBEEILBMZ AR
REEEELIEEM (Certificate Revocation List » CRL) F& (MUST) mI3EBREAREEZ HTTP URL ER48 (BR
7% TE%# (published) ) °

/BEEHME (Certification Authority » CA) F& (MUST) MESBHFE—REER 24 /R » EELHEHR TS
F—I18 :

e 52 CRL (full and complete CRL) ;
e HEIR (BN T9HR (sharded)1) CRL:> HEHHD R EBBEREN—HTE CRL -
AP /R:% (Subscriber Certificates) Z/&R:E1HE -

1.f& (MUST) ZE &R 7 HAM BRI R /RERELLEM (CRL) :

o BFFEREMEEH accessMethod 2 id-ad-ocsp Z REFHEBE A (Authority Information
Access > AIA) ¥&FEHENAL (TAIAOCSP 5m&: ) » BB 7 H ; =

e HtWFRBERRTA48 ;
2. f& (MUST) p/RsEsCAERELLE 24 )\ A ERTIL 3 ARTRY CRL
B CABRFEZ /RS ¢
1. /& (MUST) =/ 12 BB EMHIL AL CRL ;

2. & (MUST) R/ERSEREABRELLE 24 /R BHTIL S AHHAY CRL ©



BEEHIBIE (MUST) %% CRL > BRI TIME—IBRAIL

o FREESHERIERAREM® (Subject Public Key) 2 FB/R:E#HE (Subordinate CA) &FEHMERIHA
FIBEELL ; 3%

o HEZ TEB/EEMBILEZREHER -

4.9.8 BEBEILFMERZRAIEERRE (WNBEA)
FMERE ©

4.9.9 #RLE/REERILEIREERE 2T AN

43 FIBRBAREEE (Online Certificate Status Protocol » OCSP) [BIfE Z 34 HAE R4 thisupdate £
nextUpdate H{IEZFEZE (B3 thisUpdate £ nextUpdate) © sTHEIFEIZEMRE > 3,600 FYEHRZA 1 /)
BF > 86,400 #VFEIRA 1 H » AEZEE -

BEFRAETNERZ—E& > 1% TE28 (assigned) ] :
o BEANFMHZRENTESE R (Precertificate) BHZH/EEMME (Issuing CA) 3% ; o)

o BRENFHZIESRECHERRIBILE (Issuing CA) BB ZTES /RESHZRE (Precertificate
Signing Certificate » ¥155 7.1.2.4 EiFfE &) & o

BeEFTRaIEE 298] AlRA TR2E (unassigned) ] ©

HHIE S accessMethod % id-ad-ocsp Z/REEMEIBENFEY (Authority Information Access, AIA) #EFEHE
RSB R FEZ B8 (Precertificate) » EARREE N ZIRMME (SHALL) FFEUTHE ©

H CA&EE Z OCSP [fEfAlAR23 (OCSP Responder) f& (SHALL) z#& HTTP GET /57% » #1 RFC 6960 &
/8 RFC 5019 Frétt - CA4§ (MAY) & RFC 8954 EZ¥2 Nonce #&7c8fL (1.3.6.1.5.5.7.48.1.2) °

B R PR N H N R TARRE ZARRE ¢

e H 2025-01-15#E » #R1%E OCSP [IfEfE (MUST) B/RSHFERREBREMUUEMSNIRME > &
i 15 D iERFTES (BPEIfEAARESA1S (MUST NOT) [E1% Tunknown) #REE) o

o HMNWHIERIAE 16 /)\KfZ OCSP [E]FE » CAFE (SHALL) FYEEEE nextUpdate 878 F{ERHA & B RYBF
AT > IREEEHHZ OCSP [EIfE o

o HMNMEAERIAER 16 /\BFZ OCSP [ClfE > CAFE (SHALL) ZE/DF? nextUpdate B 8 /NEFIRIHEEH
Z OCSP [B]fE » BR1SEER thisupdate B 4 B ©

R T B /RE14E/R:E (Subordinate CA Certificate) ZAkA& > CAFE (SHALL) ZE/\&F 12 ERRH—
Bz OCSP [CIfE » W EELEZ:&:51% 24 /N\EERIREEEFH 2 OCSP [OFE o

¥ OCSP CIfEARSBMEHNMARB ZFAB &R - HAREEMZRMEE (SHALL) FETIIRE o


https://datatracker.ietf.org/doc/html/rfc6960
https://datatracker.ietf.org/doc/html/rfc5019
https://datatracker.ietf.org/doc/html/rfc8954

OCSP [EIfEFE (MUST) FF& RFC 6960 K5k RFC 5019 o OCSP [EIFEME (MUST) FF&TIME—IER
1. A= B HESIFRRIEZ B 2 RFERY CA 255 OCSP [EIfE ; 5%

2. HEYESS 7.1.2.8 £ OCSP [CIFEAARE/RH S4B OCSP [CIFE(RARSSEEEE OCSP [TIFE o

FF/&:E 2z OCSP [EIfE » HMHAERKE (MUST) RMER 8/NEFEREHE 10 H ©

% OCSP [EIfEABRBZUEIMNE AR TR2E) REBEFIRARENAER » AIEIERRSIAE (SHOULD
NOT) M T'good) #RAE[EIE o 5% OCSP [EIFEfAARSZFTE Z CA MRS 7.1.2.3 BAEEE 7.1.2.5 B2 HeAiT
#J%R (Technically Constrained) » BIEIFERIARZSHLEFRAERFTE (MUST NOT) LA Tgood) ARRE[EIZE °

4.9.10 % EREEEILIREERE ZER
RMEFRE ©

4.9.11 HtheTRZ/EERELESNESAAR
RERRRE

4.9.12 TIRERAERF2ZF5RIER

ZRE49.18 -

4.9.13 ‘BIEHEBERAZER
#7ZE (Repository) 71§ (MUST NOT) S MERKEENERER (Suspend) AREERVIEHE o

4.9.14 WIEEREEHEEERZA
R o

4.9.15 FHEYEFEHERZER
I o

4.9.16 EEHEEEAEARZ RS
I o

4.10 SFBAREEIRTS


https://datatracker.ietf.org/doc/html/rfc6960
https://datatracker.ietf.org/doc/html/rfc5019

4.10.1 BRFE4SM4E
RERELLEZEZEIEAHA > 715 (MUST NOT) #BB/&EEELLBM (CRL) SR L/BRFBIAREHE (OCSP)
ClfE > 2 REREIEE o

oo
Gan

4.10.2 ARFBATRAMY
JBREEHAE (Certification Authority » CA) F& (SHALL) URRBZEREERFEEEREELLSM (CRL)
REEIERM 42 FIREIRREHE (OCSP) IHAE » MFEREEEZEWR T » HEIERRIA 10 MEE

O
%u. °

CAE (SHALL) #:E8E 7X -~ 8X 24/ (24x7) HR]7FEZ4R LI#FE (Repository) » EAEFEES
£/ > UB#NEEZ CA TR ZFrAREIE/ERRY BRI -

CAFE (SHALL) F@HERFSE T X« B8R 24 /0K (24x7) ZEIFEES > UEESELEZ REMNBRS
(Certificate Problem Report) » i 55 & Rt LE ARG SRR A ISR » K SNEE I XIS FTIT R 2 /R

=X
ag ©

4.10.3 ZERMIHEE
RERE o

4.11 PRIZEEA(RERLE

RERRTE ©

4.12 HHENEEER

4.12.1 FRAERRRZBREES
TAERRE o

4.12.2 Session key (¥FE{E) FHIRHAEBRZBRRER
A o

5 B - (FEENEREE

CA/Browser Forum (#ERREVEZRMELEEK) (Network and Certificate System Security
Requirements) MUSIAARMAERX Y » HABHEREEEXEHAREX G o




BEEHHE (Certification Authority > CA) F& (SHALL) £1i7 -~ Biflt##E—E2EMNEEFE > U !

1. {REJRFEERL (Certificate Data) EUREBEIENMIE (Certificate Management Processes) ZHZ M4
SRR AT ;

2. SRR BRI BRI B 2B « STRM AT AR TR E SfE ENIER ;
3. AR E R SURE BRI E R RIEE 2 FI ~ £/ ~ 158 « EERRIT ;
4. HEAAREE N SURE SR RIZERIMNER  BIBHIBE ; UK
5. B1EAEH CAFMERZHMIARZEER -
REBIEREE (MUST) &4F :
1. BT 2 EIRIGIES ;
2. RIRTEREMEE » OIFEREE « REARAB I TRMMEE - URESETRE 2 ERIEE ;
3. MR L 2 B AR EIE » EEEIRIRE K P TR ;
4. EREEE - 538AB (Trusted Role) ZHEDEE « HHE ~ sPARKEIR ; UK
5. BEFEULE Ak kM B AT 0 URRER SRS
CANZZ5tER (MUST) SEFESFEIITZEME (Risk Assessment) » 5% EFRETEAE :

L BRITHERNASRINIEE - ZEHE TASREMESENESTERERERR FH - 18
% A EEURE

2.EZER

il
\]
E3

SERRREEIRMEZHRN  SMEZFRBEREZ A REEERE ; UKk
3.5 ME CAATRRZFRBMEIZEER « 12F « BARR - KT REMERE S B URBZZHE

BN RRMLEAER » CAFE (SHALL) 17 ~ Biflii#E—ELEHE » ZXEERERERERF Bk

EmAip » EENEREMRAER » TRBEREENEEEEME BRI - EEREERERTET

FRERZ ERE - 2L estERE (MUST) SEEERRERAUREBIEME ZSRIEAERAYITEL « A4 - Hiit

RERRERE - ZZEFEITE (MUST) ZEERTIESZHAM » URBHARIEHATE Z M » WLfE
(SHALL) #HITHEZEEHEMEBEREERFREETERRZ SEERKE -

5.1 BiE92IEE
5.1.1 GBS

5.1.2 BE7FE



5.1.3 BHHEZEE
5.1.4 fE7KBhEE
5.1.5 NKFABHEARGE
5.1.6 YEASHETE
5.1.7 BEEVEE

5.1.8 BithfEiE

5.2 {EXEIEFEE
5.2.1 {SfEAR

5.2.2 SIEEFEREZAH
BEEABTAZE £ (CAPrivate Key) FE (SHALL) 2SH{EFEA® (TrustedRole) ZAE » REREZZ
IRIET > SRAZEDEAZESHET > LUETTHID ~ BERER

5.2.3 SEAGZHGIAE

5.2.4 RERENEZAR®

5.3 ABIEE

5.3.1 BEEYS - KERLZETHZEKR
ERIAERBRBEREEIERTE (Certificate Management Process) Z Al » BimH B0 A REHE
(Certification Authority » CA) ZBT ~ RIBEAFBILAIBA > CAFE (SHALL) EEREHB D KAIEE °



5.3.3 HEINGEKLAER

/ReE14HE (Certification Authority » CA) F& (SHALL) HFRFERITENESRE 2 A SIRMAEIGR » 5

RAEREEAABESHEMRER (Public Key Infrastructure » PKI) H1:# - 5| HEE 2 BRKRIEF
(B14E CABVREEEER (Certificate Policy » CP) &/ S/REBEFSIEEELE (Certification Practice

Statement » CPS)) ~ EHBHERETHNERRE (BIEMABNAKREMURTREFE » UREXHER

RTE °

CAE (SHALL) REFLEHBEIIMRzCER » MERFRSEENITEFEES (Validation Specialist) BEZ
AE R EUEERITHZEME ZIREKE -

CAFE (SHALL) RAastigaF8RTEFHAl 0 BEXMERREESIERABNTREBREZKE

CAFE (SHALL) EXFrARREEERBH CAIHE « AR REAXXHFIFEREREERZ A5 o

5.3.4 MHUBEEMRER
FREEEEHEA® (Trusted Role) Z ABSFE (SHALL) #FRIEREHME (Certification Authority »
CA) BBEIIFRREREERIEMER ZIRASKE o

5.3.5 HiFERAZAEEER
5.3.6 FREZIFEITAZEBE

5.3.7 BIIEIBAZEE
/ReEH4HE (Certification Authority » CA) FE (SHALL) E&sB2ZfESE =7 (Delegated Third Party) £

BEREZANE » BEENEE 5.3.3 MIZHFIRRIBEER » LUKRE 5.4.1 iz XHRBEEMTEHRE
K o

5.3.8 REMABRZXG

5.4 TElACERIZRF

5.4.1 MEcciRZzEHFHER

ReG14HE (Certification Authority » CA) REERZEE =7 (Delegated Third Party) F& (SHALL)
FREIRFERA (Certificate System) ~ ‘REBEIERHE (Certificate Management System) ~ IR/EFEHIBR
4 (Root CA System) RZZREFE=FH%% (Delegated Third Party Systems) ZZ2HBRANEH - CARK
BEAREEF=FE (SHALL) sCirHRIE/RERRRERREFMRINZ 5 - SEEZ/RE RAERM
EEZFBEN ~ PRz ~ BIEZREEHEE > MR8 A8 o CAFE (SHALL) R{ELItiE4A R
HE#8#E%%EE (Qualified Auditor) &% » 154 CA BREAXGERIFATE 250 o

=111

c



CAf& (SHALL) EE8THIEH :

1. CA RS R iRt amiBIASE G » BIF
1. B2 EE ~ B~ #7F  BR ~ HERHER
2. RERE  REEHHESBEIRER » UKRESL ;
3. IREEERE Z A B ;
4, ZHEEHEE (Cryptographic Device) £piBHAEIRSEH ;
5. /R:BEEILEM (Certificate Revocation List » CRL) ZE4 ;
6.0CSP BIFEZ ZE (YN 4.9 Bk 5E 4.10 Eifrit) ; MUK
7. ¥i8IREEI4E (Certificate Profiles) RIRAEEEZIEZIER -

2. BF/&#% (Subscriber Certificate) 4 fBHASIESEM » B131F .
1. /&5 /RSB ESIEEIRE K 0 UKREELE ;

2. AR CA VBB ETRIEEEAE (Certification Practice Statement > CPS) FRiRE 2 FiAEREESE
&) o § 2026-07-15 #E > 428%FE (MUST) ZE/LEE .

L BRIBTER (PINRENT2MAMENLTE (FQDN) SASEE) ;
2 BRI ISR STE (ADN) (M » BFFER 2 ADN SEsE FQDN 48R ; W&

3.FRfERZ BTG E (Bl (BAZEK) HWEERSTI ACME BEsE 75 7ARS IANA B iz 5478
(registered label)) ;

REHFZIZAERTELE ;

REZEE

REEEEILAM (CRL) ZEHE ; UKk

.OCSP BIFEZ & (YN 4.9 &Ik 5E 4.10 Eiffit) o

o 0 b~ W

7. 8E4ERA (Network Perspective) #ITZRAZEELE (Multi-Perspective Issuance
Corroboration) K> ZE/VFECER FFIEH -

1. FALGH R PR {5 2 AARR R A Y ME— S BUES
2 ETERB A RIER,IP At ; UKk
LERBITZAER (BN THIEREEE, KB ~ TCAASFR] /2E1k))
8. BEHRAME S SEMYLBH IP (NN SRAREBEREEHE (Quorum) AR (il
3/4) » R 4 EHERRAT » B 3EEET TEHKAA (Primary Network Perspective) Ffif
ZHIE]) °
3.R2E M GF
1. PKI (RS BERER) RAFNRIIAEARZER ;



2. PKI RZEZRMFTRITZIRIE ;

3. Z2Z4E (Security profile) &% ;

4. /5 R4 (Certificate System) _EZEBEZE « B KRIE ;
5. RFEH  ERHIEREMES ;

6. ERARK EHES KB NGBSy (WN5E 5.4.1.1 EiFft) 5 LUK
7.3 CA Rz 528 ©

iEARE (MUST) ELDEITIER !

1. S QAR ;
2. BumEHciz ABHAEN (BER) ; UKk
3. BB -

5.4.1.1 BREAZSERAAREENACER
B/TTIEHE 5.4.1 H1% 3.6 M EK » RABKMAREE ZCHEE (MUST) E0ES !
1. BREER R NSRRI R KB BALLR 5 LUK
2. B ALSF AN NAGAITZFhE BRI IFRIECE: - SEHERREE - B MR FIUERIEDR ; LUK
3. BIKAERRI Z FR A BacER - BLIEMIE ~ IECURMIER 5 UK
4. FRARMEMEERZCH > BIEERKNIE « FERERIERARREMAE

5.4.2 FEIX40ERERIBSEER

5.4.3 TEiZACERZ (REEHARR
ReatiE (Certification Authority » CA) RBERZEESE=7 (Delegated Third Party) F& (SHALL) #F

THENEMRE2E

1. CABRBRESREMENEESMHCHE WFESALEHFE (1) BFIRE) » B THEERRMEEEBIE
=B
1. CARAESIBEING ;
2. BB X.509v3 basicConstraints IBFEHEML (H ca #1582 TRUE) » BHAZ CARLEESBFIHEZ
E—BAREBIREEST » RE—IR CAKRBERELRIN ;
2. BREEERBEMEREENLCE WES54185% 2) BRRE) » UWAREEIIRARESED;

3. ZE2EMCE (MESA41E%E (3) BHARE) - UFHELERIERE -



AR D AXMHERERBFRBHR » CAT (MAY) REKEERRZFEMR - UF BERAETERE
FOMERBERERCHRZ L2 FRNEMBRFL -

5.4.4 TEIZACERZ A€

5.4.5 TEiZACERENIZRF

5.4.6 TEIZiCHimERA (REBZSMR)
5.4.7 H5|BEGEZEN

5.4.8 55EhET(H
b5k - &B1H%AE (Certification Authority » CA) B9%Z 2512/ (MUST) S1EEFERITZ R » Z&
PRETALAE

1. AR ZAERERSMIRE S » X ERB A EREM/RFEER! (Certificate Data) R/EFZEIEMIE
(Certificate Management Processes) AR ZFI ~ 18 ~ 5RA ~ EERMIR ;

2. EEBEANREHEEERZNHRIY - sMEZFRB 2R ERREMEERIRE ; Uk
3. 54 CAA T RRZERBMEIZEER « 125 « BARSR - BRiTREMZHERE S 25

5.5 40EREFIE

5.5.1 Epfg4ctrziany
RGN (Certification Authority » CA) KREBERZEFE =7 (Delegated Third Party) F& (SHALL) 53
TEFRAETEIZACE: (W15E 5.4.1 BIFFRRE) o

E5h > CARBERZEF=E (SHALL) RETIIER

1. BEUREE R4 (Certificate System) ~ ‘REBEBEIEZRA (Certificate Management Systems) ~ 1RRzEHE
&4 (Root CA Systems) KMREEFE=H%4 (Delegated Third Party Systems) ZZ2HBRANX
% UKk

2. BMH Y RERAERUREFIEIT 2 5RE « SRR EIEARAXE o
5.5.2 EFig4csR 2 (REBHAMR

ez ezt (W% 5.5.1 EHFTRE) & (SHALL) BEASEIFRMBGEREEL 25 » RS
5.4.3 BiRILIRRCERFTRE Z REHAR - UBRRERZE -



b4 - 7REBHAE (Certification Authority » CA) &EESZESE =75 (Delegated Third Party) F&
(SHALL) #TFFIEREIMRE 245 :

1. FAE BRI BB R4 (Certificate Systems) ~ ‘ReBEIERAE (Certificate Management
Systems) ~ IR/RFEEERA (Root CA Systems) MZHREFE=%4 (Delegated Third Party
Systems) ZZZ2FRIXMHE (W12 5.5.1 BiFARE) ; UKk

2. FTE RSB RR R REMEIT 25 « RUKRELARZERENH (W% 5.5.1 HFREE) ° B TS
ARG EEEEEDRE 2F

L. IR H RN A RE—RIERBERFERRRZ5E - REWELLZKE ; 5L
2. RIBIERCER R XX FRE 2 AR /REEEIHA

AR I AXHERERERBER > CAT (MAY) REBEREERRZFEHR - UF BBAEREEE
BRI RBE ERECHR . REFRHHMBRER -

5.5.3 ERtgAcErz (g

5.5.4 ERigiCERENIERF

5.5.5 ACERZEFEEER

5.5.6 HRigiirmERA (REBZ5MR)

5.5.7 NGREEHIEEMZIERF

5.6 SEEEIBZ RIHE

5.7 EREERKEER

5.7.1 BRREZGEZRIEER

5.7.1.1 FEHEESRKEEEREE
BB LG R B R R E o

BREEHAE (Certification Authority » CA) FE (SHALL) REFEIFEMEEKBEREFIERXM » UER
K8 L2 ESHEREBANE BT SIB(REERNEEMER (Application Software
Supplier) ~ FAE (Subscriber) K{=F8/&:E%E (Relying Party) o CA EBHIMAMEERIFEESE > B



F& (SHALL) MEFEZABERE » REHEFREEAERZ2EMERZ - CAFE (SHALL) 53
i BEAEMZFER

EIEIFEMSTE (Business Continuity Plan) & (MUST) 3% :
1. stERRENRG
2. K22
3. fEERER
4. EEWIERR
5. 5TE 2 MERFR ;
6. BHEERABTIRENK ;
7. HRAABZHE ;
8. BREIFMBEZ (Recovery Time Objective » RTO) ;
9. FREA ST EMTERIREMR
10. CATARAREFMIZRETSRNE - RERAMERIIMEEERFEEZ 1S
11. ERRARBR2ME (AIR2ZRBRRERENER) FRERME ;
12. AN ARERRERRE ZEER
13. EREHERERIBNEMDIEE ;
14. BRI CA T EEE S 2 FHRVEERE 5 LUK
15. KEHER > MRRSMBIEESMINEZRIRIEA » BRI ERGFEREREZRERF °
5.7.1.2 KRHEEELEES
BBEMBE (MUST) BAEAREREELSTE » BH 2025-12-01 %8 > f& (SHALL) 1HE CPS SaHI
CP/CPSHIZE 5.7.1 BifFEHA » HERUWIFHEME —EHHARRE L SH TR ERHITHNG S » s

FHZARRE LS RETER » RERAS 2 ERHBEIREEZE » URRIRAHBR AREREELE
2 BEIEN -

ReEtHME (Certification Authority > CA) BYAMRIEEEILSHERE (MUST) EHERERE - JITATEZ
2R MIERARIEERELLNBIRT » SRR « —HEIFEZ[OE o CA BRBIMAREARIERELE
stEWAER » BFE (MUST) IREBZABERE » RIEZFHAEREFMEZ - CAE (SHALL) S5
i BEAEMHEGERZFIER - CARWAKRERELLSER (MAY) BaE CANSZHEESE £
EMEtE - KERRASNEMBUSAENEFT > FHREARIRE L E4 2 BRI EBE R H#E! »
BRAEMEBERRE -



RIRIEEE LS EERRE (MUST) B4 !

1. BN —1RE CAREREME (risk profile) ~ B EKREERET » KEMBARREELLSTEZR
S« FHR B EERPIERM

2. BREHEEN —RAPRETRNFABEER 2 HF « HEREHRA

3. BIMEIRET—E BB EZHE » URBAINAZRIE ;

4. BRRARE —FHEAF (incident triage) ~ 3E/EREELL « BRERAFREEZ BRARIE ;
5. ARENA N —BNRTERR 2SI ;

6. ABIEkR—EBBHIE « HRAMPITARERLGENASZABHERS ;

7. JREAHE — AREELFAENEEASHZEABZIGR ~ SRR EBEHEE ;

8. FIEER —EFET—REMER > LGHMABFEENLEREERAITE - AT —ExZESN !
SR L& (tabletop exercises) ~ #EENRMR ~ FITIRM > AT RELAMARERZRIEAFRIRITR
&R LUk

0. HiRE AT — MR AR R EFHAEZERIINHEERE > URHBNEER
EHEE o

5.7.2 EHER - KER NENERARFZERERF

5.7.3 RERERIRENREZRIEER

5.7.4 KEERZEFHRENE

5.8 RegtEiEERcEM 04 LEARTS

6 FTREZEE

6.1 HIMHBENERR



6.1.1 igHZEN
6.1.1.1 H:EHHE (CA) g zER
HNF{E TE—BR 2 /REHE (CA) £iEH

i. fEA1R&5 (Root Certificate) 2z CA £ig¥{EH ; =

i. EATEB/RHBIEERSE (Subordinate CA Certificate) 2z CA &g {EH > B FE/RFEILIE
(Subordinate CA) MIEIR/EREI%HE (Root CA) ZEIEE > MIFR/RSBMIEZ G EE (Affiliate) »

/REEAE (Certification Authority » CA) F& (SHALL) :
1. EENERSBEXNRWA (Key Generation Script) »

2. HEMTEZFEE (Qualified Auditor) R38 CA IR 2 ERAIE » SRNE(E CA EBHEERMEZR
R > Uk

3. HERIEREELARS » I MIFERTER | CARHER K ERERFETEELEZREL
(Key Ceremony) » U AREFRZZ R B AR 2 IEERNEZE 8T

HIMER/REEE (Root CA) EEEWIRREMBRGIEEERAZH i CA il > BFEHE (CA B
(SHOULD) :

1. ZAEWB RS RERMNA » LUK
2. HERIEREE RE CA EMBZERME » IBREE CATREERTEZRR °
EFRBEERT > BREME (CA) & (SHALL) :

1. fk¥#% CA BU/REEEER (Certificate Policy » CP) &/ SURFBEEFIEEEE (Certification Practice
Statement » CPS) Frit > MEBRZZIRIEHER CA g ;

2. BIEEEREAE (Trusted Role) ZAB > KIEZAZEE (multiple person control) ReZ3#r0H
(split knowledge) [REIES CA &iR#l ;

3. MRS CAREEEUR (CP) K/ SEBREHRIFEERE (CPS) FIfiZERRM RERERATNEIFE
48 (cryptographic module) RES! CA &i&%t ;

4. soirH CA SIRBEREE ; Uk
5. MEFTANMBVIEERE - UESERGELESHAKEEIRER (CP) kHEREHIEEEE (CPS)
PRtz 2R » Uk (BER) HEREXNNAEXRMALZERE o

6.1.1.2 MDD (RA) ZBEZER



6.1.1.3 APh®BgHZzEN
ERATY—IENZIEEY » FREEE (Certification Authority » CA) F& (SHALL) B4B/&:EER:E .

1. ZWHATEE 6.1.5 Bk 25 6.1.6 HIFAEZEXK ;
2. BRFESRIREET - AN ENZNBERZIE R AFERRE ;
3.CAEBERREBRTHREZHZE  RUEFFEZNEEHESHKAMAE (compromise) ;

4. CA LRI CIBEMRIESE 4.9.3 B1K5E 4.9.12 Hifflz CA REBELLARIEFFIRE 2B » IsHEREEZ
IWEEREBERERMRE (Key Compromise) ;

5. AF%E1® (PublicKey) FTHEZFAEEIE (Private Key) » RERBERBITEIE o £/VFE (SHALL)
Bt ™5 TRk HERE -

1. #t¥4 Debian 53%%8 (Debian weak keys) 7@ (https://wiki.debian.org/SSLkeys) » CA f&
(SHALL) 3BE#E https://github.com/cabforum/Debian-weak-keys/ #ZEHRHEH S SEER (F)
4N RSA ~ ECDSA) KEiBREMMIIZFTEREHR - HNHEMMEE 6.1.5 BHEKRZFIAEEE (RSAE
BREEIE 8192 iI7tERRIN) » CAFE (SHALL) E4BFT& Debian 52 RAZ S -

2. #1% ROCA &R > CAFE (SHALL) 1E4B# https://github.com/crocs-muni/roca Frigftz TEHHE
ERZEIIRE TAMEA > #FA% ROCARALEZEE

3. $HEHEREEURE (Close Primes vulnerability) (https://fermatattack.secvuln.info/) » CA F&
(SHALL) $EBaIRBERR DL (Fermat’ sfactorization method) Z=|# 100 RS ERNTERK,
RRX DR 55548 o

ARG ESEEZEE T EBAZMH © https://cabforum.org/resources/tools/
EAPEE (Subscriber Certificate) HEELE extkeyUsage IEFEMANL > BEAE S id-kp-serverauth (RFC

5280) B anyExtendedKeyUsage (RFC 5280) {& » CAAR1F (SHALLNOT) KEXARENEIEY » TFF
(SHALL NOT) ##3=U CA SLriES 7 SigH TR HAV/REE R °

6.1.2 FAREWIXIFRAR
FBE (Subscriber) LASMNZERI—F » REABERE » 95 (SHALLNOT) R (archive) AR ZEE
58 o

HR:EHNE (Certification Authority » CA) SEEfIEE 2 s 0 (Registration Authority > RA)
BHRZAETRERUTFREREZAE » URHTHEB PR Z4A4 > B CARE (SHALL) EELLRFRA
BEZERELEERBENEZ ARESRIESE -

6.1.3 ARZAREMRRNFRERLEE

6.1.4 BEIEIE (CA) Z2REMR(TFIEHRERE


https://wiki.debian.org/SSLkeys
https://github.com/cabforum/Debian-weak-keys/
https://github.com/crocs-muni/roca
https://fermatattack.secvuln.info/
https://cabforum.org/resources/tools/
https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc5280

6.1.5 EREE

$1° RSA 8%t » ‘ReE1#E (Certification Authority » CA) F& (SHALL) :
o HE(RIEEL (modulus) R4RIGE > REZE/1%A 20481t ; B

o MFRIEHMRE (UUIrTst) % 8 EH(E o

¥ ECDSA 8%t » CAFE (SHALL) :
o MFZSIBATRTZEL > 1% NIST P-256 ~ NIST P-384 5§ NIST P-521 #5EIfh43 A A %K EY o

FMIEREMEE ZNERBRE -

6.1.6 AHERBBZzERERERE

RSA : B:51448 (Certification Authority » CA) F& (SHALL) HEs3/ARIEEL (public exponent) Z{E%

AREER 3 MZE o b9h > ABEHE (SHOULD) MNH 27016+ 1 8221256 - 1 2R - EHIFE
(SHOULD) AEFTI4Y | AFTE ~ IMEREHNE » BRAEB/NL 752 BIEE o (3R - NIST SP 800-

89 %8 5.3.3 i)

ECDSA : CAE (SHOULD) f£f ECC R ME#®ERETERF (ECC Full Public Key Validation Routine)
5% ECC 0 /ABI£8Ea:E12RF (ECC Partial Public Key Validation Routine) > HEsBFRE B AEMIE -
(2K : NIST SP 800-56A : 185758 2 ik 58 5.6.2.3.2 Bk % 5.6.2.3.3 i)

6.1.7 FEZIHAE (EEHE X.509 v3 "keyUsage™ H#fiL)
HEERKRE (Root Certificate) HFAZEIE > 15 (MUST NOT) FAREZETIIMUINZEIREE -

1. ARIRE IS (Root CA) B ZBHERE ;

2. T /&51418/8:% (Subordinate CA Certificate) B HRHZ TEB/EHMIERE (Cross-Certified
Subordinate CA Certificate) ;

3.HERREAAZER (FIMTHARESE « CARNEERERSE) ; UK

4. FAtER=E OCSP EIfEZ /&5E ©

6.2 WEERFERBHEAITIEEE

R84 (Certification Authority » CA) & (SHALL) BrERRKREERERR > UHLIERERIEZRE
B o {UBY5E 6.2.7 EIEEZ ERFBERRIEE LMY CATLAERIR - HREREKRE (MUST) IRABEEREZR
& NE > AMEZAS > BHEMAN AL LENESIREIRE c CAFE (SHALL) ERKEERIRMIK
%> EUEMZE SRR D 2 ReFA XN BB I RBNRE ERERRE > BHLES

5% o



6.2.1 BISEAEESEE
6.2.2 TABE® (n/m) BAEE
6.2.3 TARERTE

6.2.4 TAREWREDR

2HE 52280

6.2.5 AR IREFIE
TEESE (Subordinate CA) LUSMNZAEA—7 » RIS T B /BEBSMIBISRE » 718 (SHALL NOT) SR#g(E
BT BRI AT S o

6.2.6 FTAEEIREAZISIEANEEHRAEDL

EHERBBEE (Issuing CA) KRR TBEEE (Subordinate CA) ENAHESR MBI ERBHIBE
(SHALL) AT7REMXETEERRE  MIBZLESH - SELRIRBEE T ESRE LS
SRORHTRCREZAS » URHTETEREMSEMN 04 - IBEEMIEI (SHALL) B
I B8 BRERELESRAHE ARSRIEE o

6.2.7 AEERFBEFNEHIRA

JREBHHE (Certification Authority > CA) & (SHALL) MEEERE/DFATINE—IZE Y RS E DR
EEHFAZE S | FIPS 140-2 Level 3 ~ FIPS 140-3 Level 3 > HEEI EAL4 (HEBEFHR) Z#EE Common
Criteria Protection Profile 8 Security Target 2% » Lt ZEEEO S FRENESHBRIEMEERRENR
BZEKo

6.2.8 BEALESEZHN
6.2.9 EHILEREZHR
6.2.10 HBFAZBEWZHFN

6.2.11 HIEEHLER

6.3 ieHERZHMEIA



6.3.1 AHEREFIE

6.3.2 REENHALE iR ¥ (E AR
7 2026-03-15 Ri%s 3¢ 2 AR /&% (Subscriber Certificate) » HEMHAR (Validity Period) A&

(SHOULD NOT) #83 397 H » EA1S (MUST NOT) #8i8 398 H

1% 2026-03-15 EHEZ % ~ 2027-03-15 i 2 AP /RE » HARUARFE (SHOULD NOT) i#8i@ 199
H > BF%E (MUSTNOT) i&#200H o

1% 2027-03-15 EHEZ % * 2029-03-15 Az ZE 2 AR &% » HAXUARAE (SHOULD NOT) #83# 99
H > BF% (MUSTNOT) i&# 100 H °

7 2029-03-15 EHS v &SR ARESE » HANHERFE (SHOULD NOT) #BiB 46 H » BEFRE
(MUST NOT) #Bi@47H o

RN ZBFE BRI A AT REANHAZ RRAAMR
2026-03-15 398 H

2026-03-15 2027-03-15 200 H

2027-03-15 2029-03-15 100 H

2029-03-15 47 H

RREERRABEIRZ 2E RN

SHERE > 1 HUL 86,400 #h5t o B EILRREIZERRE » 81 FFE 1 ¥ M@ - 91RAZENMNI 1
H o Fitt » BEFELIEERE > BR/&EREARE (SHOULD NOT) FERLUREFRAHTZRAREE o

6.4 EXENEER
6.4.1 EENERZENERE
6.4.2 BEEFZ(R:E

6.4.3 ENERZHMEIR

6.5 BlaEEEE



6.5.1 B2 AREMTER
BEEHAE (Certification Authority » CA) F& (SHALL) HFRAERBEIZEHIT/RESHEE IR » @HIHIT
%A FE::% (multi-factor authentication)

6.5.2 BEERELR

6.6 RIEMBIHZIZXMIEE

6.1 RIAFHZZEE

BEEHAE (Certification Authority > CA) ER%E=75RIEEM Linting 88 » & (SHOULD) BE%ERR
BRMEMRA - WRBNNEFRZAERE 3 EHENTTHERR o

WIE

6.
5
=
CAE (MAY) RMEREH Linting BRESRF » HHEHMMARIIHAEREE IEZ AR /RFE#IT Linting ©

6.6.2 ZEEIRIEE

6.6.3 RFEMBIHREEE
6.7 HREEEE

6.8 BFMEEEC

7 &S REBEELLAM (CRL) Hi43 LS:HiRRERE
(ocsp) B4E

7.1 REEEE
/BEHHE (Certification Authority » CA) F& (SHALL) fI&56.1.581 (£BRE) KFE6.1.68 (A
THB2HZENELERE) AT ZRMER o

CAE (SHALL) &RAXMHFREZEIE (profile) IR o



7.1.1 KRZsSE
JREBFE (MUST) $2F3 X.509 v3 ARz o

7.1.2 REASTEIEFTR
HREHME (Certification Authority » CA) BRREBELR (BAEX) RE » WEHPAZE A /REME
(MUST) BETHHA—FERFBLLE (Certificate Profiles) ; 2% /852425 | A RFC 5280 Z+BRARTE »
WIAEAERGTE o BRIESBRMRE » BREAXHRE ZREMEE RIS » RFC 5280 FREZFAIEREME
K7RER - CAE (SHOULD) 288 RFC 5280 ffi## B » BB ELfthAE T = EIE o
o 'RiBIHME (CA) BB
o F7.1.2.1 Hi—1R/R:BHAME (Root CA) BEE4E
o TEB/EHIMIE/RE (Subordinate CA Certificates)
o XH/&E:E (Cross Certificates)
o F7.1.228H—-XREREFZTBEZMEE (Cross-Certified Subordinate CA) /&RsEH|
o TRMAIRZ/REMAIEREE (Technically Constrained CA Certificates)

o E7.1.23 8 —ZRMARZIETLS TERFEHAE (Technically-Constrained Non-TLS
Subordinate CA) /&:EZI4&

ﬁ’a‘s

o FT7.124H—ZRMORZAZRREREREE (Technically-Constrained
Precertificate Signing CA) &:5ZI4&

o E7.1.25 8 —ZHEMMARZ TLS TERFHEM (Technically-Constrained TLS Subordinate
CA) ReBEleE

o £7.1.2.6 Bi—TLS TE/&:ZHME (TLS Subordinate CA) ‘&:EEI4E
o FT7.127H—AB (#ixERE) (Subscriber (End-Entity)) &:EZI4E
o % 7.1.2.8 #i—OCSP [E]fEfAAR2s (OCSP Responder) &R:EEI4E

o F7.1298—FEZ/EHE (Precertificate) Z4&E


https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc5280#appendix-B

7.1.2.1 iRE:EIE (Root CA) /RiEZIsE

i sHEA
tbsCertificate
version f& (MUST) #v3(2)
serialNumber FE (MUST) Z—EFEEE8E » HEAR 0 B/t 2% » BHAZED 64 Bl

TCFESR B CSPRNG ZEiH o

signature 2RE 71328

issuer mISBZERE (MUST) BRISER subject BAITATEAER ©
validity 2HE 712114

subject 285 7.1.2.10.2 0

subjectPublicKeyInfo 28571316

issuerUniqueID 1§ (MUST NOT) =1i£

subjectUniqueID 1§ (MUSTNOT) =i£

extensions B2RET.12128
signatureAlgorithm UEHER 2 [EFE (MUST) i tbscertificate.signature EITTAETEEHEME
signature

7.1.2.1.1 REEHEE (Root CA) ZEXHEA

i34 =/ME RA(E
notBefore %QE%H#FEEETJ' 1H %E%H%Fﬂ
notAfter 2922 H (898%) 9132 H (#9254)

A5 BMEFERBEAER subject B subjectPublicKeyInfo FEAEFTAVIR/REEIEME (Root CA) &% (BIUNEFR
E8%) » LIPRENMNER o FTEY CAREEE (MUST) MAELERE o



7.1.2.1.2 R/EEEE (Root CA) ZIEFEMNL

TR Y FAgEtE EREA
authorityKeyIdentifier % (RECOMMENDED) N 2HRE 712138
basicConstraints F& (MUST) Y 2RE 112148
keyUsage F& (MUST) Y 28%7.1.2.10.7 &
subjectKeyIdentifier F& (MUST) N BHET7.12114F
extKeyUsage 18 (MUST NOT) - -
certificatePolicies A% (NOT RECOMMENDED) N 285 7.1.2.10.5
Signed Certificate Timestamp (SCT) & B (MAY) N 2R%E 7121138
R Efth iR TR F#:#E (NOT RECOMMENDED) - BRE 7121158

7.1.2.1.3 RFREHEE (Root CA) ZIZREE(IEIBMEIEE (Authority Key Identifier)

iy EREA
keyIdentifier & (MUST) 7#7E o FE (MUST) £ subjectKeyIdentifier H{USEZ4E[E ©
authorityCertIssuer 1§ (MUSTNOT) =1i£

authorityCertSerialNumber 18 (MUSTNOT) #=&£

7.1.2.1.4 IR/EHIEE (Root CA) ZEZSPRHI (Basic Constraints)

i3 sREA
cA & (MUST) %% TRUE

pathLenConstraint A% (NOT RECOMMENDED)

7.1.2.2 RXERFEZTERFERE (Cross-Certified Subordinate CA) RiEEI4E

EEE 2 CARBHE—RAZRIFE CAKRE (BEHRARKREEE (Root CA) BB TE/RBIEE
(Subordinate CA) fa'-%aﬁ) BEMERZERSH (Subject Name) REBAMERE (Subject Public
Key Information) B 1§ (MAY) ERAKELIE o

REBTEIEY TB/ELIE (Cross-Certified Subordinate CA) 7&:8A1 > F3/EE14ME (Issuing CA)
F& (MUST) FER—IREZIREEE CARERE (BAER) Rt > ARNBRRFEBREFEMRETZ (B
RER) g o



L SEA

tbsCertificate

version F& (MUST) % v3(2)

serialNumber FE (MUST) B—EJEEEZ8E » HEAR 0 Bt 2'° > BHAZE/D 64 B
TCHEZRE CSPRNG Z#ith o

signature BR¥ET1328

issuer FE (MUST) HEZE25/R:514#8 (Issuing CA) Z subject BIZENITAETT 2R ©
BRET.141H

validity 2RHE 712214

subject 2R%5 712228

subjectPublicKeyInfo 2% 7.1.3.16

issuerUniqueID 18 (MUSTNOT) ##7E

subjectUniqueID &8 (MUSTNOT) =&

extensions 2RE 712236
signatureAlgorithm IREEB 2 (EFE (MUST) £ tbscertificate.signature EAITCAETEEER]
signature

7.1.2.2.1 XEFFZTBEEIEE (Cross-Certified Subordinate CA) ZHE%(HA

i hivd ®/IME RXAE
notBefore  ZREARFRIAT 1 HEEEA CA REEZRF notBefore HEf » MBEBEERESE © a—1:Sdih|
notAfter SRR KIEE

7.1.2.2.2 XEFFHZTEBEEEE (Cross-Certified Subordinate CA) Z T8
(Naming)

subject flE (MUST) B{E% 7.1.4 BiZEX ; (% » BRIA CABREREBEERBEUREZ (BREX) Fi
e BIMRIERA subject HFBME (MUST) HERH CAREZARIBEERY subject BIBZE(IAETTEMEMR o

AR bt TRIEBREZEATATEERL 215 0 5T CAEREE CAREERESZZERANZ (B4E

KY BUAHRT » R BB TEB/EEEME (Cross-Certified Subordinate CA) 7&:% o EBIIMESE 7.1.4
B 2z BRSUAPERFREFENCE > ARMANFETRERE - BEE CARBFERESERERANZ (Bx
BR) > AR EEERE RS o



7.1.2.2.3 THPHZTEEEIE (Cross-Certified Subordinate CA) ZiEFEiR(L

TR

authorityKeyIdentifier F& (MUST) N 2R%E 7.1.211.16
basicConstraints F& (MUST) Y 2R5%E7.1.2.1048
certificatePolicies f& (MUST) N 2R 712268
crlDistributionPoints f& (MUST) N 2HE7.1.211.26
keyUsage F& (MUST) Y 2H%7.1.2.10.78
subjectKeyIdentifier F& (MUST) N S2RET7.1.21148
authorityInformationAccess H (SHOULD) N 2H%7.1.2.10.3
nameConstraints 18 (MAY) 1 BH%E7.1.2.10.8H
Signed Certificate Timestamp (SCT) & 7 (MAY) N 2R%E 7121138
R EfthiE T (i F#:% (NOT RECOMMENDED) - B2RE 7121158

PR LZARTETN > extkeyUsage IEFEMMUZER » MR EFRENZREE R TRBBAIRRGEME o
ENALUTRM > extkeyUsage IRFEMUST (MAY) K TFRFFZERA TR -

o RERBMEFEHERATBPM organizationName FFE TIME—IEH
o WMEMR > H
o FREZLTEHM organizationName ZBEHE AT organizationName Z RAREE
o RE/FBZERECA> ZHEEERIHE (Issuing CA) FIBABRHERBGEEXEEEE

EFEHR L WHEME RAsRE BIL)E
extKeyUsage H (SHOULD) 2 N S2R85E7.1.2248

extKeyUsage (EKU) AZ[RHIZREDEZ TEEBHE

TEFFBEEMIBERT > extkeyusage IEFTMMLE (MUST) K FRFERA [RIRE

EFEtR L HEMY RASE M =REA
extKeyUsage FE (MUST) 2 N 2R5E 7.1.2258

extKeyUsage (EKU) ZRHIZREFIEZ TEREHKE



7.1.2.2.4 RXEEZ TEEREHE (Cross-Certified Subordinate CA) ZIEZ£IE(ER
5% (Extended Key Usage) —F=PR&l (Unrestricted)

£ BEABER/M (Key Purpose) Bl

anyExtendedKeyUsage RNAZEMBRHIZAFHRIBET SWER 5L - EFE ° B (MUST) AH—
HIEREI@ERSE o
ERIEME B T1FTE anyExtendedKeyUsage IETTEIRER 7% » CAFRE (MUSTNOT) &

BEMEMERSRERTE
TRRGIZ MASHERSEZBAEN CERREMREEZXERE CA)

§E > ARBREHE (Issuing CA) FERALULAZH > B extkeyusage IERMALEFE > & (MUST) &=
7.1.2.2.5 BiFRREZ T TUMRES o

7.1.2.2.5 THPHEZTEEREEE (Cross-Certified Subordinate CA) ZiER £ i&{EH
%% (Extended Key Usage) —3[R#! (Restricted)
ZPREI TLS X E2:5 2 TB/EHIE (Restricted TLS Cross-Certified Subordinate CA) ZiER£i&FEA

FRERBEN (BERAREESEEREE TLS RENRIREIZENE 2 TE/ERHE)

£i8EAE/ (Key Purpose) EREA

id-kp-serverAuth & (MUST) 7Z%&
id-kp-clientAuth B (MAY) 7=
id-kp-emailProtection 18 (MUSTNOT) ##1&
id-kp-codeSigning &8 (MUSTNOT) #=F1£
id-kp-timeStamping 18 (MUSTNOT) %=1
anyExtendedKeyUsage F18 (MUSTNOT) 7F1£
EEEME F##=% (NOT RECOMMENDED)

TLS RE P82 TB/RFEENE extkeyusage (EKU)

ZIREIIE TLS X EFREZ TEB/RH1E (Restricted Non-TLS Cross-Certified Subordinate CA) ZiE#ZE
WERAEZEREN BMERNRAEREN MRS TLS RENZIRFIRERE 2 TE/REHE) o



ERBEABH (Key Purpose)

id-kp-serverAuth A48 (MUST NOT) =&
anyExtendedKeyUsage 1§ (MUST NOT) =1£
EfIEME B (MAY) =7&

JE TLS RE VB2 TE/EEE extkeyusage (EKU)

BERESNERESRERSEZZERBR -

1. /& (MUST) BRRALARER (FINFS (MUST NOT) EERNRAAEIEMAEPRIART) » BRIE:
a. TIRERGAZERBNUNFFEERRERHEFA®EZ OID arc S8EA ; 5
b. FRFFEREUEM A VRAEARN AR ERERPEHZRER A2 EREN -

1§ (MUSTNOT) EBFISEEERREEY CAFMBERZ ERENELREN IR > INEWILES
?1%7?13"*”5-FE’J§2$°1§%7‘5/£2 BRBRY > T CA RTIERZEE » BARSEHRZAEEBES
BEFENZERA -

3.F& (MUST) HZRI/AREME (Issuing CA) BesE (RIZRZIRSEMAEIE (MUST) BRRBXXERNGEZ TER
B EREERESIRZERERTEZEREN) °

CARIF (MUSTNOT) B3I ERERFEZZERERN > FRIE CANBEEEEBANRETEIZE
WERSEZERBR -

7.1.2.2.6 XEGEZTE/EEEE (Cross-Certified Subordinate CA) &8 /&R:ERHI
(Certificate Policies)
REBRAI (Certificate Policies) 1EFiENIE (MUST) B2 ZE/D—1@E PolicyInformation © @&

PolicyInformation fE (MUST) fF& F5IHI4E :

i3 WEY AB
policyIdentifier & (MUST) ERTREHE (Issuing CA) MMERTAFEMBERRES > B TEB/&R:E

#H#8 (Subordinate CA) AHREIREHER » FHIREMERF (MAY)
fEA anyPolicy BUERAIS ; LERF » ‘REBIRBIEFTBMAIHFE (MUST)
EE3It— PolicyInformation =K

anyPolicy F& (MUST)

policyQualifiers RiE=E (NOT E1Z7E > & (MUST) E8E8TRMAHZAEF policyQualifiers ©
RECOMMENDED
)

BECRIRG) CERRERLEE CA)



L VEMN AE

policyIdentifier & (MUST) THBRHEZ— -
RBBEBERHANEE B (MUST) CAFE (MUST) EVEs—EREEFBRHEIE (BRE

7.1.6.1 ) » UHEHAREAARZ CAEBTE CABER
BZIEERPREEE BRET1.127.1H) -

anyPolicy & (MUST anyPolicy IR AEEARTF (MUST NOT) FfE °
NOT)
R EL AR ES 8 (MAY) EfFE 0 & (MUST) B CAESR » UHBARERERR (CP)
R/ SBREBEHFIEERLE (CPS) Ho
policyQualifiers RiEzZE (NOT E1FE 0 FE (MUST) E83 TR ZAF
RECOMMENDED) policyQualifiers ©
ZBERPR !

AxF482% (RECOMMENDED) &FERANEFTMAIAR 25 —1E policyInformation EE Z1RE/RFEEERH
RIEE (RBE 7.1.6.187) 3. &EH PolicyInformation B ZIBFAMA @ RBRAIETEAE (MUST) &L
B — ARG EREERHAE - ERTFARREEEERERNRREINEMEE 2R » AIFRRERFE
Z TBEEIEESERE (MUST) B3E85—ERE/EREBERANE o

HE  ARBIUEFREEZ(EAEESAFESE (NOT RECOMMENDED) £33 policyQualifiers » ElZALL
B SEINEEAR)  EH—REBEEEETNESEEE BNV EREAHMAES -

R policyQualifiers » BETEER PolicyInformation NI » FE (MUST) KR TIIEINARHE -

Qualifier ID WEMY iR kbl
id-qt-cps 5 (MAY) IAsstring  ZREREEMEME (Issuing CA) Z/BEHER (CP) ~ REBEBHIE
(OID : HE%E (CPS) ~ EEREEWZE (Relying Party
1.3.6.1.5.5.7.2.1) Agreement) > S EMA R EREBHBIRMENG LBEREFRZ
HTTP 5§ HTTPS URL o
T ELA g (MUST
qualifier NOT)

REFZ policyQualifiers

7.1.2.3 ZEMTARZIE TLS TEEFEHE (Technically Constrained Non-TLS
Subordinate CA) &:EZ4E

BEHER T CABEBRIEAZSRMAR (Technically Constrained) » BEAEEHIZHEIZANEE TLS &
BEF 0 1§ (MAY) ERAREEILE -



L SEA

tbsCertificate

version F& (MUST) % v3(2)

serialNumber FE (MUST) B—EJEEEZ8E » HEAR 0 Bt 2'° > BHAZE/D 64 B
TCHEZRE CSPRNG Z#ith o

signature BR¥ET1328

issuer FE (MUST) HEZE25/R:514#8 (Issuing CA) Z subject BIZENITAETT 2R ©
BRET.141H

validity 2H57.1.2.10.16

subject 2R57.1.2.10.2

subjectPublicKeyInfo 2% 7.1.3.16

issuerUniqueID 18 (MUSTNOT) ##7E

subjectUniqueID &8 (MUSTNOT) =&

extensions 2H%7.123.18
signatureAlgorithm IREEB 2 (EFE (MUST) £ tbscertificate.signature EAITCAETEEER]
signature

7.1.2.3.1 ZEATLIRZIE TLS TRB/REEE (Technically Constrained Non-TLS



Subordinate CA) ZiEFEHEL

R FT R

authorityKeyIdentifier F& (MUST) N 2R 7121114
basicConstraints fE (MUST) Y 2R% 7.1.2.10.4 1
crlDistributionPoints F& (MUST) N 285 7.1.2.11.26
keyUsage F& (MUST) Y 215 7.1.2.10.7 &
subjectKeyIdentifier & (MUST) N 2B 7121146
extKeyUsage f& (MUST) 2 N 2R5 712334
authorityInformationAccess H (SHOULD) N 285 7.1.2.10.3 6
certificatePolicies 7 (MAY) N 2R%E 712326
nameConstraints % (MAY) x1 2R 7.1.2.10.8
Signed Certificate Timestamp (SCT) & 7 (MAY) N 2R5% 7121138
&

EfIE R Fi#:% (NOT RECOMMENDED) - BRET.12115H

7.1.2.3.2 ZEMTAIRZIE TLS TEEFEME (Technically Constrained Non-TLS
Subordinate CA) Z/&:8/EHI (Certificate Policies)

E171E > BEFEA (Certificate Policies) #EFEMAIE (MUST) KTIIMEREES 2 —HRIARSE

LR wEM AE

policyIdentifier  F& (MUST) EREREHME (Issuing CA) MRTAFEMBERRHIFR » TEB/RE
*%E*ﬁ (Subordinate CA) F& (MUST) AZIREHMBIRAGREZE - &
SBRAETIFAIE (MUST) E8E—1@ PolicyInformation {H » HiZ

{EFE (MUST) 815 anyPolicy BUEREAIHS o
anyPolicy f& (MUST)

policyQualifiers iE=ZE (NOT BT FE (MUST) E8ETRAFIZAEF policyQualifiers ©
RECOMMENDED
)

EHCERIRT CERRRFERE CA)



L wEME

policyIdentifier

REREBRAAE AT

anyPolicy ZSE

A EL AR ES

policyQualifiers

R R PR

Qualifier ID HEMY

id-qt-cps
(OID :
1.3.6.1.5.5.7.2.1)

R EAth

qualifier NOT)

REFZ policyQualifiers

B (MAY)

F& (MUST)

B (MAY)

REsE (NOT
RECOMMENDED)

& (MUST

(MUST NOT)

AE

THIBERHAEZ— -

(MUST NOT)

E177E > FE (MUST) B CA &BAt

anyPolicy BURHBINEARTF (MUST NOT) 7F(E ©

HBEHE (CP) &

/BRRBBERREZE (CPS) He

policyQualifiers ©

WAusR AR

IA5String

FEUBEMAE (Issuing CA) 278

EfFE 0 & (MUST) Z8STRMAIIZREF

BER (CP) ~ BIBEFE

EEAE (CPS) ~ 538B:EEW=E (Relying Party
Agreement) » SEM B IRBRBIRMHENE LBERERZ

HTTP ¢ HTTPS URL ©

7.1.2.3.3 ZEATHIRZIE TLS TEB/R:EEE (Technically Constrained Non-TLS
Subordinate CA) ZiEFREiR{EMRSE (Extended Key Usage)

BEBEHAE (Issuing CA) F& (MUST) B8 TB/BEHEES
EEHEZERES 2B RERSRERTEZERENE

(Subordinate CA Certificate) SHLE4S
%85 o A% (NOT RECOMMENDED) &1

R ERIBINERERGEZZERERN (PIMNERES id-kp-timeStamping £ id-kp-codeSigning) °

£i8EMABEM (Key Purpose)

id-kp-serverAuth
id-kp-OCSPSigning
anyExtendedKeyUsage

FER R R ERE

=1,
=110}

EAEME

oID
1.3.6.1.5.5.7.3.1 18 (MUST NOT)
1.3.6.1.5.5.7.3.9 &8 (MUST NOT)

2.5.29.37.0 18 (MUST NOT)
1.3.6.1.4.1.11129.2.4.4 F48 (MUST NOT)

- B (MAY)

7.1.2.4 SHEMHR2Z2FEEREEEREHE (Technically Constrained Precertificate



Signing CA) &:&al4E

EFE—RKEAIE RFC 6962 5 3.1 £ Fri 2 FES KRB R EREME (Precertificate Signing CA) Z CA’R
5B > 8 (MUST) ERARERIE - % CAREBEFEAZE » AIRAZRMAIR (Technically
Constrained) °

TERRERE/RFEMIE (Precertificate Signing CA) f& (MUST) {ZRAMNEESE 7.1.2.9 HiFAERZ FEER
gning
7 o BB REREREWBEERRRER > BRHRBRES | ERE LARRRR RE T REHNE

(Precertificate Signing CA) BYZ585/R:E148 (Issuing CA) » BER—RANUERE ; ZBXEEZ
tbsCertificate BAfKHR RFC 6962 25 3.2 B HE ZENERBIBEHETAR KT Z thsCertificate MFF ©

U0 RFC 6962 55 3.2 & F#tt » FEZ/REEMY signature IRM{UAE R L& emckE - FEit » B /REHE/RE
#48 (Precertificate Signing CA) X TR /RN > fE (MUST) ERRFEREME (Issuing CA) 48
Rz ZEEEE ; Rkt > HAREME (MUST) EREZREEEEE (Issuing CA) HEIZARERRE
8% B1F (MAY) ERTREZ CAEREY -

i R A
tbsCertificate
version & (MUST) %A v3(2)
serialNumber FE (MUST) Z—EFEEESE » HEAR 0 B/ 2™ » BEAZED 64 Bl
TCRESRE CSPRNG Z#ith o
signature BRET1I32MH
issuer FE (MUST) BEZE3UREBIE (Issuing CA) Z subject IEMITTATEAER o

BRETIALE

validity 285 7.1.2.10.1 6
subject 2R7%E 7.1.2.10.2

subjectPublicKeyInfo  EELEMBINE (algorithm identifier) F& (MUST) HEZ5E5/R:514#8 (Issuing CA)
BY subjectPublickeyInfo MR Z BB A AR (T 2R - 2R %

7.1.3.160
issuerUniqueID &8 (MUST NOT) =&
subjectUniqueID &8 (MUSTNOT) =&
extensions 2R%ET7.1.2418
signatureAlgorithm RIEEB ZERE (MUST) i tbscertificate.signature ZF{tiH5E 248

signature

B 2026-03-15 {E :


https://datatracker.ietf.org/doc/html/rfc6962#section-3.1
https://datatracker.ietf.org/doc/html/rfc6962#section-3.2
https://datatracker.ietf.org/doc/html/rfc6962#section-3.2

o AREZEFS (MUSTNOT) M °
o TEERBEZRTILIE (Precertificate Signing CA) 1§ (MUST NOT) BMEHEEEE -

7.1.2.4.1 SEMARZFASREESREHE (Technically Constrained Precertificate
Signing CA) ZiEFTHEiL

TR HEY RAfEM: sREA

authorityKeyIdentifier & (MUST) N 285 7.1.2.11.16
basicConstraints fE (MUST) Y 285 7.1.2.104 6
certificatePolicies F& (MUST) N 285 7.1.2.10.5 &

criDistributionPoints f& (MUST) N 2RE 7121128
keyUsage F& (MUST) Y 215 7.1.2.10.7 &
subjectKeyIdentifier F& (MUST) N 285712114
extKeyUsage f& (MUST) 2 N S2R85%E7.1.2428

authorityInformationAccess ® (SHOULD) N 2H%7.1.2.10.3
nameConstraints 18 (MAY) 1 BH$E7.1.2.10.8H
Signed Certificate Timestamp (SCT) & 7 (MAY) N 2RE 7121138
A E R TR %% (NOT RECOMMENDED) - 2H57.1211.5H

7.1.2.4.2 ZEMORZTEZKHEZEREEHE (Technically Constrained Precertificate
Signing CA) ZiEFEi@FEMASZE (Extended Key Usage)

£i8EMABEM (Key Purpose) oID SEM
AR RERERE 1.3.6.1.4.1.11129.2.4.4 FE (MUST)
FRIEME - &1 (MUST NOT)

7.1.2.5 ZRMTARZ TLS TEBREEIE (Technically Constrained TLS Subordinate
CA) 19\*§HU§;
Eazzé"‘fZCA:E SHARERE A EAMIAIER (Technically Constrained) » B EZSEIZANEEEE TLS /&:F

43 (MAY) ERARERE -



L SEA

tbsCertificate

version F& (MUST) % v3(2)

serialNumber FE (MUST) B—EJEEEZ8E » HEAR 0 Bt 2'° > BHAZE/D 64 B
TCHEZRE CSPRNG Z#ith o

signature BR¥ET1328

issuer FE (MUST) HEZE25/R:514#8 (Issuing CA) Z subject BIZENITAETT 2R ©
BRET.141H

validity 2H57.1.2.10.16

subject 2R57.1.2.10.2

subjectPublicKeyInfo 2% 7.1.3.16

issuerUniqueID 18 (MUSTNOT) ##7E

subjectUniqueID &8 (MUSTNOT) =&

extensions 2H%7.12518
signatureAlgorithm IREEB 2 (EFE (MUST) £ tbscertificate.signature EAITCAETEEER]
signature

7.1.2.5.1 ZEAGLIERZ TLS TEEEEM (Technically Constrained TLS Subordinate



CA) ZHRFTHR(L

EFEtR L

authorityKeyIdentifier f& (MUST) N 285 7.1.211.16
basicConstraints & (MUST) Y BRE7.1.2.10.4
certificatePolicies F& (MUST) N 285 7.1.2.10.5
crlDistributionPoints f& (MUST) N 2R$E 7121128
keyUsage & (MUST) Y 885 7.1.2.10.7
subjectKeyIdentifier f& (MUST) N S2RET7.1.21148
extKeyUsage FE (MUST) 2 N 285 7.1.2.106 5
nameConstraints F& (MUST) *1 BRET.1.2528
authorityInformationAccess & (SHOULD) N 2R%7.1.2.10.3 4
Signed Certificate Timestamp (SCT) & 7 (MAY) N 2R5% 7121138
&=

EfIE R Fi#:% (NOT RECOMMENDED) - BRET.12115H

7.1.2.5.2 ZRMAIRZ TLS TEEFEEE (Technically Constrained Non-TLS
Subordinate CA) Z%#&PE#I (Name Constraints)

TLS TE/RsE1H4#E (Subordinate CA) EMAAZHAMIAIR (Technically Constrained) » & f&FEH|
(Name Constraints) #BFEARAIE (MUST) &I A4S o 1E% RFC 5280 ZERFEFISN » ANIEFTR(UE
(SHOULD) #ZFscARisR (critical) » BEEFRARLERZIRLEBRFIZERERAERNES > 7§ (MAY) &2

#IERAE (non-critical) o


https://datatracker.ietf.org/doc/html/rfc5280

R BILE

permittedSubtrees permittedSubtrees 8 (MUST) ¥t —7%& dnSName £ iPAddress GeneralName 4FBEEEY »
EBEEE/D—1E Generalsubtree * BRIFEZ GeneralName ZTBIER B HIRH
excludedsubtrees A » FALAHERREZ B IBEERL Z FRAE o LESh » permittedSubtrees i3
(MUST) 88&ZE/L—{@ directoryName GeneralName A FEEERYAY Generalsubtree ©

GeneralSubtree ™E permittedSubtrees F# GeneralSubtree ZERIRTE o

base 2RTR
minimum 18 (MUSTNOT) =&
maximum 1§ (MUST NOT) =1£
excludedSubtrees excludedSubtrees & (MUST) ¥ —7%& dNsName £ iPAddress GeneralName B fB5EEY » &

5 E/D—{E Generalsubtree » BRIE permittedSubtrees FEaSZABEREN
GeneralSubtree © A% (NOT RECOMMENDED) {#H directoryName & TBEEE! o

GeneralSubtree ~E permittedSubtrees H& GeneralSubtree ZERFEE o

base 2RT%
minimum 18 (MUST NOT) %=1E
maximum 18 (MUSTNOT) =&

nameConstraints gﬁ‘?fﬁi

T%@JH:': permittedSubtrees EE excludedSubtrees EF'% GeneralSubtree Z base Fﬁ@ﬁ“ﬂ’\] GeneralName EE‘?
FARE ©



GeneralName 34 FEEEEY

VEMY

permittedSubtrees

excludedSubtrees

HEBReZ AR R B2 A

Namespace

dNSName

iPAddress

directoryName

otherName

EAEME

P& (MUST)

F& (MUST)

P& (MUST)

N

(NOT
RECOMMEN
DED)

A1&F (MUST
NOT)

CAFE (MUST) &
REFE DM
dNSName ? EEE',E%EJ
B A RRER
RZAMAITE 2
B5 32248 -

CAFE (MUST) &
REFEECE DAL
iPAddress EE[E] > 5%
B IP (it RS
(assigner) A
K2 DE
(assignee) 7% ©
2H%E 32258 °

CAFE (MUST) &
WEAEER REF
REIZZFBBMYE » U
HRFAE SR RS
YRBEERRE SIS
(BR%E7.1.28) »
aasErl (2R
F7.148)

2HTFX

++

a
permittedSubtrees
REDEFE—E
dNSName » CA 1§
(MAY) 7?2
excludedSubtrees 3§
iE dNSName #8122 —
E= 218 F et
TERERBEFRIER ©

++

a
permittedSubtrees
hEDEFETE—E
iPAddress > CA 1§

(MAY) #?
excludedSubtrees 5
E&E iPAddress &
BERz—EzZEF
MR E 73 R HFPRIA
B o

Tz (NOT
RECOMMENDED)
fj/:\ excludedSubtrees

hESERE -

2RTX

= permittedSubtrees =5
RIFTE1ESA dnsname
CAFE (MUST) R
permittedSubtrees a8
—EERE (EFH)
B dNSName » UARTA R
SHERIARE LTS o

= permittedSubtrees =8
REZEM IPv4
iPAddress » CA f&
(MUST)
permittedSubtrees ag
—{Ef 8 A= irc4H4E
XY iPAddress » ZRnHE
PREE(E 1Pv4 (i3 EB[E]
(0.0.0.0/0) &
permittedSubtrees == S
‘SR IPV6
iPAddress » CA &
(MUST)
permittedSubtrees a8
—{E M 32 EZ{iIc4E4E
REAY iPAddress » FRHE
PREE(E I1PV6 it EE[E]
(::0/0) ©

CAFE (MUST) i
permittedSubtrees e
Z2—E8fE > EbAE
TER - 3R
excludedSubtrees Z#H
RARRRE °

2HTFX



base I{IFFEL S Z GeneralName BEXRFFE

17l otherName * BH1EE -

1. (MUST) SBRRALAERAEN - 1BIE
a. type-id (IS ER3EE AEBPRMEA ELARA M OID arc RS » o
b. EIEEE ALt B R A R AL IR B TR E B Y o
2. 748 (MUST NOT) BATAGEHEEREY CA RS BEENELaRNa% -
3.FE (MUST) {&ABA8 ASN.1 SRR otherhane B9 type-id 8 value Z 5 » bl DER EAT4RHE o

CAZK{E (SHALLNOT) S&%EINETE (BINEESMY ceneralnane) » BIE CA MBS ERRHNEETEA
SR o

7.1.2.6 TLS TEB/E:HI4#E (TLS Subordinate CA) E:HZ4E

i FSEA
tbsCertificate
version F& (MUST) #v3(2)
serialNumber F& (MUST) B—EIEEEZ8E » HEAR 0 B/t 2'° » BHAZE/D 64 B
TCFEZRE CSPRNG Z#ith o
signature S2HRET.1328
issuer FE (MUST) HEZE25/R:514#8 (Issuing CA) Z subject BIZENITAETT 2R ©

2RE7.14.16

validity 2H%7.1.2.10.18
subject 2855 7.1.2.10.2

subjectPublicKeyInfo 28571316

issuerUniqueID 1§ (MUST NOT) =1i£
subjectUniqueID 1§ (MUSTNOT) =i£
extensions 2H%7.126.18
signatureAlgorithm UEHER 2 [EFE (MUST) i tbscertificate.signature EITTAETEEHEME

signature



7.1.2.6.1 TLS TBE:E14#E (TLS Subordinate CA Extensions) Z3iEZEHE{iL

TR Y

authorityKeyIdentifier F& (MUST) N 2R%E 7.1.211.16
basicConstraints F& (MUST) Y 285 7.1.2.104 6
certificatePolicies f& (MUST) N 2H%7.1.2.1058
crlDistributionPoints F& (MUST) N 2RHE 7121128
keyUsage F& (MUST) Y 275 7.1.2.10.7 &
subjectKeyIdentifier F& (MUST) N S2RET7.1.21148
extKeyUsage f& (MUST) 2 N 285 7.1.2.106
authorityInformationAccess ® (SHOULD) N 285 7.1.2.10.3 0
nameConstraints 5 (MAY) *1 28%7.1.2.10.8
Signed Certificate Timestamp (SCT) & B/ (MAY) N 2RE 7121136

B

R E IR TR L A% (NOT RECOMMENDED) - S£RHET7.1.2.115H



7.1.2.7 BB ({ABR28) (Subscriber (Server)) &HEZI4E

i sHEA
tbsCertificate
version f& (MUST) #v3(2)
serialNumber FE (MUST) Z—EFEEE8E » HEAR 0 B/t 2% » BHAZED 64 Bl

TCFESR B CSPRNG ZEiH o

signature 2RET7.13.28
issuer f& (MUST) EEZFER:EHNE (Issuing CA) Z subject HIZ(UTT4ET 28R ©

SRET7.1416

validity
notBefore BB R R PR MR ETEA 48 N Z(E -
notAfter BRE6.3.2H

subject 2R5%E7.1.27.16

subjectPublickKeyInfo 285 7.13.16

issuerUniqueID 18 (MUST NOT) 7%

subjectUniqueID 1§ (MUSTNOT) =i£

extensions 285 7.1.2.7.6 81
signatureAlgorithm UEREB 2 [EFE (MUST) i tbscertificate.signature FEITTAETEEHEME
signature

7.1.2.7.1 FF&:E (Subscriber Certificate) E5!

AR IVERR Y A E - BUBEURFTE S TREEM (Subject Information) SETIARTRE - £48
RURSESIIRFAMERRGE - BEZIEGISN : ATHIRZ subject RATBMML « BEMUNEREFZE > UKk
certificatePolicies ERMEAUZ AR °

$aRY A

49138555 (Domain Validated > DV) 2RE 7112728
EABER (Individual Validated > 1V) S2HE 112736
4A%E8:85 (Organization Validated > OV) B2RET1.12746

E(REEEERY (Extended Validation » EV) SRET7.1.2758



AR WARBERARREMESZERENEFARE » EFFEERREES D (WEaTER. 5 IP i)
HRMHAEEIREFAR

7.1.2.7.2 #EER:EEY (DV) AREEDIE
ERPREREEREEEEE! (Domain Validated) 7&:%5 > fE (MUST) & T354E

1Rz L34
subject 28F%K

certificatePolicies & (MUST) 7F7E o FE (MUST) (£ policyldentifier B &SR A AHEERARHE
2.23.140.1.2.1° BRFE 7.1.2.79H o

PRA HthiEse L BRET.1276H

FRA subject 5TBE (MUST) &3 7.1.4 BifREZ B TVARAS o

TR AttributeTypeAndvalue Z type IR AEFEABY AttributeType » WUREIEZ value LI 2 FFIES
AR o

AttributeType EBIERTE  HEH B8 RE

countryName 5 (MAY) B3 BERANE 2 BRI & 1SO 3166-1 EZX %3223
T‘EE °

commonName RiEzZE (NOT EEFEE > FE (MUST) 881K 7.1.4.3 iR

RECOMMENDED) TE > BYB subjectAltName EFMEALZ(E ©

EAEMMEE 1§ (MUST NOT)

MBI ERSERUREE Z subject B

7.1.2.7.3 EAERERE (v) BREHELE
ERPEBEMNMEANESER (Individual Validated) &% > FE (MUST) A& T5EI4E

1R R
subject 2HETR

certificatePolicies & (MUST) 7Z7E£ - 8 (MUST) f{£FH policyIdentifier B &R /&R EBERA RS
2.23.140.1.2.3° BRFE 7.1.2.79Hi o

FRra EfthiRse il BRET1276E

FRA subject BfBE (MUST) &3 7.1.4 BiRE 2 5 TUMRES ©



T&RYIH AttributeTypeAndValue 2z type WAL AEFEERR AttributeType ? U EZ value L AEFIES
MRS o



AttributeType BitaiE

countryName

stateOrProvinceName

localityName

postalCode

streetAddress

organizationName

surname

givenName

organizationalUnitName

commonName

F& (MUST)

f& (MUST) 1§ (MAY)

f& (MUST) 1§ (MAY)

gz (NOT
RECOMMENDED)

&= (NOT
RECOMMENDED)

Rz (NOT
RECOMMENDED)

F& (MUST)
F& (MUST)
18 (MUSTNOT)

T (NOT
RECOMMENDED)

B3 RRRAN 2 EIRMIMF & 1SO
3166-1 B - BHZERKKELE
2V 1SO 3166-1 BEZRLHS » CA &

(MUST) #57% I1SO 3166-1 A&
REBAHE xx > URMHE R D ECLE
I{ 1SO 3166-1 EF S o

= localityName RIFTE > MEARGIFE
(MUST) 7#7£ ; BRI > IEWAIS
(MAY) 7F7E - BF1E » &
(MUST) B2 ERZMHEE

& e

& stateOrProvinceName RTETE » It
WA (MUST) 777 ; SR It
Wafg (MAY) 7F7L - &F7E 0 [E

(MUST) BEXREzHHEE
&l e

EFE B (MUST) B83F8E2
MIEEIRE ©

EfFE 0 & (MUST) B3R
HEMIEN - 5 (MAY) B82%
(R

E1FE > FE (MUST) B5ERE2
2R HEERIE EHIRRTE
(DBA/tradename) o CA 15
(MAY) ZLRUEZHERES
BB HAZEN » fliNERZz&
BHMEE » Fitle’ CAZAUEAEX
et HERRMERZERAE
MARZER - EERRZLTBER
ELBMEES > HELE B
ZZFBE (SHALL) BE5ERT > B
BLUESRM L B2 TS o

FREZHEK

FhRZAF

BET 0 E (MUST) 88%KE
7.1.4.3 EifRE » BXE
subjectAltName BERBAZE -

BEEAE

55 3.2.3 6

% 3.2.36

% 3.2.3 60

55 3.23H

55 3.2.3 6

55 3.23H

55 3.2.3H

55 3.2.3



AttributeType BitaiE HENE BB RE

EEMMEE Fis& (NOT - BRET1A44E
RECOMMENDED)

BENER R EVREE Z subject B4
ESh > subject BERIE (MUSTNOT) E&E M.~ T-) KREK (space) FSHMIRR > K& SEFRHEM
RTZBHERERE FRBEAARNEBRAZASR °

7.1.2.7.4 #H%EEEE (OV) AR&REDIE
EREREBINEMERERE (Organization Validated) &:E > FE (MUST) FF& T84 :

ki R
subject 28T

certificatePolicies fE (MUST) 7Z7E o FE (MUST) f£FH policyldentifier B &R /RHBERHTINE
2.23.140.1.2.2° B2RE 712798 ¢

FRA H AR se L BRET1276H

FRA subject FBIE (MUST) &3 7.1.4 EiRE 2 HUMRES ©

T&RYIH AttributeTypeAndValue 2z type WAL AEFEERRY AttributeType ? l}(&ﬁﬁﬁz value VI R EFIET
MRS °



AttributeType BitaiE

BEMY

BEEAE

domainComponent

countryName

stateOrProvinceName

localityName

postalCode

streetAddress

B (MAY)

F& (MUST)

F& (MUST) 1§ (MAY)

f& (MUST) /13 (MAY)

&= (NOT
RECOMMENDED)

Rz (NOT
RECOMMENDED)

EFE 0 EGIE (MUST) 83
Mt tE 2 —(EREIRE
(Domain Label) ° 4815t FBHY
FRE4ISIRERE (MUST) UE—
BRFZF5R T domainComponent
HRALR o AFIZEE (MUST) #
HRE DNS 7€ Z 43I FBAR BR 1540
(on-wire) TR ZIEFARES
EERIZAIR (root) EIELZ 4BIIE
BRITHE -5 (MAY) B2%1E

domainComponent B4 -

BT BERAN 2 IR F & 1SO
3166-1 B - HZEKKELE
0 1SO 3166-1 BEZR1HE » CA &

(MUST) #57% I1SO 3166-1 A&
RS xx » URME KR A ECLE
z{ 1SO 3166-1 EFHE

& localityName FNFETE » UEHEMIFE
(MUST) 7Z7% ; B8 > RIS
(MAY) FE - BEEFE
(MUST) B3 ER2ZMNEEE

o

& stateOrProvinceName AETE ° IIE
WEOIFE (MUST) 7278 ; [ 0 Itk
WS (MAY) EE-BEEE

(MUST) BFRzEmitEes
e

EFE 0 B (MUST) B2E82
IEEIREN ©

EFE E (MUST) 83882
EMIER - 7 (MAY) 23%
((EEt bl

el

E 328

32218

5322160

% 3.22.16

% 3.2216

$3.22.18



AttributeType BitaiE ERsB Ak

organizationName F& (MUST) FREZBBR NEFELE EE 5 3.2.2.28

%7 (DBA/tradename) o CA{S

(MAY) 7ZFLtRIEZRERES
BEALAZENR > fIINERZE
B4R » AifRE CAZEUEEX
B HERRFMERAZERAE
MARBZHER 5 BIE | EEHEER
&% TCompany Name
Incorporated) » CA1§ (MAY) f
A TCompany Name Inc.1 3%

FCompany Name] c EF882 %
BEAMELBRENLES > XS
8, mEiRiERE (SHALL) 57
Al > HEBLUESRM EERE%TE o

surname A1F (MUSTNOT)
givenName 18 (MUST NOT)

organizationalUnitName A15 (MUST NOT)

commonName AEzE (NOT E1Z1E > FE (MUST) 8815
RECOMMENDED) 7.1.4.3 EiR%E > BXB

subjectAltName BERBAIZE -

EAE AN &= (NOT - BRET1448
RECOMMENDED)

ARAERFE B REE Z subject B

HESh > subject BMERIS (MUSTNOT) 8BS M~ 1) RER (space) FSHMUME > K SEAIHAM
RTZBREEFEE  FRBAFCERZASR -

7.1.2.7.5 EHREEER (EV) AREERE

ERPEREBNIEMREREE (Extended Validation) &8 > FE (MUST) BREERBMIRAZ (EMEHRER:E
BURE  SEBAEIEIS5]) (the Guidelines for the Issuance and Management of Extended Validation
Certificates) FRfRERV/RFERIE o

tesh - #& (MUST) & THIE4E :



L 23K
subject 2R (EREERRECREMRERIES) $7.1.428

certificatePolicies fE (MUST) 7Z7£ o FE (MUST) f{£FH policyldentifier B &R /&HBERHTINE
2.23.140.1.1° 2R 7.1.2.79 60

FRA H AR Fe L BRE7.1.2.7.6 Bk (EEEEERE BB RAEIERIES)

HESh > subject BMEARIS (MUSTNOT) E&F 1~ T-1 RERK (space) FEMUM > K SEAIHEM
RTLBIEEREFE - FBANEAZAR -

7.1.2.7.6 FAF/R:E (Subscriber Certificate) Z3iEFEHE{iI

R FT R HEMY FAgEtE EREA
authorityInformationAccess F& (MUST) N 2RET.1271.7EH
authorityKeyIdentifier F& (MUST) N 2857121116
certificatePolicies F& (MUST) N S2RE7.1.2796
extKeyUsage F& (MUST) N 2R57.1.27.10H
subjectAltName & (MUST) * 285 7.1.2.7.1260
nameConstraints A1 (MUSTNOT) - -
keyUsage H (SHOULD) Y 2R 7127116
basicConstraints % (MAY) Y B2RE 712786
crlDistributionPoints * N 2857121128
Signed Certificate Timestamp (SCT) & 7 (MAY) N 2R5% 7121138
&
subjectKeyIdentifier A% (NOT RECOMMENDED) N 285712114
EREESHIUE ST R#:% (NOT RECOMMENDED) - 2R57.1211.5H
AR

e subjectAltName TN BB EIZCARE (Critical) » BURIYESE subject BAILZAR » ¥R E
7.1.2.7.12%f 0

e CRL Distribution Points (CRL ##52h) EFZWMUSTEET » BURI : (1) RERTES
accessMethod % id-ad-ocsp Z Authority Information Access (AIA) #BFEMEI > UKk (2) ‘BEZE
WER > SERE 7.1.2.11.268 -



7.1.2.7.7 FFRZ&# (Subscriber Certificate) ZE:FEEENFE (Authority
Information Access)
AuthorityInfoAccessSyntax fE (MUST) B2 —{EDZ%1E AccessDescription © @ AccessDescription f&

(MUST) EBE TR ZAEF accessMethod » BE{E accessLocation fE (MUST) &RIEAIEEZ
GeneralName 847l o

F 3% accessMethod FEFIETE 21 AccessDescription ? AuthorityInfoAccessSyntax 1§ (MAY) B2 %EAEE

#8IE] accessMethod BY AccessDescription ° EFEZERBMERE accessMethod Y AccessDescription o &

accessLocation fE (MUST) EA4H[E > B AccessDescription fE (MUST) X% accessMethod ZiB5CIE

5% » EhEBERESEIENL accessLocation B AccessDescription FEHEFIMENL c TR ERIER Z i
BT BN BEBRE accessMethod B Accessbescription * RAEEBFEK

accessMethod accesslLocation
id-ad-ocsp (OID : uniformResourceIdentifier 1§ (MAY) * (FEEREE) RS
1.3.6.1.5.5.7.48.1) (Issuing CA) B9
OCSP [B]fE(EIAR 23
HTTP URL ©
id-ad-caIssuers uniformResourceIdentifier & (SHOULD) * (EEE=E) B RERHMEREER
(OID : HTTP URL o

1.3.6.1.5.5.7.48.2)

FRIEME - X1E (MUST - RISERHEM
NOT) accessMethod °©

7.1.2.7.8 FAF&:E (Subscriber Certificate) ZEZAS[R4$I (Basic Constraints)

L B
cA F& (MUST) # FALSE

pathLenConstraint 18 (MUSTNOT) =i&£

7.1.2.7.9 FAFR&RE (Subscriber Certificate) Z/&:5[EH (Certificate Policies)
E171E 0 /BBERERI (Certificate Policies) IEFTMEAIE (MUST) B8 ZE/D—1{@E pPolicyInformation o &{E
PolicyInformation fE (MUST) & 5S4 :



L VEMN AE

policyIdentifier & (MUST) THBERH RSz — !

RBBEBERHANEE B (MUST) BUSEAAREER (2RE 7.1.2.7.15) BHREZRSE

REEBCRHAINE (2RET7.1.6.1H) °
anyPolicy A48 (MUST NOT) anyPolicy BUERRIIEARTE (MUST NOT) E7E ©
R E fthz8 5 5% 7 (MAY) BET 0 E (MUST) H CAEZ » WEPARE/RBEUR
(CP) K/ S EREEHSIEEEE (CPS) H o
policyQualifiers RiEzZE (NOT EEFE 0 FE (MUST) EE83TRAAZAF
RECOMMENDED) policyQualifiers ©

AHl#@#E= (RECOMMENDED) /&:ERBIRFTHRAIFZHE—E PolicyInformation {[EEZ R E /BEERM
RIS (BRFE 7.1.6.181) 3o i policyInformation EZIBFAM » BEFRABERMUE (MUST) BF
R — (AR B REBERBAS o

Qualifier ID WEMY BWORE AS
id-qt-cps B (MAY) IAsstring  FRER/REEHEME (Issuing CA) Z/R:BEBER (CP) ~ ‘RBBHE
(OID : EE#E (CPS) ~ E/REBEEWZE (Relying Party
1.3.6.1.5.5.7.2.1) Agreement) > SEMBAEREMBIRENE EBERERZ
HTTP 3 HTTPS URL o
R E M 48 (MUST
qualifier NOT)

REFZ policyQualifiers

7.1.2.7.10 FAF/R:E (Subscriber Certificate) ZiEFEEEFEMAS% (Extended Key



Usage)

£i8EMABEM (Key Purpose)

F& (MUST)

id-kp-serverAuth 1.3.6.1.5.5.7.3.1

id-kp-clientAuth 1.3.6.1.5.5.7.3.2 5 (MAY)
id-kp-codeSigning 1.3.6.1.5.5.7.3.3 A% (MUST NOT)
id-kp-emailProtection 1.3.6.1.5.5.7.3.4 48 (MUST NOT)
id-kp-timeStamping 1.3.6.1.5.5.7.3.8 A8 (MUST NOT)
id-kp-0CSPSigning 1.3.6.1.5.5.7.3.9 A48 (MUST NOT)
anyExtendedKeyUsage 2.5.29.37.0 A48 (MUST NOT)

1.3.6.1.4.1.11129.2.4.4 A48 (MUST NOT)

EREME - A% (NOT RECOMMENDED)

7.1.2.7.11 FF&:%E (Subscriber Certificate) Z/E:E&BAR (Key Usage)
OB 2 RESBARRNIE » 18/R5Z subjectPublickeyInfo M AUMAIIZA RSA ARS8 ECC ARLHE
ME o CAFE (MUST) MREFEERARZIZENSBELMAEM AR

HEEWAR (Key Usage) AIERE

digitalSignature Y H (SHOULD)

nonRepudiation N —

keyEncipherment Y 5 (MAY)

dataEncipherment Y A% (NOT RECOMMENDED)
keyAgreement N —

keyCertSign N —

cRLSign N —

encipheroOnly N —

decipheroOnly N —

RSA AMZRZ REZHRAR



AR I RSA AFEIEE (MUST) SREEV—EREEMAR o FRARMENBE W TLS1.3) R&EEM
BEME > RIE digitalsignature IER(ITAXE (REQUIRED) IEEH ; EAARLEMBEHK » /HTX
BREFMNHBE W TLS1.2) » 5§ (MAY) R keyEncipherment HERZ(UTT c FBF1E (MAY) ZERFEEHE
PRRE - URMELLAEER R ERSRINERE > FLt CAF (MAY) ZFHIERTE keyEncipherment FEARAITTZ
FIRE - HZHARMS » 8]E digitalsignature IER(IITE RS ; EAPRFEZUMERIEREAZRFRERAR
ZEEZENNZEN » TEEER—&EPERRE digitalSignature B keyEncipherment FEAZ{IJT » 1B
% (NOT RECOMMENDED) #FIEF L © dataEncipherment BRI T HAIN A RE » BFRER
(NOT RECOMMENDED) =REZIERNTT » EBNRTEERA (Pending Prohibition) EE
(https://github.com/cabforum/servercert/issues/384) °

BEEBAR (Key Usage) AIERE

digitalSignature Y f& (MUST)

nonRepudiation N —

keyEncipherment N —

dataEncipherment N —

keyAgreement Y F#:% (NOT RECOMMENDED)
keyCertSign N —

cRLSign N —

encipheronly N —

decipherOnly N —

ECC AR Z/RREIRAR
AE  keyagreement TEIZITTE AN AFFERE » BEAREE (NOT RECOMMENDED) &7 sZHEZEITT »

HEBRFESEEZRE (Pending Prohibition) IEE (https://github.com/cabforum/servercert/issues/384) o

7.1.2.7.12 FF&:E (Subscriber Certificate) ZFi254% (Subject Alternative Name)

BE&REZE8BAI% (Subject Alternative Name) FE (MUST) %7 > BfE (MUST) E2ZE/)—E
dNSName Y, iPAddress GeneralName © BRI B RE ZIBUKREEFEX » ¥R T

HBEZ subject INIAZEREY) (empty SEQUENCE) » ZIEFEIEAIME (MUST) 1Z:2ARAE (critical) »
9N RFC 5280 58 4.2.1.6 & FAFARE © BAI » ABEFHEAMAS (MUST NOT) 1Z:24RAE (critical) ©


https://github.com/cabforum/servercert/issues/384
https://github.com/cabforum/servercert/issues/384
https://datatracker.ietf.org/doc/html/rfc5280#section-4.2.1.6

GeneralName 34 FEEEEY ER:B R

otherName N -
rfc822Name N -
dNSName Y ZIEEFE (MUST) 825 CABMKE 3.2.2.4 HiERE 2 T2V H8ig %
78 (FQDN) siER#48iEi&#E (Wildcard Domain Name) o & 431
&iBRE (MUST) K 3.2.2.6 EiEEITERSE » USRI SsZEIZRE o
ZIEBAE (MUST NOT) B8R84 (Internal Name) ° B
2026-03-15 € > ZIEEAF%S (MUSTNOT) 85U IP itk A&l
%% (IP Address Reverse Zone Suffix) 4R 24815718 - ZIEBFR
BZREVEHEATE (FQDN) » SiER4i%%E 2 FQDN 249 » &
(MUST) 522 H P-Labels 3¢ JEf+% LDH £ (Non-Reserved LDH
Labels) #BAY > WL U+002E FULL STOP (r.)) FiotAEERE - K&K
HArRAEER 4TI 2B R4t (DNS) R&iE (rootzone) ZEREMBIFHIZ
# (zero-length Domain Label) 4§ (MUST NOT) B&iHH
(BIn > Texample.comy F& (MUST) #REE% lexample.comy > [
4% (MUST NOT) #Ri%5% Texample.com.)) °
x400Address N -
directoryName N -
ediPartyName N -
uniformResourcelIdentifier N =
iPAddress Y ZIEEFE (MUST) B8 CABERE 3.2 2.5 MREZHE » MR
RSB EESRER IPv4 5 IPv6 fiilt - ZIEE A5
(MUST NOT) B5R8 IP fiiiit (Reserved IP Address) ©
registeredID N -

subjectAltName BB Z GeneralName ZFBEEE!

AR 1E4 RFC 5280 ZBAMERISN » P-Labels AIARTFE IDNA 2003 c XX AFFEZRRAFE IDNA 2003 2
P-Labels » LAZIEEIE IDNA 22 2 2 » BIEZIREHTAREASZ Unicode Fo&EE (character
repertoire) o

7.1.2.8 OCSP [EIfE(AlAR23 (OCSP Responder) &:&2l4E

LR (Issuing CA) REEZE OCSP [OlfE » 1§ (MAY) f#F RFC6960 5 4.2.2 2 Hi FAERZ
OCSP 1 [EIfERARES (OCSP Authorized Responder) o s%[CIFE(EIARAAVES 35 /ReE14ME (Issuing CA of
the Responder) f& (MUST) H[CIfE(EIRRESFAIEIAAY OCSP BIFEZ RBRVSEE/REIIE (Issuing CA) 48
A o


https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc6960#section-4.2.2.2

L SEA

tbsCertificate

version F& (MUST) % v3(2)

serialNumber FE (MUST) B—EJEEEZ8E » HEAR 0 Bt 2'° > BHAZE/D 64 B
TCHEZRE CSPRNG Z#ith o

signature BR¥ET1328

issuer FE (MUST) HEZE25/R:514#8 (Issuing CA) Z subject BIZENITAETT 2R ©
BRET.141H

validity 2H57.1.28.1H

subject £85%7.1.2102H

subjectPublicKeyInfo 2% 7.1.3.16

issuerUniqueID 18 (MUSTNOT) ##7E

subjectUniqueID &8 (MUSTNOT) =&

extensions 2H%57.1.2828
signatureAlgorithm IREEB 2 (EFE (MUST) £ tbscertificate.signature EAITCAETEEER]
signature

7.1.2.8.1 OCSP [EIfEfAIARES (OCSP Responder) ZH*4HA

i L ®/IME RAE
notBefore SERRMEI 1 H a—1:Sdih|

notAfter SR ks



7.1.2.8.2 OCSP [EIfE(GARES (OCSP Responder) ZiEFEiH(IL

TR W FAgEtE EREA
authorityKeyIdentifier F& (MUST) N 2R%E 7.1.211.16
extKeyUsage F& (MUST) - 2R5$E7.1.285H
id-pkix-ocsp-nocheck f& (MUST) N 28571286
keyUsage F& (MUST) Y 2R5 712878
basicConstraints 5 (MAY) Y 28571284
nameConstraints 1§ (MUSTNOT) - -

subjectAltName 18 (MUST NOT) - -
subjectKeyIdentifier ® (SHOULD) N 285 7.1.2.11.4H
authorityInformationAccess A#:% (NOT RECOMMENDED) N 2R%E 7.1.2.838
certificatePolicies A= (SHOULD NOT) N 2R%7.1.2.88H
crlDistributionPoints A48 (MUST NOT) N 2R5 7121128
Signed Certificate Timestamp (SCT) & 7 (MAY) N 2857121135
&

A E A ETERL F###% (NOT RECOMMENDED) - 2RE 7121158

7.1.2.8.3 OCSP [O]fE(EIRR2S (OCSP Responder) Z/E:F#EEN7FE (Authority
Information Access)

#1 OCSP EIFERIARES /&S » AIEFTEAIAEE (NOT RECOMMENDED) {£H > EfS#8/&:E#%& (Relying
Party) FEEEBHEEN © (FRRREEBEISHE/REEE (ssuing CA) Z/&:E » HrEEREZEIER
AR28/&:5 > RULEEIRM id-ad-calssuers o AU > Y OCSP [ElfEfRIARES /REEZBE S id-pkix-ocsp-
nocheck BT » [SFR/REEBEA LT ULEE OCSP [BIFE » FETREFERM id-ad-ocsp ©

E1FTE » AuthorityInfoAccessSyntax fE (MUST) B & —{EmZ1E AccessDescription © S1E
AccessDescription FE (MUST) EEETRATIZAEF accessMethod * BEE AuthorityInfoAccessSyntax
f& (MUST) B3R BEERDN AccessDescription ©



accessMethod accesslLocation

id-ad-ocsp (OID : uniformResourceldentifier AEEEE * (EREE) EIEREHME (ssuing
1.3.6.1.5.5.7.48.1) (NOT CA) HY OCSP [ClfEfRlARES
RECOMME HTTP URL °
NDED)
EEEME - = - TSR EM
(MUST accessMethod ©
NOT)

7.1.2.8.4 OCSP [E]fE(EBRES (OCSP Responder) ZEZA[R$I (Basic Constraints)
OCSP [ElfEfRIARAS/REBERIF (MUST NOT) % CAREE o BHE/RBHME (issuing CA) BUTIIMEANZ
—REAZREEIE CAJREE | FEE basicConstraints BT °» HE =1 A FMEERA FALSE BY
basicConstraints HEFEIREL ©

L B
cA F& (MUST) # FALSE

pathLenConstraint &1 (MUST NOT) =&

FE &k DER ¥ OPTIONAL #8117+ DEFAULT (EZ4RHIEFREY > #% cA FA(EER % FALSE BY basicConstraints
PEFTAENL > H extnvalue OCTET STRING RNERFE (MUST) FEIA+/NEMULRIEZ 11704 3000 > BIZE ASN.1
SEQUENCE {EZ ARFEFRT ©

7.1.2.8.5 OCSP [CIfE(EAR2S (OCSP Responder) ZiER£i&EAAE (Extended Key
Usage)

£i8EMABEM (Key Purpose) oID 1w
id-kp-0CSPSigning 1.3.6.1.5.5.7.3.9 F& (MUST)
FEME - 18 (MUST NOT)

7.1.2.8.6 OCSP [OlfEfAlfR2§ (OCSP Responder) Z id-pkix-ocsp-nocheck
REEIYE (CA) FE (MUST) 72 OCSP [ClfEfRIAR2S/E:E P E S id-pkix-ocsp-nocheck IEFTAEAL (OID :
1.3.6.1.5.5.7.48.1.5) °

ZHEFARNLZ extnvalue OCTET STRING AAFE (MUST) REYIA+/NENI4RIE Z(I7T4H 0500 > BJ ASN.1 nULL
BEZHHIBERT > W RFC 6960 5 4.2.2.2.1 &1 AT ©


https://datatracker.ietf.org/doc/html/rfc6960#section-4.2.2.2.1

7.1.2.8.7 OCSP [OlfEfAlAR2S (OCSP Responder) Z&EE&iEAE (Key Usage)

BEEEIMAR (Key Usage)

digitalSignature Y Y
nonRepudiation N —
keyEncipherment N —
dataEncipherment N —
keyAgreement N —
keyCertSign N —
cRLSign N —
encipherOnly N —
decipherOnly N —

7.1.2.8.8 OCSP [EIfEfRIARES (OCSP Responder) Z/&:HEAI (Certificate Policies)
E171E ° /BSBRBI (Certificate Policies) #EFAELE (MUST) 2 ZE/D—1@ pPolicyInformation ° @

PolicyInformation fE (MUST) fF& F5IZI4E :

L wEM e

policyIdentifier F& (MUST) Ty SRRz — -
RBBREEERAAE  &EE (NOT
RECOMMENDED)
anyPolicy REzE (NOT
RECOMMENDED)
R E fthz8 5 5% e (NOT G1FE ) & (MUST) H CAEZR » WEBANE/REBEER
RECOMMENDED) (CP) K/ S/REBFHIEFEEE (CPS) H e
policyQualifiers gz (NOT B1FZ1E ) B (MUST) 88 TFRAAIZAF

RECOMMENDED) policyQualifiers ©



Qualifier ID WEMY BB AR

id-qt-cps B (MAY) IAsstring  ZEEEREEMEME (Issuing CA) Z/BEHER (CP) ~ ‘REBEBHE
(OID : EHEE (CPS) ~ 58/R:EEWZE (Relying Party
1.3.6.1.5.5.7.2.1) Agreement) > SE S EREBIEBIRMENAR EBERERZ
HTTP 3¢ HTTPS URL ©
R EAM 48 (MUST - -
qualifier NOT)

REFZ policyQualifiers

AR L ARERBETE A AN RERENER AR - HRERARENER > BJAEEH OCSP EIfE
EIARESBE EIA BB - EMIER OCSP EIFEER - B2 anypolicy BUERHBIISRIFRELL R > EEIEM
AP imERIEREME > WA REEM R B EERRE -

7.1.2.9 FEZER:E (Precertificate) Z4E

FEZRE (Precertificate) Z—EBRKBE 2 BRI > W RFC 6962 FTEZ » AR E/REEHE
(Certificate Transparency) sCERZR4R o FERRHBELEE LEABRUEEMER > HH extensions P ER

—A5T Z RSN poison #BFEHENL > H 0ID % 1.3.6.1.4.1.11129.2.4.3 o ILIBFEAENI AT FE(REME RFC 5280

ZAPBAEREREREETABNES - KEEZAFRENGEE » IAAEEEERUREINFEZSE

1% AZEERR CA U SRR IEBHHABNRNZEE o

FEERBEN CAREERRE 2% BEEREEZANERZAIEIL c CATE (MAY) BEEIEESEZ

BRUREEHEZTERE RS - IR EREEPERRAM - CATE (MAY) FHMEEZEEE/RERME
Bis2 (Signed Certificate Timestamps » SCT) » REEZANRE ZBIECUREE Z extensions &L > i
e 7.1.2.11.3 BiFTE R B RAERMBBFI AT ZERE/RERMBE (SCT) BE -

RSB —EEE » EHEEREARERS CAHESURNRANEE Z EBFMMHNEBANRIZK
i AEBRNE » fARRRANEEERFT - ANRERTHERR/RERLE » 2MKIFLE RFC 6962 5
3.2 B PRE R ZMIZEHABRY tbsCertificate ABREHIE ©

B EHIR R BIA TR RGN > FRARTZEIA - CAFIS (MUST NOT) ZHETRRHRE » [RIFEER
BENEHEANEE > BEmARSERUZEHBANUERSE - M - CAFRIS (MUSTNOT) =HBTAHR
72 0 FEEHEARURERREL (BAEX) RE » Ein CARSEEZRHBAESE -

TR RE D EEMBEERIME (ssuing CA) 23 ; BTRFBREREN 2026-03-15 2RI » JFaIHE
7.1.2.4 BFTEEMZ MR 2 AR BEREREWE (Signing CA) B - ERERECHERERR
BB » BIFRTERIREE poison BAMMMEZEEREREBCAFE (SCTIEE) \Mas > &
BREE 2 issuer Lk authorityKeyIdentifier EREAU (BEE) TUEBERUEEARR > WA o


https://datatracker.ietf.org/doc/html/rfc6962
https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc6962#section-3.2
https://datatracker.ietf.org/doc/html/rfc6962#section-3.2

L

tbsCertificate
version
serialNumber
signature
issuer
validity
subject

subjectPublicKeyInfo

issuerUniquelID

subjectUniqueID

extensions
signatureAlgorithm

signature

SEA

MRIERZERE (MUST) BEARUREZ version AIZATAETEMEE
MRiBBZERE (MUST) BEARUREZ serialumber HAIZAITAATT 2
MmiBRZERE (MUST) BARUREZ signature IZNITTHTTEIEF
RIS ZERE (MUST) BAEXREZ issuer BURTATEER
MRISRZ(EE (MUST) BEARUREZ validity BAIZAITTAETEEE
MmIERZERE (MUST) EARUREZ subject MAIZTTETTEMEE

EIER ZEE (MUST) HEBMEEEZ subjectPublickeyInfo RN TTAETE R
i

MRiBBZERE (MUST) BEARURSEZ issuerUniqueId WABZAITTATRMERE » &
BRURRERRILRAL - BITFF AR o

wISBZERE (MUST) EARUREZ subjectuniqueId AR TAETTRAEE »
ERBRE ARSI > BI7TRFIUEE o

2R%7.1.2.9.160

HIE%B ZEE (MUST) £ tbsCertificate.signature EIrtiETE2AEE

TEEREHZIRERE (Issuing CA) EIEERE



L SEA

tbsCertificate
version imiGBZERE (MUST) BBRUREZ version MAIZITTAATE2MER
serialNumber imhER 2B (MUST) EABUREZ serialNunber HABENITTAETE2AEE
signature IREERZERE (MUST) BARUREZ signature ADEMITTAESE2EE]
issuer ISR Z(ERE (MUST) HEFEZRERSREWEREZ subject IMAIR(ITTAATT
21
validity mISBZERE (MUST) BARUEREZ validity R AITTAHETEZER
subject MRS BZERE (MUST) EARUREZ subject MAIZAITTATT2MEH
subjectPublickeyInfo  #REISEZEME (MUST) BEEXUEEZ subjectPublickeyInfo IZE (I cAHT 2
&
issuerUniqueID IRIER ZEFE (MUST) BEANREZ issuerUniqueld HNIERMITTAATEERE » B
BRUREEBRULRAL > BITFFAEEE o
subjectUniqueID RIEBZERE (MUST) SHEAMEFEZ subjectuniqueId B ITAASTT 2R »
ERRURE BRI > BITRFLAEEE o
extensions 285 7.1.29.28
signatureAlgorithm UEIEB 2 {EFE (MUST) B tbsCertificate.signature EITCAHTE 24
signature

TSR HMTESRREEEREEE (Precertificate Signing CA) REZ/RFEMME (Issuing CA) ZHEE

AR AFEEKRTEFERIFEZ serialNumber RAIEIEHEERUREZ serialNumber H{ISERAERE © RFC
5280 % 4.1.2.2 & ERBRFEZ serialNumber HEEM—M o MAXHEME » ERREFERIFARHZZ RFC
EXRMFEz NEF > AWLFEBREARUERERBMHEEZ serialunber © AT » FRIEMIETAZ /R L &R
Bl—BREE » TRIREHEBMERZ serialNumber » EA LB RRFEEMERBHEE serialNumber Z
HHEARURE ©

7.1.2.9.1 TEER:E (Precertificate) S4B ZIEFTTH(I—EHIZZERE (Directly Issued)
ELETRAERRE CA BRSE 2 TERRGE > MABEARERSE 7.1.24 iMERZ AR /RERERE
148 (Precertificate Signing CA) R:EFMES 3 TAS/REE


https://datatracker.ietf.org/doc/html/rfc5280#section-4.1.2.2
https://datatracker.ietf.org/doc/html/rfc5280#section-4.1.2.2

fRFTARA VEM RRSEME SR

Precertificate Poison (OID : F& (MUST) Y 285712938
1.3.6.1.4.1.11129.2.4.3)

Signed Certificate =2 (MUST -
Timestamp (SCT) BE NOT)
R E R TR * * FREEMIBTRBALZIER « RN RFEHEZERE
(MUST) BABEMEREEZ extensions XL ToAR
FE2MEE o

AR AEEREFZTS | BBETESERE DR Precertificate Poison YEFEHENL » I B A XRETHER Signed
Certificate Timestamp (SCT) BEETHAL > BIFEZ/REEZ extensions BAUIABHAERURE
extensions AR (MUST) ZEficiHE2ER -

7.1.2.9.2 FEZEREE (Precertificate) HIEZIEFTIR — FEEREREFIRIERL
(Precertificate CA Issued)

EEETBUERANERE 7.1.2.4 BT R Z AR /RERE/REHE (Precertificate Signing CA) &5&Fh

%ﬁZﬁ%?&\%ﬁ ° ﬁﬁéﬁt’ﬁﬁ%ﬁ%?@%ﬁ ’ gﬁ’j&'ﬁ.ﬁﬁtpﬁ?f authorityKeyIdentifier ? E'Jﬁ%?ﬁ%ﬁqﬂﬂ'ﬂ

authoritykeyIdentifier &k RFC 6962 55 3.2 £ Frii- FLUELR ©

EFTARAL HEN FAfEtE :REA
Precertificate Poison (OID : & (MUST) Y 2R%E7.12934

1.3.6.1.4.1.11129.2.4.3)

authorityKeyIdentifier * * 2R5%E 7.1.2948
Signed Certificate Timestamp 2 (MUST -
(SCT) BE NOT)
R E AR TR * * FrE HMIEREMLZIER ~ RN REREZ

BFE (MUST) BEAERURFEZ extensions M
ZIycA5E2E(E) ©

7.1.2.9.3 FE%/&:8 (Precertificate) Poison
JEZS/REEME (MUST) B13 Precertificate Poison #8748 (OID : 1.3.6.1.4.1.11129.2.4.3) °

ANHEFEMENLZ extnvalue OCTET STRING NAFE (MUST) FEYIA+/NEMARIE Z1I754E o500 > B ASN.1 NULL
BZ4RIERT > W RFC 6962 5 3.1 1 FARRE o


https://datatracker.ietf.org/doc/html/rfc6962#section-3.2
https://datatracker.ietf.org/doc/html/rfc6962#section-3.1

-

7.1.2.9.4 FAZEREE (Precertificate) ZIRHEE(IEI®AAIEE (Authority Key Identifier)

HNRTESRRERE/REHME (Precertificate Signing CA) FRE3 2 F8%5/R:E » authorityKeyIdentifier
BREMALZASE (MUST) FFEaTIHE—IBH :

1.HE (SHOULD) {RTFRZBEIERTE ;

2.1 (MAY) EFEHFERSEZ authorityKeyIdentifier IETRBNAUABRTZENLTLETEIER ©

L sSEA
keyIdentifier F& (MUST) 7%7E - f§ (MUST) BERRERS/RIEWEBREZ

subjectKeyIdentifier W ZAEE
authorityCertIssuer 1§ (MUSTNOT) =1i£

authorityCertSerialNumber 18 (MUSTNOT) #=&£

75 | RFC 6962 ity {eEaTass /REE MY authoritykeyIdentifier * FH B STES RE S E/RBHEN
author‘ityKeyIdentifier‘?Eﬁ*rﬁﬁfﬁfﬁ (BN M E R e & REN keyIdentifier‘) » REMEETE A P inERsEhF
BIEHEARUSSEER o & (BAEX) % (RECOMMENDED) HTEZR/RESEREMESEEZEEER
58 > H authoritykeyTIdentifier EFZER B /REMMZ authorityKeyIdentifier HEFTHAIFRY
keyIdentifier * MAMEIR/EEEPFIA /KEEZ subjectkeyIdentifier B authoritykeyIdentifier EHE—E

M o BEPA RFC 5280 Wi REBEEXRUIE—HM » BEEFETHFIREFSHESEHIITIE—RitEE »
MiRE LE AR R R /RS EREERE AL (Certificate Transparency Log) $ERE{FILIBIGEMESE
Ry Rz o

7.1.2.10 BEEHEIE (CA) BRI

AEIFHZE &8 (Certification Authority » CA) EREFIEFRIILEZ ETHAL o 28T > BEMLIRY
P CAREEIERHE - MBERFEZAT > CAFE (MUST) BABREINAS (BEZHUZAR)
Y3B1E5E 7.1.2 EiFREFAZ =D —E/RERIENFIEEXK -

7.1.2.10.1 FH:EHE (CA) HEZEREA

i L ®/IME BRAE
notBefore SERRMEI 1 H a—1:Sdih|
notAfter SR KRISTE

7.1.2.10.2 R:EHELE (CA) ‘B2 418IES) (Naming)
FAA subject AFBFE (MUST) KZE 7.1.4 B0 REZ H VRS ©


https://datatracker.ietf.org/doc/html/rfc6962
https://datatracker.ietf.org/doc/html/rfc5280

T&RYIH AttributeTypeAndValue 2z type WAL AEFEERR AttributeType ? U EZ value L AEFIES
MRS o



AttributeType BitaiE

BEEAE

countryName

stateOrProvinceName

localityName

postalCode

streetAddress

organizationName

organizationalUnitName

commonName

EEMMEE

N\

dim

(MAY)

N\

dim

(MAY)

B (MAY)

B (MAY)

FE (MUST)

5 7.1.2.1 BiFAERZIRREE
WERE - F 1125 6MEEZ
TLS TEB/EBEERE » IE
7.1.2.6 EiFFE R Z ZHAMAIR
2 TLS TE/RBHIERERE

(MUST NOT) S2ZLEEM -
Hthfg8 > CARERH

(SHOULD NOT) E&ItE
:l‘i o

F& (MUST)

Rz (NOT
RECOMMENDED)

7 CA BEFREMBEIRZ MF
ISO 3166-1 BAZ{LES ©

BT 0 A CAFREHZ Sk
HE -

EFE 0 & CAFRTEM Z BT
HWEHEH o

ETF1E 0 7 CAFRTEMth 2 ERIE
&IRE °

EFTE > = CAFRTEt 2 28
WHEF - 5 (MAY) B5%
(B bl

7 CA ZLTBE £ E

(DBA) ° CAfE (MAY) 7Lt
ez EEREAEEEY
AZEH > IR R 22885
#EE > Al CAZBUEEX
HaRHERKFIERZER
REMARZES  FIU0 - &
B Atk A 'Company
Name Incorporated] > CA 1§

(MAY) R Company
Name Inc.] 3% TCompany
Name] °

HANAHE (SHOULD) EA%
REBZHBIEN » URRZR
78 Name TER—EREFEE 2
FREREHAGHE—M

5 3.2.238

53.22.18

532218

532216

% 3.2216

553.2.2.2H

SRET7.1448



7.1.2.10.3 HRiEHEE (CA) JEZEEHIEENFE (Authority Information Access)
E1FTE ° AuthorityInfoAccessSyntax fE (MUST) B & —{EmZ1E AccessDescription © 1@
AccessDescription fE (MUST) {8 & TR Z2EF accessMethod * &1 accessLocation FE (MUST)
REISAIETE Z GeneralName BRI o

FE & accessMethod AEFIEE Z 1@ AccessDescription ? AuthorityInfoAccessSyntax 5 (MAY) B25%EER
#8[E] accessMethod BY AccessDescription © BIFEZEERAHEE accessMethod BY AccessDescription B » &
accessLocation fE (MUST) EA#H[E > BH& AccessDescription fE (MUST) X% accessMethod Z{B5CIE
%) » EhBEERSELIEL accessLocation BY AccessDescription FEHEFIRBEL o« ER SR ER Z Al
I’’TF » B EBERME accessMethod B AccessDescription * RATEEHBEFEK

accessMethod accesslLocation
id-ad-ocsp (OID : uniformResourceIdentifier 4§ (MAY) * (EREE) IR
1.3.6.1.5.5.7.48.1) (Issuing CA) B
OCSP [olf& alikes
HTTP URL ©
id-ad-caIssuers uniformResourceIdentifier 1§ (MAY) * (FEEE) IR BHEIREN
(OID : HTTP URL °

1.3.6.1.5.5.7.48.2)

FRIEME - 1B (MUST - RISEREM
NOT) accessMethod ©

7.1.2.10.4 ZH:EHE (CA) HEZEAIRF (Basic Constraints)

i Hid sREH
cA & (MUST) %% TRUE

pathLenConstraint = (MAY) =7£

7.1.2.10.5 R:EHE (CA) KRFEZ/EEREA (Certificate Policies)
H1F1E > /R:BIER) (Certificate Policies) #EFIFIE (MUST) B2 ZE/D—1{@ PolicyInformation o &E
PolicyInformation & (MUST) fF& FHIHI4E :



L VEM AR

policyIdentifier f& (MUST) SR BREWE (Issuing CA) MMRTAFEREBERIRS > B TERE
##8 (Subordinate CA) RERIMAEER » RIBRF/HBEEF (MAY)
B anypolicy BUEREAINE ; LR » RFBERAIBEFTRMUPRE (MUST)
{EEEI— PolicyInformation B °©

anyPolicy F& (MUST)

policyQualifiers AEsE (NOT E1FE1E > FE (MUST) BB S TRAFIZAEF policyQualifiers ©
RECOMMENDED
)

BECRIRS CERRREREZE CA)

iy WEME AE
policyIdentifier F& (MUST) YRS — -
REREBEAFE & (MUST) CAFE (MUST) B3E2F—ERBRIBECRHNE (BRE

7.1.6.1 ) » LUHERAERRFIERZ CA BB REES Y
IEERAPREER (BRET.1.27.16) ¢

anyPolicy & (MUST anyPolicy BURAEEARIEF (MUST NOT) #FE °
NOT)
R EL AR5 8 (MAY) EfFE 0 & (MUST) B CAESR » UHEANRERERR (CP)
R/ BRBEFIEERLE (CPS) H o
policyQualifiers RiEzZE (NOT EFE 0 FE (MUST) E83 TR ZAF
RECOMMENDED)  policyQualifiers ©
ZBERPR !

RERIRHFIEEZE (RECOMMENDED) /&:ERRIIREIFTHAIFZHE—{E PolicyInformation (HEZRER
BEERHANE (BRE 7.1.6.161) 2o i PolicyInformation EZIEF &M » BB RAIEITLIAE
(MUST) B2EE—ERB/E[EERHAHIE

FE L RAREIES R MRS FEE (NOT RECOMMENDED) B3 policyQualifiers » EZlE
B SEMEEA) B —REREEEIESEEE > BN ERAERAEMA I ES -

R policyQualifiers » BHETEMER PolicyInformation NI > FE (MUST) XTI INARHE :



Qualifier ID WEMY WOER AR

id-qt-cps B (MAY) 1AsString  EREEEEIEAE (Issuing CA) Z/R:EEEUR (CP) ~ ‘REEHE
(OID : EHEE (CPS) ~ 58/R:EEWZE (Relying Party
1.3.6.1.5.5.7.2.1) Agreement) > SEMA KRB BIRENG LBERERZ
HTTP 3¢ HTTPS URL ©
I EM 18 (MUST - -
qualifier NOT)

REFZ policyQualifiers

7.1.2.10.6 R:EHIE (CA) BEZIETEWERSZE (Extended Key Usage)

ZiREABM (Key Purpose)

id-kp-serverAuth 1.3.6.1.5.5.7.3.1 f& (MUST)
id-kp-clientAuth 1.3.6.1.5.5.7.3.2 B (MAY)
id-kp-codeSigning 1.3.6.1.5.5.7.3.3 1 (MUST NOT)
id-kp-emailProtection 1.3.6.1.5.5.7.3.4 A8 (MUST NOT)
id-kp-timeStamping 1.3.6.1.5.5.7.3.8 A8 (MUST NOT)
id-kp-0CSPSigning 1.3.6.1.5.5.7.3.9 A48 (MUST NOT)
anyExtendedKeyUsage 2.5.29.37.0 A8 (MUST NOT)
TR RERERE 1.3.6.1.4.1.11129.2.4.4 A3 (MUST NOT)

EAEMME - A% (NOT RECOMMENDED)



7.1.2.10.7 H:EHE (CA) BEZ/EREEEAR (Key Usage)

BEEEIMAR (Key Usage)

digitalSignature Y N2
nonRepudiation N —
keyEncipherment N —
dataEncipherment N —
keyAgreement N —
keyCertSign Y Y
cRLSign Y Y
encipherOnly N —
decipherOnly N —

7.1.2.10.8 REHE (CA) FEZHTEMRE (Name Constraints)

H1F7E > &BREI (Name Constraints) #BFEAEAIE (MUST) & TFIAN4RNE © 1E% RFC 5280 ZERFESH|
46 > AIEFMEAIE (SHOULD) 122 ARAE (critical) » BEEEFERTIELIBIRG 2 ERERERE
& 18 (MAY) #Z:2AIERE (non-critical) ©

1R B
permittedSubtrees
GeneralSubtree fT& permittedsubtrees A% GeneralSubtree Z BRME
base 2RTR
minimum &1 (MUST NOT) 7=&£
maximum F18 (MUSTNOT) =7
excludedSubtrees
GeneralSubtree T4 permittedsubtrees A% GeneralSubtree Z BRME
base 2RTR
minimum A1 (MUST NOT) 7=£
maximum A1 (MUST NOT) #=E

nameConstraints E:R%ﬁi


https://datatracker.ietf.org/doc/html/rfc5280

permittedSubtrees BY excludedSubtrees GeneralSubtree ase = HY GeneralName =>
TRIH ittedSub g, excludedSub R 1subtree Z base FIELEH IName E3K

permittedSubtrees

excludedSubtrees

FARE ©
GeneralName 4 FBEETY WEMN
dNSName 1% (MAY)
iPAddress 2 (MAY)
directoryName 2 (MAY)
rfc822Name Z:@%%
(NOT
RECOMMEN
DED)
otherName $@§§
(NOT
RECOMMEN
DED)
ERIEME ESEL S
(NOT
RECOMMEN
DED)

base I{IFFEL S Z GeneralName BEXRFRE

{E{d otherName » HIFEE ©

CAFE (MUST) FERHPFEEZMZ
dNsName > B E MBI R MARER
Rz MAITE - 2R5%E3.2246 -

CAFE (MUST) WsREREECE DX

iPAddress #3[E > B IP Uit AcE
(assigner) EERKRZDAEE
(assignee) 175 - 2R5 3.2.25

B o

CAFE (MUST) HESRHRER HHF
NERZHEBE - UEFRFIEEZEZR
ARIEEERERRE (BR%ET7.1.2
) > BB (BRE7.145)
ZEK

CAfE (MAY) RHRHAEM 15E
EHEARIEA Z (E A48 > 90 RFC 5280
5 4.2.1.10 EiFTRRRE ° HIREEER -
M E SRz 481EER S (40 RFC 5280
5 4.2.1.6 EAFFFRE) > CAFE (MUST)

HRE B &AL - NEEREE
LEEMAREARZERAGTE -2
R%¥3224%0

2HTFX

1.f& (MUST) BRNAHLERAER > BRIE -

= permittedSubtrees hE
F1E—1@ dnsName » CA TS
(MAY) 7
excludedSubtrees 53
dNsName #8I5lZ — B Z1EF
MR E R BRERIER o

= permittedSubtrees hED
F1E—1@ iraddress » CA 1S
(MAY) #?
excludedSubtrees 5 EZ S
iPAddress SBEIRNZ —EHZ
B FHBEREABRFERIER o

& (NOT
RECOMMENDED) 72
excludedSubtrees FHEZ1E
fa)f& °

= permittedSubtrees iz
FE—1@ rfc822Name » CATF
(MAY) A2
excludedSubtrees ¥5E—1&
WSS « EETAEEE
IRHERIER o

2HTX


https://datatracker.ietf.org/doc/html/rfc5280#section-4.2.1.10
https://datatracker.ietf.org/doc/html/rfc5280#section-4.2.1.10
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a. type-id U EHEEAEEFAER HFA# 2 OID arc SEA » 5
b. BFEEEUEMANERAEAEN ARERARPEHEZER
2. 71§ (MUST NOT) EAEFIFeEEEEREEN CAFMRERAEMNELRBNIE
3.F& (MUST) &k+8R8 ASN.1 #EABH¥EZ otherName BY type-id B value ZEF > L DER EIT4RIE o

CAS (SHALLNOT) B1A%ESMEM (FINERSMY ceneraliane) » FATE CA MIBA E MBI EETES
SR -

7.1.2.11 HREEHIBREOL

Y ZESE S G HE 2 ETIRAL o 28T > BLERMIRYAMBEREEEMEE - NEREREZ

g > /REEHEME (Certification Authority » CA) & (MUST) BREREFNRE (BEIBUZAR) 15
BE% 7.1.2 BiFrEAZ BV —E/REZIENFFIEEX

7.1.2.11.1 REEUSBIAEE (Authority Key Identifier)

1R HEA
keyIdentifier f& (MUST) 771£ - & (MUST) EiZ3R:81H4E (IssuingCA) 2

subjectKeyIdentifier Vi iR = il
authorityCertIssuer A& (MUST NOT) =&

authorityCertSerialNumber 18 (MUSTNOT) #=&£

7.1.2.11.2 CRL #¥%E;
CRL 2%#525 (CRL Distribution Points) ¥E7iE{IfE (MUST) ZER .

o TE/ERFBIIE (Subordinate CA) &5 ; &

e (1) AFE TREMHEIRAERE) B B (2) REEEA id-ad-ocsp accessMethod Z /REHBE
ZE (AIA) EFTBOUNRRESE -

CRL ZEHRAIEFRMAUFE (SHOULD NOT) 7F7ER !

o 1RFFHME (Root CA) &:F °

CRL RN U TSR AEM (OPTIONAL) :

o SEMHAAE&:E (Short-lived Subscriber Certificates) °
CRL ZEMEBRMAUAFIT (MUST NOT) 7F7ER !

e OCSP [ClfEfaIAR2s (OCSP Responder) &:H ©



B1FE > CRLBARHMIBETHAIE (MUST) B85 ZE /M —EDbistributionpoint ; EEZEBB—E > BIFES
(NOT RECOMMENDED) ° Ff# pistributionPoint FEMK FHARTNARHE -

HRiL HEM HEA

distributionpoint  F& (MUST) DistributionPointName FE (MUST) % fullName > METUUN TRt o
reasons F43 (MUST NOT)

cRLIssuer A8 (MUST NOT)

DistributionPoint HlI4&

fullName fE (MUST) B2 ZE/D—1@E GeneralName ; 1§ (MAY) BB EB—I@ o FiA GeneralName &
(MUST) % uniformResourceldentifier $88! > B{E scheme f& (MUST) % Thttpl o F5—1@
GeneralName FEE Z /RS 2 B8 /REHME (Issuing CA) BRIt CRL ARFSHY HTTP URL ©

7.1.2.11.3 EBEEERERHBEE (SCT) BE
B1F1E » SCT/BE (Signed Certificate Timestamp List) B ZAARE (MUST) Z&—1E ocTeT
STRING » EEFRE &K RFC 6962 25 3.3 & REMRIEZ signedCertificateTimestampList ©

SignedCertificateTimestampList FRFAEL B AYEE SignedCertificateTimestamp & (MUST) (&S HEFTE
FEZ E/1/&EM Precert LogEntryType (precert_entry $88Y) MmEsss o

7.1.2.11.4 FREEWAFEE (Subject Key Identifier)

E1F7E 7 subjectKeyIdentifier FE (MUST) 4k RFC 5280 5 4.2.1.2 #i FRE&HZZ HTNRE o CAFE (MUST)
HHEEEE— KT (ED tbsCertificate By subjectPublicKeyInfo *F%EHTL) » EX—EREFBBEREE/RE
FRIgME—Z subjectKeyIdentifier o I » CARIEAMULARERABAZEE ZESE
subjectkeyIdentifier » B{AJ{EF CSPRNG (B2 Z2AAMELSR) EX—ERHMAZHE—HE o

7.1.2.11.5 H{MEFRAL
FrEERE 2 /BRI EREERENETRARIBETHEAE :
1. F& (MUST) BRMN AL > BRIE :
a. IEFTHEAL OID U ERsEEAEERRER HFr B2 OID arc E3EMA » o}
b. FFEESEUEM A NEREEEEN AL FE AP ZRZER ©

2. 743 (MUST NOT) EAAREEEHEEEN CAFMBRZ/RRENEERBNZE (PN > &RE2
RTLBZRHEENE SR ZIETMEML > M CA BRTRERRY > BXABRHRZATSRECHREE
FERZERA) °

3.F& (MUST) #k#8RA ASN.1 BAEPHZIBTR AU KRIETTHAEZE S > LU DER 4R ©

CARIF (SHALLNOT) BZEEIMEFRAISELE » FRIE CANMEAEEEMINREREIZE


https://datatracker.ietf.org/doc/html/rfc6962#section-3.3
https://datatracker.ietf.org/doc/html/rfc5280#section-4.2.1.2

7.1.3 EEEYMRBIES

7.1.3.1 FRAREWEN (SubjectPublicKeylnfo)
T ERBARA SRS RTEE /BTN subjectPublickeyInfo M o FSERAEMAREST o

7.1.3.1.1 RSA

CAFE (SHALL) f#F8 rsakncryption (OID : 1.2.840.113549.1.1.1) ;BEX:#HAIERT RSA £i8 - DHE
(MUST) 777f > HFE (MUST) ZBBRERY NULL o CAF15 (SHALL NOT) fERHEMEEX (B0 id-

RSASSA-Pss (OID : 1.2.840.113549.1.1.10) EEAHREE) R RSA £188 o

{REBES > RSA 88RY AlgorithmIdentifier fE (MUST) BRI+ NEMARISITTARZ M TAATRER -
360d060922a86488617040101016500

7.1.3.1.2 ECDSA

CAHE (SHALL) fEM id-ecpublickey (OID :1.2.840.10045.2.1) EE AHRINERT ECDSA £ - 2H(E
(MUST) {£H namedcurve #REEH I ©

e P-256 £§& 2 namedCurve FE (MUST) % secp2s6r1 (OID : 1.2.840.10045.3.1.7) ©

e P-384 £i& namedCurve FE (MUST) 7 secp3sari (OID : 1.3.132.0.34) ©

e P-521 £§& 2 namedCurve FE (MUST) % secps2ir1 (OID : 1.3.132.0.35) °

ARBEE > ECDSA E48RY AlgorithmIdentifier 8 (MUST) BTFFI4-7EMRISITAZ(ITETEER !

e P-256 £1% . 301306072a8648ce3d020106082a8648ce3d030107 ©
e P-384 £i% . 30100607228648ce3d020106052b81040022 ©

o P-521 £i% . 301006072a8648ce3d020106052b81040023 ©

7.1.3.2 FEEEEMBEE (Signature Algorithmidentifier)
FREfER CATAZE I8 (Private Key) B|EZYMHF > FE (MUST) RIEZAHIBRA AlgorithmIdentifier 3%
AlgorithmIdentifier ITHBIRIN BEBIR TEANEKRIRTE °

BEEME » NEMERREBRN TIIFRBEMF MR -

o ARUREHTERREM signatureAlgorithm i VA

e TBSCertificate B9 signature Hfil (FIENEBUEFEHTEE /REFAEARY TBSCertificate) o
e CertificateList BY signatureAlgorithm #1iL °

e TBSCertList By signature ##1iL ©

e BasicOCSPResponse B9 signatureAlgorithm i ©

LIRS ERAE MRS o



7.1.3.2.1 RSA
CAE (SHALL) ERTIIEERHEERMRIBEL— © AREEES > AlgorithnIdentifier f& (MUST) BSERI
FNEARIS L TAEZ I TAESE 248 o

o %A SHA-256 Y RSASSA-PKCS1-vl_5:

4515 . 300d06092a864886F70d01010b0500 ©

o ¥ SHA-384 #Y RSASSA-PKCS1-vl_5:

4315 . 300d060922864886F70d01010c0500 ©

o #¥H SHA-512 By RSASSA-PKCS1-vl_5:

4315 © 300d06092a864886F70d01010d0500 ©

o 1% SHA-256 By RSASSA-PSS ~ #F SHA-256 BY MGF-1 » LUk 32 fitAENEERE !
AR -

HEXDUMP

304106092a864886170d01010a3034a001300d0609608648016503040201

0500211c3012060922864886170d010108300d0609608648016503040201
0500a203020120

o 1R SHA-384 By RSASSA-PSS ~ #%F3 SHA-384 BY MGF-1 » LUk 48 filtAHNEERE !
ARES

HEXDUMP

304106092a864886170d01010a30342001300d0609608648016503040202
0500a11c301206092a864886170d010108300d0609608648016503040202
0500a203020130

o FXF SHA-512 B RSASSA-PSS ~ ££F3 SHA-512 By MGF-1 » MK 64 4N EERE -
UREE -

HEXDUMP

304106092a864886170d01010a3034a001300d0609608648016503040203

0500a11c301206092a864886170d010108300d0609608648016503040203

0500a203020140

1% 2026-09-15 Z Al » BRFE TIIFIBERRMG > CAE (MAY) fEA TS SHA-1 BERFERRNS

o ERAMNETE (BIN/ERFER signatureAlgorithm #B{iL3X, TBSCertificate BY signature ML) -



o IRIEAREREHME (Root CA) &% » BN ESDEE (Cross-Certificate) Z TE /RIS
(Subordinate CA) &% ; H >

o FE—REMBREEREHIERT (issuing CA Certificate) Frzsss » HEZREAFEA T SHA-1
wIBRVIRASEE ; B »

o ZIRB/R/FEM serialNumber REZE/VA 64 it ; H »

o FREMIRARE ZENERERN T —IEHZIE !

® subjectPublicKeyInfo FE—{EFTHY subjectPublickey » BFAERNEE ZESIEBRE ; K&~
5 -

o BH—EFTEY serialNumber » HARIEREEIRA/REMER ; &

o F/REERY extkeyUsage IBRMMOLFETE ~ EVMEE—EEBERBEM (key purpose) » BFFfEEZ
EiEBEABEAMIEIE id-kp-serverauth (OID © 1.3.6.1.5.5.7.3.1) T anyExtendedkeyUsage (OID :
2.5.29.37.0) ; &/ >

o F/REEM basicConstraints BT Z pathLenConstraint AEo

o ZEFI OCSP [EIFE (/40 BasicOCSPResponse MY signatureAlgorithm) :
e ResponseData B9 producedat HE{i{EME (MUST) Fi%2022-06-0100:00:00 UTC ; H »

o FRIEXRAHA » REELE - B3 CAEi®E (KeyPair) Z/AKE#E (PublicKey) » BEBHEREEELTE
(Subject Name) Z/&:E > FE (MUST) 7RE S extkeyUsage ¥EFEMRNL 0 BEPM—FENESES
i@A%R (key usage) % id-kp-ocspsigning (OID : 1.3.6.1.5.5.7.3.9) °
o FEFRR CRL (#5130 CertificateList BY signatureAlgorithm #{iL3f TBSCertList BY signature H{iI) :

e Z CRL —REZIRIR/REME (Root CA) BB FE/EEHME (Subordinate CA) R:EFFZ
B, H>

o ZIRERMEEEN TEERMBEIRERLE —RAUZRESE HERRRENEEETAEAT
5| SHA-1 #RH5 o

AR | BUREAR S CA AT SHA- L RIS RETRRRE o

o 3¥F3 SHA-1 #9 RSASSA-PKCS1-vl 5:

4RI | 300d06092a864886F70d0101050500

B2 2026-09-15 ZHi > CAFE (SHALL) EELEFRARBEIEGEEP = RSASSA-PKCS1-vl 5 with SHA-1 ZF
B/R:51# (Subordinate CA) 7&:% o

7.1.3.2.2 ECDSA
CAFE (SHALL) HRIBFMERZ BEERERBENBZZREERRN

TS84 P-256 > BERE (MUST) fEHXHA SHA-256 BY ECDSA o #REERF > AlgorithmIdentifier f&
(MUST) BTF47SEMARIE TR Z (L oAH5e £ 48[E] | 300a06082a8648ce3d040302 ©



EE5ESi84 P-384 > 3EfE (MUST) 1B SHA-384 9 ECDSA © #438&RS > AlgorithmIdentifier fE
(MUST) ETFH+7NEMARE AL TARZE N TTAETE 2 4E(E & 300206082a8648ce3d040303 ©

E5ESEA P-521 ) SE/E (MUST) fEARA SHA-512 B9 ECDSA ° 4RHERS > AlgorithmIdentifier &
(MUST) ETFH+7NEMAREAITTAR RN TTAETE 2 4E(E & 300206082a8648ce3d040304 ©

7.1.4 %iER-X (Name Forms)
ENF BT CA RS Z iR /RENARIERE] - £ 7.1.2 i) B{TREE—FTIEF > BZZEREITRFE
REEEK

7.1.4.1 AiE4%EE (Name Encoding)

TIREBARNE 7.1.2 HiFRFIZFABEREE - ARRME > GFF 1.123HERZ IRMARZIETLS
TB/R:E14IE/8:E (Technically Constrained Non-TLS Subordinate CA Certificates) | » {EREIEHILLE
CARIEFMER 2 &R » AZEERRFFLBRAE (BXEK) ZERHEE -

HBEEF—IFERAVRERK (Certification Path » &R RFC 5280 5 6 &) :

o HVRBREH 2 EREE » HEEEW A% (Issuer Distinguished Name) HHAIRIARIEAZE »
F& (SHALL) E%523/R:BEHME (Issuing CA) 'REBMIEREME—# 548 (Subject Distinguished
Name) R ZARIBEAREATTAATEMER °

o BRI PZEIR CARSE » HERBM—#AI%ME (Subject Distinguished Name) 1RAIAVARESA
A FE (SHALL) TEFREfK RFC 5280 55 7.1 £ LI ABEE 2 TREM —# R %8 (Subject
Distinguished Name) BY/R:EFZF(ITATEER (BEEBAKER L2 EHE) o

4505 Name BF > CAFE (SHALL) HE(R :

o 5{E Name FE (MUST) B3 —1@ RDNSequence ©

o fF{E RelativeDistinguishedName FE (MUST) B &{2%E—1{B AttributeTypeAndvalue ©

o 5@ RelativeDistinguishedName (BHTETE) TE RDNSequence RRYHESIIER: » BAEFNE 7.1.4.2 Biz IR
IEFF—2% ©

o U0 > BEE Z countryName AttributeTypeAndvalue Y RelativeDistinguishedName > f& (MUST)
T RDNSequence FHES MBS stateOrProvinceName AttributeTypeAndValue 5]

RelativeDistinguishedName ZHij°

o A Nname H > (E—4FE Z AttributeTypeAndvalue £4§ (MUST NOT) 7EFRrE
RelativeDistinguishedName R IREBE—X > BRIEARCHPERE 25T ©

FE D E 71222 SiHESBTERE 2 TE/RFEIEIERSE (Cross-Certified Subordinate CA
Certificate) » 578 Lt Name ARIEER Z FISMETE > sFUNZERFRL ©


https://datatracker.ietf.org/doc/html/rfc5280#section-6
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7.1.4.2 FEEEM4AREE (Subject Attribute Encoding)

A # ¥ thscertificate B subject IR AISEHIRMNE TEBMY » ERHABRKEEENK o [RIFZEB
MHRBERE 7.1.2 it E 2 BRARELIE (profile) RMEFTMERE » BZEBEAZREIEFRA
HA| CAFRIE (SHALLNOT) BEZEEMN -

% CATE/REE subject MR BE I TRMAFIEIE > & (SHALL) KZEBMENTRPHIFEMNEHIEFETH
B > WK BMENIEERITENX -

B (o]]) FE HRESER BRARE*
domainComponent 0.9.2342.19200300.100.1.25 RFC F& (MUST) f#H 1A5String 63

4519
countryName 2.5.4.6 RFC F& (MUST) R 2

5280 PrintableString

stateOrProvinceName 2548 RFC & (MUST) fEFE utFsstring 128
5280 3 PrintableString

localityName 2.5.4.7 RFC & (MUST) f{#HR3 utrestring 128
5280 3 PrintableString

postalCode 2.5.4.17 X.520 & (MUST) f{#EFH utrestring 40
=17 PrintableString

streetAddress 2.5.4.9 X.520 & (MUST) f#H8 utrsstring 128
oy, PrintableString

organizationName 2.5.4.10 RFC & (MUST) fEF uTFsstring 64
5280 3 PrintableString

surname 2544 RFC f& (MUST) f£F8 uTFsstring 642
5280 3 PrintableString

givenName 2.5.4.42 RFC f& (MUST) R uTFsstring 6432
5280 g} PrintableString

organizationalUnitName 25411 RFC & (MUST) {EFE uTFsstring 64
5280 3 PrintableString

commonName 2.543 RFC & (MUST) f{#F3 utrestring 64
5280 3 PrintableString

ETBENGRERIEFEK
* 7% . DirectoryString B9 ASN.1 RERHBIRUAF TG » MIEAITTAESK ©

% CATE/REE subject IMURE S TRAIIENL > & (SHALL) BREBMERIEERBEK °


https://datatracker.ietf.org/doc/html/rfc4519
https://datatracker.ietf.org/doc/html/rfc4519
https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc5280
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B

businessCategory

jurisdictionCountry

jurisdictionStateOrProvince

jurisdictionLocality

serialNumber

organizationIdentifier

BEEEERRIEER

* % ! DirectoryString B9 ASN.1 RERGIZUF o8t > MIEUTHER ©

oID

2.5.4.15

1.3.6.1.4.1.311.60.2.1.3

1.3.6.1.4.1.311.60.2.1.2

1.3.6.1.4.1.311.60.2.1.1

2.5.4.5

2.5.4.97

s

X.520

(EREEEEEUR
rRZ T
#&551)

(Guidelines for
the Issuance
and
Management of
Extended
Validation
Certificates)

(EEREREE YR
R TR
551

(Guidelines for
the Issuance
and
Management of
Extended
Validation
Certificates)

(ERERE YR
S EmEMEE
#551)

(Guidelines for
the Issuance
and
Management of
Extended
Validation
Certificates)

RFC 5280

X.520

AR BS 22K

& (MUST) R
UTF8String
PrintableString

f& (MUST) £/

PrintableString

& (MUST) R
UTF8String
PrintableString

& (MUST) fEF
UTF8String BX
PrintableString

F& (MUST) 55

PrintableString

F& (MUST) A
UTF8String
PrintableString

RARE"

128

128

128

64

IR


https://datatracker.ietf.org/doc/html/rfc5280

7.1.4.3 FAB/&:E (Subscriber Certificate) Zi&MB%# (Common Name) B
EULEMEE > FE (MUST) B3EE—EEE » HZIEB A& subjectAltName BB AUPFISEZ—
(B2RE 7.1.2.7.12 €1) o ZEAEE (MUST) K TIIANARE -

o E(E% IPv4 itk » BUsZ{ERE (MUST) &k RFC 3986 & 3.2.2 &1 Z3RE » L IPv4Address t&XARES ©
o E{EA IPV6 fiflt > BB (MUST) &k RFC 5952 % 4 £ FiiRE 2 X FRT A AR ©

o HEATEMEHILTE (FQDN) HERAIZ%T (Wildcard Domain Name) » BIZ{ERE (MUST)
FEFTAER subjectAltName IEFEHNLH dnsname IHE VA - BB S » T2V S RN ZIBAIFRE RIIE
# (Domain Labels) » S ER48i5% % FQDN SO RIFRE AHAIEE » 9780 LDH 124 (LDH Labels)
HRV4REE > B P-Labels 71§ (MUST NOT) 1% Unicode Rz ©

7.1.4.4 HthEEEMN
5% 7.1.2 65 2 tHRA/REZI4ERRE 25T ° CATF (MAY) 7E AttributeTypeAndvalue FEIZE 7.1.4.2 £

PRSI ELA BB 1 o
TESIEB MR > CAFE (SHALL) :

o TH/REHER (CP) SUREBEHIFEEE (CPS) MFE 7.1.4 BiPaiBREBMRIBER Z BB 1EE o
o HMREFMABFESNENZE CAREBEE (Applicant) Z5h > UBIIR S TTAERE ©

7.1.5 %4fEPREI (Name constraints)
SRFET7.1.2528 ISEMARZ TLS TE/EFSEEZ 2BES1 &5 7.1.2.10.8 &7 NEEEEBRE 24
FEPRHN] o

7.1.6 REBERYIMEHEBIEE (Certificate policy object identifier)

7.1.6.1 1REREEEEMAEE (Reserved Certificate Policy Identifiers)
T REBERHAES (Certificate Policy identifiers) {REEfH CAH » FAESREBEREAXHERFTE
Z—TEERAAN -

{joint-iso-itu-t(2) international-organizations(23) ca-browser-forum(140) certificate-policies(1)

baseline-requirements(2) domain-validated(1)} (2.23.140.1.2.1)

{joint-iso-itu-t(2) international-organizations(23) ca-browser-forum(140) certificate-policies(1)

baseline-requirements(2) organization-validated(2)} (2.23.140.1.2.2)

{joint-iso-itu-t(2) international-organizations(23) ca-browser-forum(140) certificate-policies(1)

baseline-requirements(2) individual-validated(3)} (2.23.140.1.2.3)

{joint-iso-itu-t(2) international-organizations(23) ca-browser-forum(140) certificate-policies(1)

ev-guidelines(1)} (2.23.140.1.1)


https://datatracker.ietf.org/doc/html/rfc3986#section-3.2.2
https://datatracker.ietf.org/doc/html/rfc5952#section-4

7.1.7 BEEPRE] (Policy Constraints) 3BFEHRIZ{EA
7.1.8 HBERMRETT (Policy qualifiers) Z:E£BIEES

7.1.9 BAR/REBINER (critical Certificate Policies) IEFiB(I ZESEIE

7.2 REEEEIEEM (CRL) HI4E

% 2024-03-15 Z A » /&:EHHE (Certification Authority » CA) F& (SHALL) RAXEHEE &4 » ik
(ARERREEZHEGEZEARERK) (Baseline Requirements for the Issuance and Management of

Publicly-Trusted Certificates) 55 1.8.7 hR¥57E 2 Bl#@=52% /K5 RELL/EM (Certificate Revocation List

CRL) © B 2024-03-15 %€ > CAFE (SHALL) fRANMHIEEZ BB CRL

A CABBRHEBREL (BAXEX) R > AIHFZEZE ZFAA CRLIE (MUST) ZB1ET% CRLE4E ; 3@
51F8 RFC 5280 ZABRARRE > MIXNHAERITE © FRIESARMRRA » FRAEXHFTRE Z REBIEERS) -

RFC 5280 FAE ZFTERETEERTMER c CAH (SHOULD) 2R/ RFC 5280 [i#% B » WU RHMETES
IE o

'5£% CRL (full and complete CRL) | FRIEHHEEHE TS CAFMEE ZFA/RERN CRL

r3%)={ CRL (partitioned CRL > BEfE%A MR CRL (sharded CRL) 1)1 &IEREEHE BRI CRL
FlUn{EiRzs CA Y EHIEF S 2 FrE/R:E (KBS AR (temporal sharding) 1) © bR EIX CRLEEE
%255 8h (Issuing Distribution Point) #&7E##fiI (OID 2.5.29.28) 4b > RAZIEHAEMS » MiE CRL
MTEEE AR o

CAFE (MUST) ELREREFREERTHR > BE—7 [5T8 CRL) > SFRH—HEEREZ CAFTEE
ZE2EEERN T9ETVCRLY » 52 » AEFE DI CRL > %F0E| CRLIVGSHRERBERZFEN—7
5e2 CRL RYRZESEE o

CAFS (MUST NOT) 252#R#% CRL (indirect CRL) (BP CRL #¥#& M IFs% CRL HESHEANNAERFE
BHAE) o


https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc5280#appendix-B

L VEM BIG

tbsCertlList
version & (MUST) & (MUST) &v2(1) 2RB5E 7218 ¢
signature F& (MUST) 2R%ET7.13.246
issuer F& (MUST) F& (MUST) EIZ5E0/R:8148 (Issuing CA) Y subject MRA{ZZEAL
ToAESEEAEE]
thisUpdate F& (MUST) = CRL B2 HHA
nextUpdate & (MUST) = F—17 CRL R Z3E A ER - e ERER P /RGN
CRL > ZHEARIEA thisUpdate & 10 B ; BHCHM CRL > &IE
% thisUpdate 8 12 @8 o
revokedCertificates * ECAEEE/RIBHBERIE - BEHFE CRLIEBRAHIRE
ZEE RN ERE 0 2O — MR ERHHERZEN CRLEP »
Bl revokedCertificates 8 (MUST) 127E - EX CRLIFBBEHIR
EHFHEZ EEEIDREERHERE - 20— MRESEHHES
LAY CRLAH > BJCAHE (SHOULD) #BRzZ CRL &8 o EthEX
8 TrevokedCertificates 7o) &R&
extensions F& (MUST) HhEKRER TCRLIEFTIENL TR
signatureAlgorithm & (MUST) RIS ZEE (MUST) E tbscertList.signature ZITTHTE
il
signature F& (MUST) -
HEEE iEE (NOT -
RECOMMENDE
D)
CRL ##4I

7.2.1 RRZASSE
JRESEEILEM (Certificate Revocation List » CRL) F& (MUST) 2 X.509 v2 RRZs o



7.2.2 HRBEEILEM (CRL) B CRL {&H ZiEFHL

EFEHR L WEMY RAsEME EREA
authorityKeyIdentifier F& (MUST) N 285%E7.1.2.11.16°
CRLNumber F& (MUST) N fE (MUST) 8&—@EXREER 0 B/t 2"

ZEZ (INTEGER) » HzzZEUEHM cRLNumber
FR AR RIS o

IssuingDistributionPoint * Y 215 7.2.2.1 i /RBEILAM (CRL) 23R
25
HAtE R FE R e (NOT
RECOMMENDED)
CRL #&FEAR (L
ToiF WEM BIL)E
serialNumber & (MUST) F& (MUST) EEREIL/RFEBH serialNumber EfITATEHEE
revocationDate FE (MUST) BEAWITELFENBERRERE - 2:5EEBH (backdating) Z15

o EREARTHIRRR ©
crlEntryExtensions * HihEKkz% R lcrlEntryExtensions Joff1 &=/
revokedCertificates Jtff
AR AREEEENIAEEE (Private Key) 7Es%:&R5EH CRL 5B P 2 B2 L B HARIED B B A7
(compromise) » CAE (SHOULD) =:#iz% CRL{%E AIEELE AR © fE1E revocationDate H{LEH RFC

5280 5 5.3.2 1 FRiEREBTE 2 A5 ; 78T > ANERERISE R revocationbate I » LASKIRAFLAROLPR
HARAREE RN EEEREZBHAR TLS BiF


https://datatracker.ietf.org/doc/html/rfc5280#section-5.3.2
https://datatracker.ietf.org/doc/html/rfc5280#section-5.3.2

CRLIFE#EFEML  HEM BL)

reasonCode * E1FE (01D 2.5.29.21) » 71§ (MUST NOT) +1Z:2ARE (critical) » BFE
(MUST) 5L REZREEREA o

PRIEsZ CRL X B HE 2 ReBERAM LR ABRITRESTLENEESN » BRET
SiER2z— » BHY reasoncode FE (MUST) 7£7E : (1) #% CRLIZBHEMNZ
5 (EAER) $RE > Bt 2023-07-15 ZAERELEMAERSE ; 5 (2) B
IEREA (BN reasoncode) % unspecified (0) o

HthERz¥ R TCRLReasons) &g o

Hit{E & ENELS -
(NOT
RECOMM
ENDED)

crlEntryExtensions Tt



RFC 5280 reasonCode RFC 5280 reasonCode { :%F8

unspecified 0 A& B& reasonCode &R o & CRL IRE W Z /RH/ER:
i EREEHIT/REEEERIAES > BIFE (MUST) &g
reasonCode > fRIFEe% CRLIEBHENES (BEXEXK)
& > it 2023-07-15 ZAEREIEMN A A &S ©

keyCompromise 1 KM ERLIA PN E SR ERAR
(compromised)

affiliationChanged 3 RTVREFERELTE (Subject’ sname) SHEME
REAIE (Subject Identity Information) B »
BRI HERZRENIE SR B o

superseded 4 FRmEseA THREMREN - AR EHHEHRE ; CA
BESEBERA  REPIT 2SR E
(FQDN) X IP it A4S IR R S I BB R e
%8 ; 3k CA BRI S REBRE MRS LLZERE - FIIR
EREREA (BEAEK) 3 CARKREBEEK (CP) &
EEBEEREE (CPS) ZHTE °

cessationOfOperation 5 RNVERAZERENALET RER HE M E L EE
FAPK/REARHAE MR A B A T EZ/RETH
#1548 (Domain Name) ©

certificateHold 6 & CRLIZEPFHEMZE TFIME—&E » BIRE (MUST
NOT) B & certificateHold : (1) = (EAEK) iR
#}ZIEE ;B (2) A2 (BEEK) H# - BRFS TS
B2 &:E © (A) 72 2020-09-30 EHz %%
2% ;3 (B) H notBefore £ 2020-09-30 EHHZ & °

privilegeWithdrawn 9 RTARAFREERBR - EXRERSRERE
(keyCompromise) > BIUN/&:E AP E/REEHA
(Certificate Request) FRIRHEREMEN > HAKREIT
FE1#:& (Subscriber Agreement) ZHfERKRR
(Terms of Use) FREZEREF o

CRLReasons

FFE1%:% (Subscriber Agreement) siEFF2RIVEAR LEE > FE (MUST) SRR A _EahAVEE IERFE
15 > WEREAR BN ATEIEN TER - CAIRBEAFANIA » FE (MUST) RFFHAARERELLEES
B > SEERRBIEE LAVEIR ; HFERERATRMUEBLRRE (BNFEREH R CRLReason lunspecified

(0)1 » FlItE CRL AF3121H reasonCode FEFTHENL) ©

privilegeWithdrawn reasonCode A& (SHOULD NOT) {EAHPEZEMNEEILREZEIE » AT ER
It reasonCode 2 CARTE » MIEHARAE °



H CARUSHE/REEIBERME (Key Compromise) BRI EREFER » Max/&:EH CRLIZEE A reasonCode
BTN > B HE reasonCode IBFEHENIFFE R EEIE keycompromise » Bl CAE (SHOULD) ZE#rs% CRL &
B > #% reasonCode ¥EFEMNIFAY CRLReason 584 keyCompromise ©

7.2.2.1 FHFEEILFMERERE (CRL Issuing Distribution Point)

&I CRLFE (MUST) &% 7m3 (Issuing Distribution Point) BRI - F A IETHAIAP

B distributionPoint HE{IfE (MUST) T£7E o IE9b > DistributionPointName HAAI{EAHY fullName HE{IFE
(MUST) %7 > HEHfERE (MUST) & THIEK !

1. A& CRLINEEHENNEEE S CRL 27085 (CRL Distribution Points) &7 > BIZERTRAIZ
fullName H{IAEY uniformResourceldentifier » E/DVE—EME (MUST) HHIRTE CRL 2RI,
(Issuing Distribution Point) #BFEAEMAIAY fullName 1 o EE3E 2 BEIRTTIRNIAY
uniformResourceIdentifier {[E#RIEME (SHALL) Ei5Z/&:E CRL BMAETBIFIERNMRISZAITA
FEZMEE o

2. Hfth uniformResourceIdentifier BYBIHY GeneralName 1§ (MAY) &5 o

3. JE uniformResourceIdentifier BUFAY GeneralName #4§ (MUST NOT) €& o
indirectCRL Bz onlyContainsAttributeCerts H{ifE (MUST) &% FALSE (BDAFERRE) ©

CA7E (MAY) &k CRL BYIRZEE[E > i onlyContainsUserCerts B onlyContainsCACerts I HAF Z—E8&%
TRUE °

CAFR1E (MUST NOT) [EBFi& onlyContainsUserCerts Bz onlyContainsCACerts M{EBENIERE A TRUE ©

onlySomeReasons f{UAE (SHOULD NOT) % ; &85 » CAFE (MUST) BiTiRE—mMERESHERD
FEFRAEELL/&EE « FsmH reason code Z&falfY CRL ©

N2 CRL » A% (NOT RECOMMENDED) {ERILIEFARNL o

7.3 & LBEIARERE (OCSP) Hl4E

B3 EREBIREEHE (Online Certificate Status Protocol » OCSP) [EIfER & ¥11R/&:514#E (Root CA) &
W TE/REME (Subordinate CA) &:E (BIEREREZ TE/RFEWIERE) - BXRFECERL > A
CertStatus Z RevokedInfo FIHY revocationReason {#{IIfE (MUST) T£7E

Fr$SEBY CRLReason FE (MUST) &% 7.2.2 EiiREAT AR CRL BY(E °

7.3.1 RRZSSE



7.3.2 R EREIREHE (OCSP) ZiEFTHMIL
OCSP [E]fEMETNHEY singleExtensions A~4F (MUST NOT) &% CRLIEBEBFTHAIFAERRY reasonCode
(01D 2.5.29.21) ©

8 FEtRELE 5T,

JREEHAE (Certification Authority » CA) TEfEAIREZII9FE (SHALL) :

1. EE (BHEX) RE ;
2. BIEBEFIEZEERERE ; K
3. % CAEEMEMZARRE » FREREBAIISTEMRRST > B CA BN EEFRTE-EUST ©

8.1 FetxbEEHT{LFEIE

BEHEBEV/ERRENZRE > B (MUST) FETIMEZ— 1 KE 7.1.2.3 8~ $ 7.1.2.4 855 7.1.2.5
BN Z REZHAMTAIR » BIERKE 8.7 i ZMERERIENZ ; BIRRIMAIR » WIRANEAHEERPAIAEKIZEZ T
1% o REBHEE R X.509v3 basicConstraints HEFMML > B A KB4 TRUE > Bt AR EZ MRS
2R AR EEBIRIREFEEME (Root CA) HRFEWH TE/&RFEMME (Subordinate CA) /&R:E o

HEME (Certification Authority » CA) ZEE/RIBZHAR » FE (SHALL) B9 %&EE B FETRIFEIZERR
(Audit Period) - &—EEZHAKARE (MUST NOT) #BiE—%F o

= CAFARITAMIEZIRS (AuditReport) » EHZIREXRAEIENRES 8.4 HifrFIZ2 62284 (audit
scheme) > RIS EITHERPBEIZZNE o

8.2 HEZEZEDHARR

BEEHHE (Certification Authority » CA) Z#E#%fE& (SHALL) H&EH&FHEZZEE (Qualified Auditor) #
17 - BEFEIZEERIEBAA (natural person) ~ 7EA (Legal Entity) » StEHBERAATEAPTARZE
52> BEZRBAE T EMENE

1. BB RIFFEILEME ;

2. ABHITIEZZEES) » BZfERE SRTEIZEERE 2 28I (BR%E 8.4 1) ;

3. EREGARSEERER (PublicKey Infrastructure » PKI) #1if « BilZ 2 T ERERM « Tl

ML 2% » URE=ZAREMAEEFEEENZAE
4. (fRE— ETSI AZEEEITREIZEF) K 1SO 17065 BXfSa3 7] » M3 ETSI EN 319 403 FREZEK ;
5. (f&k WebTrust Z22E#ITIEZEF) EVE WebTrust 151 ;



REE  BERSEERETIZAOR ; K

7. R A ERFE1%14RE (Internal Government Auditing Agency) 9b » HEIZEEEEIFEE SRR
(Professional Liability/Errors & Omissions insurance) Zi&f® > HiRlS£E LREDA—FEE

7‘50

8.3 HERERWIEREIRZME

8.4 FEIZHZESIE
BB (Certification Authority » CA) F& (SHALL) K TFIIFERRERT —1E2E% !

1. WebTrust :

o [R:BHMEERAIBIZER] (Principles and Criteria for Certification Authorities) 1 58 2.2 HRERE #THR
;AR TFAZz—:

o TWebTrust ‘ReEH4ERAIEIZER]—SSL BEARERKMEIKZZE (WebTrust Principles and
Criteria for Certification Authorities - SSL Baseline with Network Security) 1 58 2.7 ARZLE#
RS 5 3¢

o TWebTrust ‘&:EHEERRE1%E R ——SSL EAER (WebTrust Principles and Criteria for
Certification Authorities - SSL Baseline) J 58 2.8 HREREHhRZA » UK TWebTrust /&EHEER
AEZER| — 488 Z 2 (WebTrust Principles and Criteria for Certification Authorities -
Network Security) 1 58 1.0 AR EF#TARZS ©

2.ETSI:

e ETSIEN319411-1v1.4.1 SkE#ARA > HRE S ETSIEN 319401 ZiREEM5IH (Frs|BA=z ETSI
X FEIR A RMTIRE) 5 3¢

3. Hfth:

o AHUTRFEMIE (Government CA) KREEHEHE (CP) ZRERRAARMIABIEZIRE > QIS
(MAY) $RFEIZAERTEIZIE - (BEEZER & TIME—IRM

a. B8 LE—EREBZFIEENK ; &
b. BRI AREE Z B LEERIFRAER

HRE MRS - AEIBIE (MUST) MAEHEEE R HREREF » UHERIKZIERIEIE
T2 FHEEEZIERRBZENX

FEizfE (MUST) % 8.2 HifiEZ &1&TE1%%EE (Qualified Auditor) #1T °

HRIEREF ML (Enterprise RA) 2R EEFSE =7 (Delegated Third Party) » CAFE (SHALL) HYf§
K55 8.4 BAFRFI Z S8 RITERZ IR B (IR RVRBAZAR P E A RVIEIZ IR S s ISR RER=F ZEEHITIE
FERREBREEEREZE (practice statement) » HEFHEE CA RFZEHR (CP) K/ W EZEFIEEER



# (CPS) RMER - ERERERREREZAFE=AFTERRIMXHZIRE > CAFE (SHALL) BIEZZEH
ER=FRERNITZETEE (delegated functions) ©

REEFE=HZEZPEFRSE (SHALLNOT) EE—F (FERBERTEA CA ZFEZHBE—) -

8.5 FBIZGARERZEIES T

8.6 HEXERZAH

MEERE (AuditReport) FE (SHALL) BBRERIFR » EUEBFIASESE 7.1.6.1 BiF5I—ESERER
B B BRI AR « MM (Certification Authority » CA) FE (SHALL) ARBE#
i o

CAFE (MUST) WMigZEARI4ER%E 3 BB N ARERIZRE - CABEEBAIMES » FE (SHALL) 12fHH
BRI EE (Qualified Auditor) ZFZEZiRBAK o

Bz ER (MUST) Z0E3 TIBERERZEN

1. WABZARBZ 478
2. TR IR Z B R Rt AL

3. FEREENFIAIR/EEHE (Root CA) BEKR FTE/EEME (Subordinate CA) &8 (BHEXENE
Z T EBREWIBRE) BY SHA-256 54X ;

4. ARERERE (REMERMER) ZEZENRERASE ;
5. F%&ZHARPRS | A2z CA BERX B E R E AR AT ;
6. Fetzz ML EAE SR A A — ER HAR S RE R RS
7. EtxRE—REARE - HEZHAE (Audit Period) ZiEEsZHER ;
8. eIzt S E R R E - ZEREZ B ;
9. REHEARHE ZBEAMAMINIEIZIAR AR B ZRHRZ B 5 &
10. (MK1E— ETSI REEEITIELE) REARRIEZ R TEBZE B » UkER KL 2R
2 > B0 DVCP ~ OVCP ~ NCP ~ NCP+ ~ LCP ~ EVCP ~ EVCP+ ~ QCP-w ~ 5—&84%9 (—RERHEE) &
SHEBEZED (ERIRFBIREEERRE) -
11. (fkfE— ETSI #Z2EEITIEZE) RAFFEZE E5| A 2 CA/Browser Forum #RI] (FlgnaA> ) » i
EEAFTS | Z AR S ©

AFFEIZENE (MUST) BHEMEIZFESE (Qualified Auditor) IRMEEEEIM ZHXHRZA > B CARE
(SHALL) FEfRZhRZASFIARIES °



fErzEREE (MUST) LUPDF &R » BEFAXESME (SHALL) HAAXFETES - BIZR
HRBE—E SHA-256 154UE (MUST) ERARFHE > BFRF (MUSTNOT) B3 85% - ERTURITF

T ©

8.7 MEBFEIZ (Self-Audit)

R/REEHAE (Certification Authority » CA) %53%/R:EHAM » CAFE (SHALL) BEEHRFEHK (CP) ~ &
BEBREXERE (CPS) RAXGERREZER/ER » WEVEFEFIRAIPFEZIFEIHENEE > % ILE]
EH 2 BB RFEE 2 RET » BEHIR—REEREL 3% BEZEE UBERSELE) (FAELE
T—RAEBFEZ (Self-Audit) » LUK EIZERFERE -

B 2025-03-15#E > CAE (SHOULD) #RH Linting 12 » ¥EE 2 R AEP R E TR EREERE
A B e R B — SRR FTETTZ Linting fEEEBEEIL -

BREFIETNAE 8.4 BIFEERZRRIZMNSZESE =59 > CAFE (SHALL) BHEFERZREEES
(Validation Specialist) » FFE&EREBAIREAHENEE 2 BNZREF=FFEEZ/&REFR > BIgHIRE
D—IRIBHET 3% BEZRE UBERZSEALE) FARKETER  UBREERAZZEE=F%%
REERZEEE=AEEZENNEEZRERE - CAE (SHALL) BEE—ESEZEE=-AZEHE
EREF > MBRZSEEE=FEBEINEERAERBREEBER (CP) Kk HREEHFEELE
(CPS) °

CAfE (SHALL) BFHE—ERZEF=AFEBR/RAEXHERRE Z BRI ETRERERX

MERMARZ TEB/&REME (Technically Constrained Subordinate CA) 3 /R:5HAR » EZZTEE
EHIEIREEZ CAFE (SHALL) BEE& CA Z/BFEEERE (CP) k% FEREWEZ BRBHEEREE

(CPS) HYBIEIEH, - % CA BEVEFBRIRFEIZRAIHENE E 2 % 1 AIEHE 2 B X T B /ReE ISR
BRZRED > BN —REERED 3% HEZEE UHMERSEALE) (FARL » URRFIEER
ZRBEGR (CP) 9E1E -

9 HthEFHFEXESE

9.1 EH
9.1.1 HEERLNEEIEHR

9.1.2 HETHER



9.1.3 /FRIEBEEIHAREEHER

.1.4 HitpRFER

(o]

.1.5 BEHER

(o]

9.2 HFEEE

.2.1 {RIGEE

(o)

2.2 HthEE

(o]

.2.3 HHRIRERSZ (RERERE

(o)

3 EHENZRE

(o]

.3.1 BEREHZEE

(o]

.3.2 EBHEEMNBEZEN

(o)

(o]

3.3 RERBEMNZEE

4 AAERZRET

Vo)

4.1 RILRESHE

(o)

(o]

4.2 SHRRIAZEN

4.3 FEBEMNZEN

(o)

4.4 RERMLENZEE

(o]



9.4.5 FHARBRLENZSHEIRE
9.4.6 FERIEITEAZFIRMEN

9.4.7 HMEMRHEZIER

9.5 BERMERE

9.6 EHABLEMR

9.6.1 B:EHEIE (CA) ZEREABLE(R

BEEIEME (Certification Authority » CA) $H%3EE > M TIRFESHA (Certificate Beneficiaries)
ELLAEPRS Z REBHEIR -
1. /RFERIRA & (Subscriber Agreement) S{ERIRFR (Terms of Use) HAEEARZAF ;

2. BAR/REEMAE (Root CA) #RASZE4Y » ME R IR 2R /REM A HFR 1 TEIEN B R
#FER (Application Software Supplier) ; &

3. REEEHEANERRNFIAEHEAREE (Relying Party) °

CAMERFEREABRARER » TEREAMHA - CARBER R EEZERR » BEAXGERREREER
AR (CP) R/ SERBHIEERE (CPS) °

BERAAREE (BRRR) TI&E:

1. ERAIE TR IP U2 #EF) @ CANEEERER :

i B > MUEEERFE (Applicant) ¥R subject M subjectaltName HEFRMRALPRT Z 4EIE
%78 (Domain Name) A IPfifit (IP address) EEEAESIZER (SEMMEHRBMS > EH
BAEZELEERARSREERZ AR TASENTIEER) ;

i RERRERENEER ) &
iii. 7 CA Z/REEBER (CP) B T/BRFEEBIRIEERZE (CPS) HEMMIMNZIER ;
2. REEERIGE  CANSERIREN .

i B2 0 B RS (Subject) BIRHEREREREE » BFREER (Applicant Representative)
BERERRERRAZRSE;

ii. NERERBNZEF s &
iii. ¥ CA Z/REEBUER (CP) B T/EHBEBRIEXEXE (CPS) HEMMIMZIER ;



3. EHIEREN | CARERIRER -
i BIURR 0 UBRSRREMSRE N E A EREY
il RERRERERZIER ) &
iii. 1t CA ZBFEHBER (CP) K/ SUREEFHIEEEE (CPS) EMMMZER ;
4. FHEEER S | BREPEZTERMAIZEN (Subject Identity Information) » CA :
i EBIRER 0 K5 3.2 B R 7.1.2 ENEREEERAE R D
ii. RERRERENZER , &
ii. 7S CA Z/RFEBER (CP) K/ SUREBHIFEELE (CPS) EMMMZIZR ;

5. AFRHE - & CABEARIEBRGRERE (Affiliate) » BIFAFRH CA AT EAXGERREZEEEN
REHITRRGENESS ; & CAEBRBER -SRI ERAMALE > HPFEAREDERIF
/e

6. iKEE  CA#E—EEB 7 X - 8K 24/ (24x7) B AREIZHEE (Repository) @ 1Z{HEFrA
KREERE 2 BRI (AMEEREL) &l ; &

7. BELE . CARBRAXHFIE ZE—FHREILES -

HREEHE (Root CA) & (SHALL) HTE/EEME (Subordinate CA) ZBITRIER « THEERHE
HAXHERREZEE » Uk TEERRBREIXHERREFREZ —EERBERFES - NIEIR
BB SR LT REN TB/REMRS -

9.6.2 il (RA) ZEHBAMIE(R
TAERRE o

9.6.3 AP ZERAAER
BEEHE (Certification Authority > CA) & (SHALL) EREEEINAF & (Subscriber Agreement)

S fERFERR (Termsof Use) A > &7 CA RBFER m A ZFm (FHAEIFRE 2 AGE R IR o
MEIREBZAI > CAFE (SHALL) &7 CAREZRHAZME > B TIHE—1E :

1. FFERHEE CAZENARBEZAR ; &
2. FREHERIRRZ T o

CAFE (SHALL) BiiEfF > ARSI AP GRRERERERKEHPFEENT - BRFAELAR > 1%
&ME (MUST) BRRESREHRBIEEZESE - CAF (MAY) EREFHESN MEHERR (click-
through) 1% > BifRE CA BRERILERGZRAIKZNIT - BREEFHFS (MAY) ERER—MHDWHE » 75
5 (MAY) UE—1RFRERRSIERRFRHAAEEZ/RE > BU CA BRFERLE 2 SRERIIAME
RZAP RN ERIFTUREZERIR



FRRGEERERE (MUST) BSERPFESFRETIEHLEL TIRFRZIFR SERHE
Z0En ~ TRAERBRG - ARESAHAEAIEL TIEFHEGERER)

1. BFIEREY | BARBURER > ERIOUREFRFR > 3 CARERMHNERZRRBEESAERE > 13
PERsm CA R IEFEE B ZEH ;

2. hEERMZ(7E | FREEARBURREFRN—TSIEHEN » MERRZEE « RELZEREHMN
AR TIRE I AT (PublicKey) ZHBRBIAEEIR (Private Key) » UUR(EAI1ERIRIERE)
BREEE (BIgNZHE Token) ;

3. BiEZIER | AREAEHIIERESHES KRR RENS ZERL ;

4. BEZER  BARBUER » EREERENAERRET subjectaltName FEVZ [EIARES - BER
BIEFIAERERER R HRERIRRZ B TMEREE ;

5.7 8WKEELL : B ERBLHER -

2. BIUBEFEZ ARSWEHEN AR LSRR EEAERHES AR ERR - EEARE
LB > MR ERREERIAMLESN ; &

b. &/&EPEME N KRS EFT A IEEAZER » EERARELLZRE > WIFILERZESE ;

6. (FILEAEE | BARBLER » BREESBERE (Key Compromise) MEELLR » EERFLLER
ZEEFTH 2 ARE SRR ENLAE S ;

7. [EfE : G ERFEETHRA » BFE CA RERERESURRERANERET ;

8. FESD R 1% | HESDNIER - EFFREERAPMZRNERIFRZAE > 3 CABEEER (CP) ~ &
BIEREE (CPS) iads (BAENK) ZREREEILRE > CA BREILAEEILZES -

illl‘lf

9.6.4 {SFR/RIEEZZIABER

9.6.5 Hfth2E1H 7 BEARIER

9.7 REEHHA

9.8 HIEFRH

HNETMARITZER > BEME (Certification Authority » CA) BMF AR ZEZMEE =75 (Delegated
Third Party) 1§ (MAY) MUEHNBITHOERILAZEESEC > B CAFE (SHALL) FFAEEEAKAENH
ERREZEBITEREER > RRZEEFERZHMAERIT

A CARBRRREEEIRECERBIXAERRERLERHER (CP) KkHEREHIEERE (CPS) >
CAfE (MAY) $HHHEERSERZREMER » HBH CARERREER (CP) R/ EZBHIEERE
(CPS) FRESEZAEMER » HRERTANEMHME=SFRREE °



= CANBENEERIERREBBAINHERRERLERHR (CP) kW EREHEEEE (CPS) »
CAfE (MAY) UHEFEEZEMBEEAN » SHHREERNERZERAER Z—IHEX  BKIEE >
smHPYRRECERERAM > SXRRFERARREHEERE (Relying Party) FIB&ZEE °

A CAEERFIERNEBAXHERRENHGRHER (CP) KEEREBFHIEERE (CPS) HHEEE
BEZEIE > CAFE (SHALL) RZFEEMBMARGIRHR (CP) K/HEZEHIEEEE (CPS) -

9.9 HRE

BERFEWME (Certification Authority » CA) HEBFRKEREREE (Relying Party) ZEEBFIRSI > CA
BRI IEST - BIR/REEENE (Root CA) sIER/ESEE R EAERSMHAER (Application Software
Supplier) » WAREE CA KEAXHFERAERE ZEARFBHIBESE » INARIERRE 2 BB o4HE -
WS REE REMAGREZERE > MAEEE 2 EAERFEIEESE - FLt > bR CA BBUTHEZ 1572
Sh > CAFE (SHALL) FAZFEFRERESEFERR CA PR /RREMES 2 —I:EK « BERKIEL » THEFR
WA A RIERAM  HEGZERSRBHERETER « TUBEBNFHEZIEE - (ERATEEH
FEFSA CA FnEssd 2 /BB MER 2 AR ~ BB WIBX » GHZERASRBHENNRBEZEK TIE
R BAINERRETE  #NBERZRERTAAZER ; IR TIRERTAZER | (1) BBz
BT, W (2) BELEZESE (BEMRR CA EREER LIRMEZREBIELLIREE » MzERTRERRENR
R R BR/RE B EE IE 2 ARAEFERAVIBTE) o

9.10 AXHZHEHLLRIE

9.10.1 BIHA
9.10.2 #&I1k

9.10.3 #RIFREFE2Z2MH

9.11 Z2H1EZERBHMELEE

9.12 {&:]

9.12.1 {&:J1EF

9.12.2 @XNHIEIHAMR



9.12.3 ¥HHAEE (OID) WEBHZIER

9.13 FRAERIFRR

9.14 #i#Ei% (Governing law)

9.15 FRBIEZER LR
/ReE14HE (Certification Authority » CA) F& (SHALL) REMNSEIEFREM 2 2R REMERZE
RAATE » BRRBWEEHAMSMERER (Public Key Infrastructure » PKI) ©

9.16 HHIE{FTR
9.16.1 SeEEE
9.16.2 EIiE

9.16.3 HAHEIMY

ERXHERETELREMME (Certification Authority » CA) BEEE 3 /RBFIEM 2 E AR AR
BiFam< (UTHRE DER)) BEFHRE > CAF (MAY) BEMZREGERNERETVEZR/NREE
B UFEZERREEHFAEMESEEN - WREEERANS RSB EENRERE - FULER
T CAFE (SHALL) B} (BRMERERBZERREREZREZA) EHRBEHEERE (CPS) $
9.16.3 EfifR » SFAHEPAEE CA BIRAEMEN AN HERATE ZEE » UK CAHAXGERREMERZ
gy o

CAFE (MUST) 78 (BMEREREBEZERFTEERERETZAN) FEMEE questions@cabforum.org » A

MERRZANE B RN AREHSFR (Public Mailing List) & > BER®

https://cabforum.org/pipermail/public/ Frigtt 2 AFREBHEFIEE (Public Mail Archives) BiI&R5| (3

CA/Browser Forum 51715 2 EthE F (4t BAELE) » IR E/REBEFRSIEERE (CPS) Himgx

HERAE SNEEN CA/Browser Forum » LUt CA/Browser Forum B Z &% (BAREX) EITHEBEBSTZ
AJREME o

IRAETE CA BFEIEEFR A ZEEMERNR > FE (MUST) M2 HERAR > 8 (BAEKR) LEXmE
MR BB ERIEE KL AR > F1EF1T - CAFE (MUST) 90 BREESEHERIEE - BX
HIRBERIEEREE (CPS) » Mk it =3E%0 CA/Browser Forum o


mailto:questions@cabforum.org
https://cabforum.org/pipermail/public/

9.16.4 FFETT (RENEEEFIME)

9.16.5 FHEH

9.17 Hfth{gTk

figk A CAA BHAEITER

BLERH AT (Domain Name) #EAHETE DNS REMIAEREN » UMAEITERERSE A -

A.1 CAA 3%

A.1.1 CAA contactemail B1¥

§§§£ . contactemail <rfc6532emailaddress>

CAA contactemail B S EFEHHMIHEAESH - BESHERE (MUST) A& RFC6532 5 3.2 & FA%E
ENBRNEFEH UL - BERASEIEMEEINFTaEEE 0 [RIAREER o

WA aiB e AR EF I it E Mg B 1t 2 85 -

DNSZONE

$ORIGIN example.com .

CAA @ contactemail "domainowner@example.com"

BN RBEE ELHEE R contactenail BIERVREHAE (CA) AZBIABERES
contactemail B41E (MAY) :=2AR% (critical)

A.1.2 CAA contactphone Bi%

Bk contactphone <rfc3966 Global Number>

CAA contactphone B IZER BEERIS(EAHZH - BESHERE (MUST) %A RFC3966 5 5.1.4 £ FiE®
HBEXZIKIEES (Global Number) » [RIARSFER o Z2EKSEMSE (MUST) U+ BT SEE » BiS
(MAY) SEEREAREDRRNR

WA aiB e AR B RS E MBIt 2 8 h) -


https://datatracker.ietf.org/doc/html/rfc6532#section-3.2
https://datatracker.ietf.org/doc/html/rfc3966#section-5.1.4

DNSZONE

$ORIGIN example.com .

CAA @ contactphone "+1 555 123 4567"

LR ATBERE BB EREMRE contactphone BIER/REEE (CA) AZAITLBEIRE
contactphone B41F (MAY) RAREHE (critical) ©

A.2 DNS TXT 5%

A.2.1 DNS TXT #C#t 2z BFERHHAREN

DNS TXT 428%FE (MUST) ERFE TN BT [ validation-contactemail] FAFIE L o IE TXT 42E%RY
#{E RDATA {EFE (MUST) % RFC 6532 £ 3.2 i FRE RN A MEFE it » B RSB EAERINF T
s4EE 0 [AIRSEER -

A.2.2 DNS TXT 428tz BiEHt4gE

DNS TXT 42&%FE (MUST) EBRFFEEAIHBMEAY [ validation-contactphone] FABIE L o IlE TXT 42E%RY
([ RDATA {EFE (MUST) % RFC 3966 % 5.1.4 £ FREZMNBE N 2EKSEEE (Global Number) » ZRIFRF
fEEA ©

itk B 4 Onion 43l A TEEE /KRG

KR ERTEREPES—EHZE Onion 4815548 (Onion Domain Name) BFFT AR R BB RVEREETE
o

1. 4@ FBE (MUST) 832/ MEMEESR (Domain Label) » EPRAAIMAEIEIZEE S Toniony »
BEUBEZ Toniony AR ARIMAEIZERABMAIE 3 Bk Onion {3k (Version 3 Onion
Address) » EE &R Tor Rendezvous tR&Ei— 5 3R £ 6 &f o

2.CAFE (MUST) SR TIED—TESERERAEL Onion A BBAYITER ©

1. (@) CAE (MAY) {EREZE 3.2.2.4 FFRFIN T EZ— » BERFEH .onion RFENVEER .
o (i) 53.2.2.4.1881 — &KHTE ZHHILETE v2
o (i) 5 3.2.2.4.19 8 — KRNEZHuLETE - ACME
o (iii) %53.2.2.4.20 B — f£MA ALPN B9 TLS &E#4R


https://datatracker.ietf.org/doc/html/rfc6532#section-3.2
https://datatracker.ietf.org/doc/html/rfc3966#section-5.1.4
https://spec.torproject.org/rend-spec-v3

e L5 EBRSE FRRE S .onion ARFSAVIZE RS > CAFE (MUST) M Tor I .onion
PRREIARFSHVEAR - CA RIS (MUST NOT) ZEE=FEIUZER > TS (MUSTNOT) KHEE=
FIFRILAYELR > BISNfER Tor2Web o

AR AERNEERBNRZEER AR SFARENEEER c CARE (MUST) E7EZAEREFE

SEPNEEFERRFERZAZE ) RIEFMERMNEER ZR BT » TR CAERZAER » 7%
(MUST NOT) =B E41E&% (Wildcard Certificate) » 7FF41E (MUST NOT) MUZA sl

BESMNAH L IBIEAZISHEARH LT (Authorization Domain Name) ©

2. (b) % certificationRequestInfo FY Attributes BEEEIE THIAZR > CAE (MAY) EXRHPFEER
2L .onion BRFEFAEEE (private key) FERVEFEAEK (Certificate Request) » MABREEFREE ¥
.onion RFSHVIEEHE :

o (i) casigningNonce B4 > HFEZH CA ELERIMEHE (Random Value) ; &
o (i) applicantSigningNonce B HPRESFE—FE - CAFE (MUST) mEBEFERE:E
applicantSigningNonce EEEEE/D 64 (Ut ZALE (entropy > BEE)

%% nonce (signingnonce) BMEMEIRMT :

cabf OBJECT IDENTIFIER ::= { joint-iso-itu-t(2) international-organizations(23) ca-browser-forum(14
0) }

caSigningNonce ATTRIBUTE ::= {
WITH SYNTAX OCTET STRING
EQUALITY MATCHING RULE octetStringMatch
SINGLE VALUE TRUE
ID { cabf-caSigningNonce }

cabf-caSigningNonce OBJECT IDENTIFIER ::= { cabf 41 }

applicantSigningNonce ATTRIBUTE ::= {
WITH SYNTAX OCTET STRING
EQUALITY MATCHING RULE octetStringMatch
SINGLE VALUE TRUE

ID { cabf-applicantSigningNonce }

cabf-applicantSigningNonce OBJECT IDENTIFIER ::= { cabf 42 }

PEMER I Bt » ANERLIEBNEXHIRE (SHALL) i@ 30 B o ‘REEHREXEE
(Certification Practice Statement > CPS) 1§ (MAY) HREEIERIPEIEERERR

—B FQDN BB A7552mERS » CATRMS (MAY) $HELIEZEE:E FQDN 2 REAZE (labels) &4
EBEfth FQDN 228858 o LA A BN RSB A48T (Wildcard Domain Names) ©



3. B/RFEPE S Onion 4819418 » B RERAKAEKNIEE B FRESRE » BZELBAR AR LTS
(Internal Name) o

SER

L ARLERRMUIZE—TEKR - BIEETIRCAMRE (critical) BIMERAENX > 2R -
EEFAX: §7.1223 §7.1.231 §7.1241 §71251 §7.1.26.1

2. B 15 ILIRRERIIERERREIREREE - B4 BILETMILRE CARE (REE
BRIN) BEREEE ; FERLLERS - TTE—PIREEHEEBESE (Relying Party) » BItHIAERZKE
R MERERE -
EEFX 0 §7.12232 §7.1.231 §7.1241 §7.1.251 §7.1.26.1

3. PR AEF PolicyInformation UERIERF LR > B2 AR IGREEFIRANRENEBE T E ERT ST
BEEMEY policyTdentifier o At » A ERB/EFHEMFIEE (Reserved Certificate Policy
Identifier) Z policyInformation MBI » AR EZFREXREEFBEZ AR ©
EEARX : §7.1.226 §7.1.279 §7.1.2.105

4.7 CA /REBARERTE digitalSignature HEAZEMITT ° CA AR EIRAISF (MUST NOT) HREZE OCSP [O]fE -
BZEMFR -

LA : §7.1.2.10.7
5.7  BERRE LR 32,768 BFJT » {BIbAESER X.520 (2005 & 8 BhR) RFTE4AXZER - BN

(AIZZHEE) B LEIRA 64 EFTT ©
EEIAY . §7.1.422

A\ 757 Web PKIABREXHRIIEE 7S KRS SCENEE » ML EHEE - HMEFBRURXABTHE - XEPLABTTERERER -
A€M TBREZE/N\IE) [RIAEENT 2026-09-08 BB » 222X (FIER) o B « REETTHEHBREMUIESRERE o



