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1 /57T

1.1 &
X HHR T —EB SR ~ WHE « B9&E% (identity-proofing) ~ &£aniHEAEIE (lifecycle
management) MUKRFEZERK (auditing requirements) Z3R& » ELEEEREAER (issuance) HEHIE
NBR{SH8 TLS fAIAR2S/&:E (Publicly-Trusted TLS Server Certificates) FRME (BIERSD) &M ; &:F
(Certificates) ZFTAREIERE » EHRHEBEZIERE (Root Certificate) EAEREZERIIERER
#8 (application software) A o BRIE(EAEFREEE (Relying Party) BIFEFERRE(LFERS (Application
Software Suppliers) AR SRFIMITAXHFERRATE > FRIELEEREIGEHE (Certification
Authority » CA) IERE&HIM o

EEEH (Notice to Readers)

NEAEFE TLS RARZ/REH B EEIE 2 BRFBEER (Certificate Policy » CP) #atUR:EH#ME (Certification
Authority » CA) ZEEAREHE TLS ARREBEMEFTEZERN—HOAR - AXHEEMEEDN : BE

(BAEEK) (Baseline Requirements) AU CAEEREEREXERE (Certification Practice
Statement > CPS) FEHEBSNARIRMISS|EHEXK o [RIERARMRA » [TAIXXHERREEEAR
2012-07-01 (AEXHHREREMB (effective date)) Tz B BERMERISH o

AR HE R B B IR A RERE TLS AREREBIBEPPTT M2 EP:ERE o 4 7 k18 RFC 3647 1R »
BRREHEMEREE (CP) MREBHIEXEE (CPS) ETLEH (FIIARBEREE (policy
mapping)) > X8 RFC 3647 ZR#EZFRAEE o AW » CA/Browser Forum IEIFEPREZEHEE R E
M TRERTEL (nostipulation) =H#EREE > MEFLLBSEEHALMRNER » HEIBE TFRMERE] BRE
%1k o CA/Browser Forum SR ERIEM AN U ERRTE » UEERARMENEREZE (online
security) BB o BAREME @ AEIRKRAGHEREZFIEE (delegated functions) BFEERBEZER
FEIZER (audit requirements) o

AU ERFTEEHHARER (authenticating) FIEBMEMRANE (Internet) FEXZAARSFHVESE o &t
HIZXWEZEE (code signing) ~ S/MIME ~ BB (time-stamping) ~ VoIP ~ IM ~ Web AR# (Web
services) FERMLIERK » PIAEETERRARAHIHE o

EXHERRER G REZE (enterprises) EHAIBLAZE (internal purposes) MBTEEN L AKHEHE
f32s% (Public Key Infrastructure » PKI) » RREFTETR/REZR BN EE » HHARERSE (Root
Certificate) FREZ(EMIFEAEREEMAER (Application Software Supplier) Eg3 o

AXHERREFER/REEFEME (chain of trust) FAIFFEREEIEME (Certification Authorities) o ZLEE
KRIEMIR/EEAME (Root Certification Authority) R TEEEZ KN TEEEME (Subordinate
Certification Authorities) ©


https://datatracker.ietf.org/doc/html/rfc3647
https://datatracker.ietf.org/doc/html/rfc3647

1.2 X HFAtEE R

A/REBER (Certificate Policy » CP) B &4 CA/Browser Forum $R4NFABR{SHE TLS RS ReE e 358
BIEAVMERAEK o

THRBBERA RIS (Certificate Policy identifiers) {RERM/EEHE (CA) A AUEEREER/RE
X (OID arc2.23.140.1.2) Z#E » BE8INT -

{joint-iso-itu-t(2) international-organizations(23) ca-browser-forum(140) certificate-policies(1)

baseline-requirements(2) domain-validated(1)} (2.23.140.1.2.1); UM

{joint-iso-itu-t(2) international-organizations(23) ca-browser-forum(140) certificate-policies(1)

baseline-requirements(2) organization-validated(2)} (2.23.140.1.2.2); MUk

{joint-iso-itu-t(2) international-organizations(23) ca-browser-forum(140) certificate-policies(1)

baseline-requirements(2) individual-validated(3)} (2.23.140.1.2.3) °



1.2.1 KRZs1&5T
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114
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116
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1.2.3

124

1.25

Ballot REHE RZA

62

71

75

78

80

83

88

93

96

97

99

102

105

112

120

129

125

118

134

135

144

148

R (BEZEXR) 1.0 hR
&:J#E1ZE (Auditor) &g

AFEIERAEE (Non-critical) Name Constraints 182
RFC 5280 Z#I4h

1EETHEIP IiEEESE « SAEPFRERRR
REEE/FE Z OCSP [AlfE

R (EREBERREZEER) (NCSSR)
FOEFERE FE E BRE XX

B1.1hR%% > REE 1.0.518F
BEIFEREARTR28I8E

BRIt (Wildcard) ‘REBEFTERIERAE (New
gTLD)

/]

B LE R AN RBEND
% DSA &8 (BRv.1.1.4)

&5T758 9.2.3 BV EREAIF T (domainComponent)
B2E= (language) Bt

TE/&:511E (Subordinate CA) BIR:ATEAISR

# Tinternal Server Namel E&F &% Tlinternal
Name]

BEMATRE (Affiliate) MIABINEREIRE

5 11.1.3 BAFfIL PSL Z A

CAA #28%

SHA-1 /& KB572

Fa%R:E (Pre-certificates) ¥t RFC 5280 #R&EZEMA
ETSI FERZEER

.onion AEE A BRYEREE R EE

{&IE Issuer ¥§1iI

ERAn B HA
2011-11-22
2012-05-08

2012-06-08

2012-06-22
2012-08-02
2013-08-03
2012-09-12
2012-09-14
2012-11-07

2013-02-20

2013-02-21
2013-05-03

2013-05-31

2013-07-29

2014-04-03

2014-06-05
2014-08-04
2014-10-14
2014-10-16
2014-10-16
2014-10-16
2015-02-18

2015-04-02

2012-07-01

2013-01-01

2012-06-08

2012-06-22

2013-08-02

2013-01-01

2012-09-12

2012-09-14

2012-11-07

2013-02-20

2013-02-21

2013-05-03

2013-05-31

2013-07-29

2014-04-03

2014-06-05

2014-08-04

2015-04-15

2014-11-16

2014-10-16

2014-10-16

2015-02-18

2015-04-02



hR s
1.3.0
1.3.1
1.3.2
1.3.3
1.34
1.3.5
1.3.6
1.3.7
1.3.8
1.3.9
1.4.0
14.1
1.4.2
1.4.3
1.4.4
1.4.5
1.4.6
1.4.7
1.4.8
1.4.9
1.5.0
151
1.5.2
1.5.3
1.54

1.5.5

Ballot #R%E RWHA

146

151

156

160

162

168

171

164

169

174

173

175

181

187

193

189

195

196

199

204

212

197

190

214

215

217

i (BARZERK) B RFC 3647 2048
FBER OID URMEREF R
BE (BAEXR) £1-26
1BE (BAEXR) £ 48
PIIMETREY B ARFAZ

(BAREK) KRIE (BEThR)
S CABF Xz ETSI #R%E
BREFTRHNEE (BRE)
(CHE -G£
PR EMARERE ZAAER
BIFRERERMAFEARRZER
R ERSEAIIEET givenName 82 surname B4
PR 3.2.2.4 EiFRSI Z BR D ERs8 75 7%
EHIIT CAA IEE
REAMHAZ 825 H
1BE (BAREX) $£6.1.76
CAA &%
EFE TEZHARBL (Audit Period)
ERIRREE B PR E A commonName ##1{iL
RILRHEE=7 (DTP) BATHHEL /IP FRE RS
RE (BAEEXR) EXNRE
Ballot 193 #2434 H
I EREE A RE T IMRELE
CAA #2Z% CNAME #RBIZ AR EhER
{E1E Ballot 190 X F:R1E

RFC 2527 7 KB512

HRAmB A

2015-04-16
2015-09-28
2015-12-03
2016-02-04
2016-03-15
2016-05-10
2016-07-01
2016-07-08
2016-08-05
2016-08-29
2016-07-28
2016-09-07
2017-01-07
2017-03-08
2017-03-17
2017-04-14
2017-04-17
2017-04-17
2017-05-09
2017-07-11
2017-09-01
2017-05-01
2017-09-19
2017-09-27
2017-10-04

2017-12-21

£xB*

2015-04-16
2015-09-28
2016-12-03
2016-02-04
2016-03-15
2016-05-10
2016-07-01
2016-09-30
2017-03-01
2016-11-27
2016-09-11
2016-09-07
2017-01-07
2017-09-08
2018-03-01
2017-05-14
2017-05-18
2017-05-18
2017-06-08
2017-08-11
2017-10-01
2017-06-02
2017-10-19
2017-10-27
2017-11-05

2018-03-09



hg s
156
1.5.7

1.5.8

1.5.9
1.6.0
1.6.1

1.6.2

1.6.3
1.6.4
1.6.4
164
1.6.5
1.6.6
1.6.7
1.6.7
1.6.8
1.6.9
1.7.0
1.7.1
1.7.1
1.7.2
1.7.3
1.7.3

1l.7.4

Ballot #R%E RWHA

218

220

219

223

224

SC006

SC012

SC013

SC014

SC015

SC007

SC016

SC019

SC023

SC024

SC025

SC027

SC029

SC030

SC031

SC033

SC028

SC035

SC041

TEPREREE 7705 #1 B 45
IMEREEIE (2018 &)

BAEXRS “issue” / “issuewild” BMEIEE Z CAA 42EE
& (Record Set) BRIEASR

Bi (BAEX) 5 8.4 fiz CATEIZER|
Whols £ RDAP
REEREEIER R ZIE R

7 dNSName AR EBEFHAESEF
FE

7t (Underscore) Z7aiK

CAA Contact B AERAE FEHBREE 777
EIEERE A
PR 9 SREEE A
ST IP (UAEBREE 0%
Hfth Subject B4

3B DNS CAA Phone Contact v2 2 BsERf4%
FE% B8 (Precertificates)
FhEELE 2
TEZH HTTP 481885 75 7% v2
25 3 ki Onion /R:¥
% Markdown #&{#HZ Pandoc
BEAREM RIS
BRERLT2HBRRESL (Browser Alignment)
TLS B8R ALPN 757%
sCER B AR BRI
BIRMEE

SR (BEEX (BRs)) ~ (EV55] (EVGs)) £ (4
BERERMEZEER (NCSSR))

HRAmB A
2018-02-05
2018-03-30

2018-04-10

2018-05-15
2018-05-22
2018-09-14

2018-11-09

2018-12-25
2019-01-31
2019-02-05
2019-02-08
2019-03-15
2019-05-20
2019-11-14
2019-11-12
2020-01-31
2020-02-19
2020-03-20
2020-07-13
2020-07-16
2020-08-14
2020-09-10
2020-09-09

2021-02-24

£xB*
2018-03-09
2018-04-29

2018-05-10

2018-06-14
2018-06-22
2018-10-14

2018-12-10

2019-02-01
2019-03-16
2019-03-16
2019-03-16
2019-04-16
2019-09-09
2019-12-19
2019-12-19
2020-03-03
2020-03-27
2020-05-04
2020-08-20
2020-08-20
2020-09-22
2020-10-19
2020-10-19

2021-04-05



hg s
175
1.7.6
1.7.7
1.7.8
1.7.9
1.8.0
181
1.8.2
1.83
1.8.4
1.85
1.86

1.8.7

2.0.0
2.0.1
2.0.2
2.0.3
2.04
2.0.5
2.0.6
2.0.7
2.0.8

2.0.9

2.1.0

Ballot #R%E RWHA

SC042

SC044

SC046

SC045

SC047

SC048

SC050

SC053

SC051

SC054

SC056

SC058

SC061

SC062

SC063

SC066

SC069

SC065

SCO073

SCO75

SCO067

SCOT7

SCO78

SCO76

BJEREA (Re-use) BEERAERIZHARMES 398 H
BARE FJ$% 2 AUAR RGNS

DNS &8 CAA FISMERR Z B KB
BRFaEEas
subject:organizationalUnitName 87K 42
HEATEE P (AR RTIR TR EE

BIRE 4.1.1 BiZEK

SHA-1 OCSP Z=& Z BiAFFiZ
HERIEERTE AL B R ACERBR IS R 2 B K

Onion 1%

2022 Ex18

ER7PR3L (Sharded) CRLZEH distributionPoint i

¥ CRL seirsBEEELLIRAfLES (Revocation Reason
Code)

EF/RELIE (Certificate Profiles)

OCSP 2473 ~ 584l CRL » WEXENEENE

2023 18

BA R % F 23 BB A AR Y EC B B 5K

& (EV55| (EVGs)) &% RFC 3647 T
FEHIM Linting & (Pre-sign linting)
SREIBRSRAREEE (MPIC)

B 8.4 BB EERINER WebTrust iz E

Subject organizationName ##{iILEHR EV /&&E K S/MIME
FET DBA %% (Assumed Name)

BATEML PR E OCSP 3K

HRAmB A

2021-04-22
2021-04-30
2021-06-02
2021-06-02
2021-06-30
2021-07-22
2021-11-22
2022-01-26
2022-03-01
2022-03-24
2022-10-25
2022-11-07

2023-04-01

2023-04-22
2023-08-17
2023-11-23
2024-03-13
2024-03-15
2024-05-03
2024-06-28
2024-08-02
2024-09-02

2024-10-02

2024-09-26

£xB*

2021-06-02
2021-06-03
2021-07-12
2021-07-13
2021-08-16
2021-08-25
2021-12-23
2022-03-04
2022-04-15
2022-04-23
2022-11-30
2022-12-11

2023-07-15

2023-09-15
2024-03-15
2024-01-08
2024-04-15
2024-05-15
2024-07-01
2024-08-06
2024-09-06
2024-10-02

2024-11-08

2024-11-14



hR s

2.11

2.1.2

2.1.3
2.14

2.1.5

2.1.6
2.1.7
2.1.8
2.1.9

2.2.0

221
2.2.1

2.2.2

2.2.3
2.2.4
2.2.5
2.2.6
2.2.7
2.2.8
2.2.9

2.3.0

* 4 HER (Effective Date) KEMIBRAE I HHA

Ballot I8 &2

SCO79

SC080

SC083

SC084

SC081

SC085

SC089

SC092

SC088

SC086

SC091

SC091

SC090

SC094

SC096

SC097

SC095

SC099

SC098

SC101

SC100

AE

jt_tFXEWL: EEZ—FE;’E,\

B8 /RE (Cross-Certified

Subordinate CA Certificate) B&—EMU L2 /REBER

3816 WHOIS B AAS 3.2.2.42 81 5

BesE 0%

2024-2025 £ %18 Ballot
Z=0 ACME Account ID B9 DNS E&z5 /5 5%

BB R AR R SR EAERE B Z HAIRBYE

2R

322415

&5 CAA B2 DCV B » E5KEg5E DNSSEC (EHEFER)

AFREEELE (Mass Revocation) #HE|

TATEE RS EHEREWME (Precertificate Signing CA)

ERFFAMACEREZ DNS TXT 428HY DCV 57

#%1E Address and Routing Parameter Area (.arpa) #8154
TBHY/RERAE

K 3.2.2.5.3 BiR AU EHERGE

B ERAFAM DCV TXT 428% 2 IP fi3it DNS BRs8 7%

B AARIBRAVEF M

7k

BEFEH DCV /5752 DNSSEC E4%
EA% DNSSEC E&sE 08I ER
FERFREEIEER SHA-1 EEMR

2025 31

CREERE A AR AT
B=IE RFC 8657 HY CAA B
BAE IR E4I5 28 (ADN)

DNSSEC 2B FHE S

EeEEEE Tcrossover) Eis%

F5 8 CRL

£R4m B HA

2024-09-30

2024-11-07

2025-01-23
2025-01-28

2025-04-11

2025-06-19
2025-07-23
2025-10-03
2025-10-09

2025-11-13

2025-11-13
2025-11-13

2025-11-20

2026-01-15
2026-01-14
2026-02-24
2026-02-27
2026-04-18
2026-05-13
2026-07-02

2026-08-06

£xB*

2024-11-14

2024-12-16

2025-02-24
2025-03-01

2025-05-16

2025-07-21
2025-08-25
2025-11-04
2025-11-10

2025-12-15

2025-12-16
2025-12-16

2026-01-12

2026-02-16
2026-02-17
2026-02-25
2026-03-31
2026-05-19
2026-06-16
2026-08-06

2026-09-07



1.2.2 tHRE B HA

HERA GHERZRENEX)

2025-01-15

2025-01-15

2025-03-15

2025-03-15

2025-03-15

2025-07-15

2025-12-01

2026-03-15

2026-03-15

2026-03-15

2026-03-15

2026-03-15

2026-03-15

2026-03-15

2026-03-15

2026-03-15

4.9.9

3.2.24

4.3.1.2

8.7

3.2.2.9

3.2.24

5.7.1.2

3.2.2.4

3.2.24

3.2.24

4.22.2.2

42224

4.2.2.2.5

4.2.1

4.2.1

4.2.2

B &:% (Subscriber Certificate) B9 OCSP [CIfEFE (MUST) %5351 15 NiER
Gz

CATF#E (MUSTNOT) 4X# HTTPS i RI4Bs 2 BHHEA (Domain
Contact) E#fl o CAFE (MUST) fdH IANA JIEE IR L BHHR A ZAN o

CAFE (SHALL) B Linting 742 » LURIE 5235858 (to-be-issued Certificate)
B {4 2 R RT &1 o

CAE (SHOULD) #%A Linting 712 » HAUEBHER% (Self-Audits) FRIEE ZHRAE
PHE R RRETRMERER o

CAFE (MUST) 7EfEEMERT » HZEMER1EA (Network Perspectives) frsE
#B1AEEEE (Domain Validation) £ CAA BERIAER o

CAF45 (MUST NOT) k&8 3.2.2.4.2 B3 3.2.2.4.15 MV A AR ZEB AR

2%
ag ©

CAFE (SHALL) W E CPS &Mz CP/CPS W95 5.7.1 Bi-P B RRE AIRIEES 312
(Mass Revocation Plan)  jB4 RIFENGE -

HEBTEMEREA (Primary Network Perspective) #1172z 4BIsiiE iz B
SE1ERARYFRE DNS &5 > $9FE (MUST) #1947 DNSSEC B&:E ©

CA X1 (MUST NOT) FIFASPEER @ ST A 4EIgIZ s T S R 5 /ERANY
DNS &3 » {2 H DNSSEC B&:E

CAF45 (MUST NOT) R#BE% 3.2.2.4.8 BiV A ER=EER P &S o

HEBTEMEREA (Primary Network Perspective) #1172 8 CAA 428316 E4E
RABYFRE DNS &3 » 19 (MUST) #1147 DNSSEC B&:E ©

CARIF (MUST NOT) FFPIBRELER > STEMEMIEL CAA ILEEEERIRI DNS &
a1 > {ZFH DNSSEC Bg:% o

BEEMRRA (Primary Network Perspective) BRZZZ|f DNSSEC Egs5H:R
(B4 SERVFAIL) » &4 (MUST NOT) #1RAFrI S8 2 ki o

BIEEEAEREHAIEN (Subject Identity Information) BEGFERIMNRREAR
#7398 H °

A EEFERYE%TE (Domain Name) £ IP {isik (IP Address) BEE:EERNER
EHAPRZA 200 B -

CAFR1S (SHALL NOT) %31/ IP RA&IF#%EL (IP Reverse Zone Suffix) &E2Z
FEIRY SR



HERA GHERZRESREX)

2026-03-15  6.3.2 REERENZREAMHEA (Validity Period) #5200 H °

2026-03-15 7.1.2.4 CAFRIF (MUST NOT) fERTRZE/RERERAEE (Precertificate Signing CA)
REETEIRE (Precertificate) - CAFISF (MUST NOT) fEFEE 7.1.2.4 HiFAFREE
IR HATAR 2 TRZE /R 2 B /R A REEEI4 (Technically Constrained
Precertificate Signing CA Certificate Profile) ZE2/&:E o

2026-07-15  5.4.1 ERsR EENOTEIZ4CsR (Auditlogs) FE (MUST) B2S43EEN o
2026-09-15  7.1.3.2.1 7@K (Sunset) FRBEETE{ER SHA-1 BEM/RFEZE CRL ©

2026-11-15  3.2.2.4 AT 2T (Authorization Domain Name » ADN) AZBRFR{ERES S 554
RTE ©

2027-03-15  3.2.2.48  CAFRIF (MUST NOT) fk#8% 3.2.2.4.16 & ~ 35 3.2.2.4.17 & ~ 55 3.2.2.5.2 Eifd5E
3.2.2.5 3.2.2.55 BN A EREZARRE o

2027-03-15  3.2.2.53  CAF4F (MUST NOT) X385 3.2.2.5.3 B ARELAAESE °
2027-03-15  4.2.1 AIEEFERAAEATEE P At BREERMNRRIARA 100 8 -

2027-03-15  6.3.2 A EENRRAMEZ 100 o

2027-03-15  4.2.2.1.2  CAFE (MUST) & RFC 8657 3RERRIE accounturi 8 validationmethods B8 o

2027-03-15 422.1.2 # CA k& RFC 8555 Fritt » LL ACME Account URL % BI/&:EFH B RINRSE » CA FE
(MUST) MEGFEBER (CP) K/ EBEBHIEXEZE (CPS) F42HiPERHE
Bz 3BM accounturi F&T\, > ME (SHOULD) #E{E RFC 7565 FRE&HMY acct URI
scheme °

2028-03-15  3.2.2.48 CAFRIF (MUST NOT) fk#8% 3.2.2.4.4 &1 ~ 55 3.2.2.4.13 §i155 3.2.2.4.14 iy 5
3.2.2.5 EREERP RS o

2029-03-15  4.2.1 B ERERAMEREAE P U EEEENNRRARS 108 -
2029-03-15 6.3.2 RREFENRREMHA47H °

1.3 PKI 28¥
CA/Browser Forum {Z—B a4 (voluntary organization) » F/&:51%#& (Certification Authorities)
LU 4B 4B RS B R e S E M E B S5B/REE  (Relying-party) HUEBEFEFRTEUEFERFRAERR ©

1.3.1 /&:EI%IE (CA)
BB AE (Certification Authority » CA) ZEZ RS 1.6 & o CA/Browser Forum Ba1HY CA 2 8% B
LUF#84E ¢ https://cabforum.org/members ©


https://datatracker.ietf.org/doc/html/rfc8657
https://datatracker.ietf.org/doc/html/rfc8555
https://datatracker.ietf.org/doc/html/rfc7565
https://cabforum.org/members

1.3.2 sl (RA)
BRE53.2.2.4 81~ 532258 K (B 2026-03-15 fBAM) 53.2.2.8 BiZ BRI > CATE (MAY) #55 3.2
FREZ 2BREABHIER > BRBESBEE=S (Delegated Third Party) #47 > B2 SEEE T2
2EE 3 FFRAER o

I CA RS RER=FPITZETIFE (delegated function) ZFl» CAFE (SHALL) EBEZHERT
REE=F:
1. MRHAFRBERR > BRNESE 5.3 1 BiFREZEREK ;
2. k%8 5.5.2 EifRE X ;
BIFAXHFEMBANRZRERIEEZIRE ; UK
4. 81
a. CARVREEHER (CP) /BREEBHIEEEE (CPS) »
b. RBEF=FHZFEE%E > B CAEERHERAXHEK -

CAE (MAY) (5EEZEsFMAL (Enterprise RA) BB HFrEBAAMIRHAVRERLE ©
CARIS (SHALLNOT) ##ZmHbFEFMPOZERERRE » FRIEFTE TFIIEK !

1.CAFE (SHALL) HEsRFREFsAZ Se2VI& 4819 8 (Fully-Qualified Domain Name » FQDN) {Ufts%i
FEMP OB 2 s RiEZER (Domain Namespace) A °

2. WEEHFRESIFEMEMERTE (FQDN) B2 8% (Subject name) » CAFE (SHALL) &
O BEAREEREZLE REAETENMEEE (Affilate) 28T > REEEEEZTRMN
HABZAEA - fIg > CAFRIF (SHALLNOT) EREZFEMF O FABC Co.y ZREMBRHEZE
Reai8 IXYZ Co.) Z/&:E > BRIEMRAB)RRAHFEE (2R% 3.261) 3¢ TABCCo. & TXYZCo Z
RIEA o ’EAT#%EH.:EZIEE FQDN (Subject FQDN) 2&E&E# TABC Co.1 Bifidi%z A igz
MR > _ERERIGMES

CAFE (SHALL) ZEBZHNERZEFEZMA BT LIMIRG > WEEHBIREER

1.3.3 AR
KE 161 TS o

ERELERRT - CAKEEEAHFE (Applicant) BAF (Subscriber) > AIMTERER L REFLEEH
(Private Key) ~ FRzE/&:E « sEPRMEIHEE#E » S8 T BB AREUS/&EE

1.3.4 (SHEREE

MS58/R:EE (Relying Party) | 51 TPEFRERESMLAERS (Application Software Supplier) ] ZE&RE
1.6.1 & o CA/Browser Forum IREE SR BRI MHERE - QENMNU AL
https://cabforum.org/members


https://cabforum.org/members

1.3.5 Hith281&
2 2B EFIE Z HtEREEE AICPA,CICA Z TWebTrust for Certification Authorities) T{E/)\4HEd

ETSIES| o IEEFEREMNSETFAAXEHREMRZEE « HBIZA -

1.4 R:EHAE

1.4.1 &HEREE
AT TERNAREZREANT EFEN » Y OEERAENEETEETRE o AT it e
EAARE N » HEERMSRRREH R R o

1.4.2 (BB EILFRIA
FHEHRRE o

1.5 B EE

(AREHE TLS ARAVEEHFMEE 2 EAER) (Baseline Requirements for the Issuance and
Management of Publicly-Trusted TLS Server Certificates) #(B8 CA/Browser Forum FrzTE 2 281 » {#/&
SEMABIA SR EE « MEEREE L ABISHE TLS EARES /KRB o 2N {154K CA/Browser Forum FR¥R{T 212
F > EEHEES] - MR AXHNEERHE 2 —R&ImEAE » CA/Browser Forum AFEEGIMERIALL
BEFEB {4 CA/Browser Forum 1% (BEFEBHMULA questions@cabforum.org) ° CA/Browser
Forum R EEREAMBRHZER » THRHEKFRERM > HFUBTEEE -

1.5.1 X{FERE
TERRE o

1.5.2 B4&E R
CA/Browser Forum B4&E AN TABAL © https://cabforum.org/leadership/ o FA/&EIAE

(Certification Authority » CA) BURFEBHEEEE (CPS) FEHIRAF » CARRMERERE ZEES
BRI - UEBHBREE CABEZASR -

1.5.3 ‘REEBFHEEEE (CPS) XHZEESE
RERRE o

1.5.4 BEEHEEREE (CPS) Xz &ERERF
RERRE o


mailto:questions@cabforum.org
https://cabforum.org/leadership/

1.6 BHAERKRAER

CA/Browser Forum (HERREVEZRMELEEKD (Network and Certificate System Security
Requirements) FR#EiZE » UEIAARMALRNY > HABREE 2 XEARAEXH -

1.6.1 AAES

REA 2 RAR4AAA (Affiliate) : RISAT « SBLY ABCENHMEEE » BREEZSIthEEE « S
WESPE| > BN EEE S HEITS ; ISTATILRT « SRPT - RAREVAMEE > NIRRT IS T B
A o

EzEE (Applicant) : &158:5F (ESREH) ‘EZBAATEAN (Legal Entity) o ‘RE—B %3 » FA
BEBEBAAE (Subscriber) o HEIZBAEE Y RE » FREERIEEENEEZREFFHEEZER
M RERAB R L RHZEEFED -

FsEEME (Applicant Representative) ! RIEAERHFE - RENFRFE > NERBEERIAKRPH
HZHREARNBZAAE Human Sponsor (BEREA) » B &S TIME—ERZ AR !

i ARFFERBLIRY - AEARERIZHF , X
ii. ARFAFEZBAIRBAFE (Subscriber Agreement) ; K& /5k
iii. ERFERRERBZAGEENARRRBETE - ARPFERDERIFR (Terms of Use) °

FERENEEHEFER (Application Software Supplier) : IR HEAAIRATER 2B 2s e e T HthE A S FR/REEN
FEFREMRE 2 (e » EEE SRR EAEE » MAEREE (Root Certificates) ©

FEPAISER (Attestation Letter) : {ZISHEETAD « 1260 « BUNE BB LEER L AHEEZ A5
B=FHFRE > BALGEEEREEN (Subject Information) ZAIEMEZ{SER o

F51ZHAR (Audit Period) : M—ERHARI Z#&1% (period-of-time audit) H > BZEBNRHESEEGTRE
ZEXEH BiR) ERE—H (EFR) ZHME o (LEARAERREZET RERBEMIEZIR o ) B
HMZ REREARRIRRESE 8.16i

#8123k (Audit Report) : AE#&#EZEZLE (Qualified Auditor) FREEZIRE » BLEGREAWEIZERE
TR SRR X ERRENRBBIEREZER ©

g tEdmis4aF8 (ADN, Authorization Domain Name) : IS EHEE 22V & 4815278 (FQDN)
B AREIEETE (Wildcard Domain Name) HTAEIISES I EREEREE 2 FQDN o

¥EIEEIZIE (Authorized Ports) : TFEZREZ— 1 80 (http) ~ 443 (https) ~ 25 (smtp) ~ 22 (ssh)

B8 (Base Domain Name) : RIEEZ T2V &AL TE (FQDN) A » (i sEMRIESIADEE
RBIFE (registry-controlled or public suffix) A 755 —{E48i%2iB&IE (Domain Name node) » ik
ZHMRIEFEERARFTEZZD (BaN Texample.co.uky 5 Texample.com)) ° & FQDN BAiFZ

MR IBENRETE H S MR (registry agreement) A Ef& ICANN #34& 13 (Specification 13) Zi@FTE

4@ 2FE (gTLD) » B gTLD "B Al E/EE 4B 218 o



IRIERGEISIES /A8 (CAA) | BifRE RFC 8659 : MRIEREIEE3/R:E (Certification Authority
Authorization > CAA) DNS &iR4C#: (DNS Resource Record) #t5F DNS BI85 E AfEE—ExZ
E/RE1HIE (CA) BUSIREEZBIRARERRE - CAA BRI AFAR CA BHEEIMIIEETEH » U
PEIETERA/RERE Z A © |

CA £#8¥ (CAKeyPair) : EAMEBEARCHN —ENZE/RERIBIVIRRER T B/RERER
FEHA9 Subject Public Key Info i1z &gt o

&% (Certificate) ! RIEUBMUZEEREARERAREFI N ZBF XK o

HEEF (Certificate Data) : H/GBIMBRA « EENAIFINZ/REFRAEAEMER (HERINEHHR
HEHEMKIR)

REEIETRIZ (Certificate Management Process) : ‘ReSHB AN REEN « BR:E - HEEE
EEEIEE \LREBFTS R Z A2 ~ BISERER > OIFSE - WRREERZFEA -

REEHER (CP, Certificate Policy) : 3I§—E#RA » ALGERAFEREBHNFEMEH R EBELRLZEE
KRz HEHERER (PK) ERMNERMY -

R:ERIREHR S (Certificate Problem Report) : S 5LIEHBERE (Key Compromise) ~ R:EERA
(misuse) SHEMEVREERZ R ~ i# « BRI ABTAZKNF

RiEEI4E (Certificate Profile) : RIE—EXHHIESR » AUEEREEAN

AERERTTRL > HIA/&EH
B (CA) ZERBHFERERNE - CA RIEFERREREEREE -

/B:8EE LA (CRL, Certificate Revocation List) : FSRE/REZ/RBMBEILUBULSNES > BE
HAE R RREE 2 BRI /RFEIRE o

REE1E (CA, Certification Authority) : BE/REZE ~ 23 « BRILEASIEZAM - XFARFEERR
RE%ME (Root CA) BATEB/&REME (Subordinate CA)

BHEE(EERE (CPS, Certification Practice Statement) : #pUREEI « 5% « BIERERZAE
BN ETXHZz— o

5l (Control) : MZEHl) (REABRIAE TSHES (controlled by) 1 82 TEIHEZHEES] (under
common control with)) » ZISEREESEEHEE TIIELZ— | (1) FEXBRZEE - NS ~ BFEaEt
= Q) EhIBFEFZIEM ; & (3) /ARKZERBR IS MM SEAREPER 5 FrEZRA
FERAR LA » BEAIMAAREF LM 10% ©

EZ (Country) : BiEEEERE > 5% (OR) KE/IWMEMSEEERERNAEEREZK (Sovereign State)
ZHIBEI o

i3 TEREI4IERE (Cross-Certified Subordinate CA Certificate) : R M{ESB%E 2 RIEaT
F%ﬁﬁﬁ%ﬁ’]@ 25 o


https://datatracker.ietf.org/doc/html/rfc8659

FIR2L2REBELES (CSPRNG) : HRBE2RARER AL BELESS -

ZZ{EFE=7 (Delegated Third Party) : IFE/&EHIE (CA) ZBAAEIEA (Legal Entity) » % CA#
EHITHRITAXGTI 2 —BHZIE CA BEXREE > LURBRREIEMZ - BHEHARESHRAA CATEXZ
ERAHE -

DNS CAA EFEBFE#4EA (DNS CAA Email Contact) : [fi&# A.1.1FREHZBVEFER (3t

DNS CAA E:EH#48 A (DNS CAA Phone Contact) : Ffi$% A.1.2FFE ZRAVBEZIRHE o

DNS TXT 4282 E FEBFE48A (DNS TXT Record Email Contact) : &% A.2. 1FTE &I EFER(Fithdk o
DNS TXT 4282 E:ER#4& A (DNS TXT Record Phone Contact) : &% A.2. 2FFE EHIEERAS o

491Ei%% (Domain Label) : 83%%8 RFC 8499 : TERZMESZAEIst4E (octet) KFAEEMAL » FAUERN
ML BRI —aR o LUES® (Graph theory) &RREF > MR E AT ERIFRA AT AERV RIS L BRI B R Z [
FAEER B —E RS ©

#8578 (Domain Name) : H—ESZEMEEIRE (Domain Label) RFEETAA > WK EFAEE%TE
4t (DNS) Hpy—{EEHR, o

HRiEA B (Domain Namespace) : @8I BRAH (DNS) &> —EFRE T Z A R sEREE%
BZES -

B TEsIMA (Domain Name Registrant) : BFFRIEA4915 2B THEAE (owner) | » (BEERBHEM
= 0 RISEA R BRI ZMEEMME (Domain Name Registrar) A BAEAEEEN2EFERS
RNZEANEEE > FIE0H WHOIS AT B8 M E R hi5I7E TRegistranty ZBRATIEA o

i EEEM®E (Domain Name Registrar) © & RFIMEIRRES BIE B2 TR > MRS RMEEMZ
BANER :

i. fEPRAR RS R A EASRRE S OIS (ICANN) ;

ii. EIRARADIS 2B T B RIS M EIEAE (authority/registry) ; 3¢

iii. R E AL (Network Information Center, NIC) (BEHERRAREZE « KB - REMEENL ~ #HRA

FREAN) ©

M0 (Enterprise RA) | BURGEHB RN 2 HEBNS TeRIEA » BREMZABZEREZ
B o

ZIHAR (Expiry Date) : /&F&E™H Not After) Iz BHl > EREFANEAZALE -

T2V &4 4FE (FQDN, Fully-Qualified Domain Name) : 158 & HFFAER DNS LB &iE: 2 BIEiER
MR AEIN R TE o


https://datatracker.ietf.org/doc/html/rfc8499

HF#R (Government Entity) : FIEIFTSRILBEIEZIEA ~ 1R ~ 2BFT - B0E ~ DMABEEMEALIZ
AR > Uz BE T &R S BEEE (M~ &~ ~ BEF) -

SEMEERE (High Risk Certificate Request) : 15/&:5148 (CA) RAZPAER KRFrfENERIER
B BERERFBRTAREINEE ZHE - HAERRERERRES 5EBRERN R EMERA
B2 RS - BHIRNEIEE . /REFENEEELL/REN TR « #FU1E Miller Smiles Phishing List
5% Google Safe Browsing List Rz 4815 %% » 3¢ CA {&kH B & R RS 2RI hll 2 4478 o

AEE&#E (Internal Name) : $57&:8 2 Common Name 5§ Subject Alternative Name HiIFBFH (JE
IP firdit) » B EMEIEFERE T IANA Root Zone Database BITE#k 48152 7& (Top-Level Domain, TLD)
FAGER » BN RESERREEE LR DONS PEEHAR2IKE—1f o

IP fizsit (IP Address) : fSECARTEFAMERRAEEETHE (Internet Protocol, IP) EITEMZEERT 32 iiTs
128 fT#E °

IP {iititB48 A (IP Address Contact) : £ IP i s E RSB S L A EEE —ENZE IP AER S
NZBEAHERE ©

IP {iIhtsEMEIRHAE (IP Address Registration Authority) : A3FR4ERESRISDECHEAE (IANA) HEIHAER
R SEMEIRMAE (RIPE ~ APNIC ~ ARIN ~ AfriNIC ~ LACNIC) ©

IP RA&iF#&%% (IP Reverse Zone Suffix) : BH4FIHIZE lin-addr.arpa) 3 lip6.arpa) Fri#Rk 2 mifE

STEVIEA8E %M (FQDN) Z— o tEZ1E FQDN 2 REAAARAERIHES 4 lk (IPv4) K5 6 kR (IPv6)
RE%FE (Reverse Mapping) @iz ZiREIRE « HA » Tin-addr.arpal % IPv4 kRAEEHEGREZERZIRE
B2 > Tip6.arpal) HIZ IPv6 R E¥ FEM A M 2 IRETE, o

EEREIEAE (Issuing CA) | H—IR/BSEMS @ BN REZ/REHE (CA) o AT BIR/REIEAE
(Root CA) = TE/&:5148 (Subordinate CA)

EiREWAE (Key Compromise) ! EMEEBHNMERFERCEREZ AL » SREREZ ALFTUER
AR TIRET > BIEZILE ZIRIEKAR

HMENMZA (Key Generation Script) : FARERGEEE (CA) SBHEEEFAE -
Ei®%H (Key Pair) : \ESBHAEHEZ ARSI o

LDH #Z%; (LDH Label) : &i$tH RFC 5890 : TH ASCIl F&} » iFBlEF 4R F 6 » BEFHEFEH
RN FEREENAERE - WEFAE DNS 128 » HERERSEBB 63 @It (octet) o |

EA (Legal Entity) : R—BUERBIERRGEMUZHE « AT « &8 « BE - 55t © BUTHRISEM

BhE -

Linting (FE#I8E) : #1HAZREE (RFC 6962) - /&% « /REEEILAM (CRL) SR _L/EFZIREIBE
(OCSP) EIEZFEMHBMBEEZER » NFEZSHERM > HIUN toscertificate (W1 RFC 5280, 55
4.1.1.1 81 Fit) > I@EHABRREN S EXHFIERZ BIEREZRIAIEZ


https://datatracker.ietf.org/doc/html/rfc5890
https://datatracker.ietf.org/doc/html/rfc6962
https://datatracker.ietf.org/doc/html/rfc5280#section-4.1.1.1
https://datatracker.ietf.org/doc/html/rfc5280#section-4.1.1.1

ZIRAERAEE (Multi-Perspective Issuance Corroboration) : F/&EE R » RAEMAERRA
(Network Perspectives) &85 EE4IER1EA (Primary Network Perspective) 7E4BISEREE R CAA G TR
FRHIE Z IRAE ©

49E%3RA (Network Perspective) : 1% A%EEEAEE (Multi-Perspective Issuance Corroboration) #8
B o FE R ESX IS EREESE (Domain Control Validation) /3% 8 CAA M Z R 2 B IMBIE4EER
MENRG FINEBiRAERRBIAITER) » HERTHNAES (B0 VPN REMERMERRSN) o %
RAZMUE 5 BERIERIEZ HIMIRAR R E B RIS IR Z R A AR AR E R 2 AR ERS IR
gk o

JE{REE LDH 2% (Non-Reserved LDH Label) : &i#%8 RFC 5890 : Mg =BFEMEFTUERS I--1 Z
BEM LDH Z8ES - |

¥iF#BIES (01D, Object Identifier) : REIFRZE(CAEA (1SO) BRRET » AR EMHSHERRIFR
stz ME— R F BT RAUE o

OCSP [olfEfAIAR2S (OCSP Responder) : {4357 CA IR T EEMNLR L RARES » WEREE RSB MHTE -
FLRIEREIRE 2 AR o 2R T4 L/REBREHE (OCSP)1 ZEE ©

Onion #8154 78 (Onion Domain Name) : L{ RFC 7686 FiE&E 2z lonion) $55%AREIEHE

(Special-Use Domain Name) #ERZZEME#H%TE (FQDN) o Flun »
2gzyxa5ihm7nsggfxnu52rck2vv4rvmdlkiu3zzui5dudxyclen53wid.onion # Onion #3i%%8 » k22 »
torproject.org BJJE Onion #3178 o

43 FIREEAREEIE (OCSP, Online Certificate Status Protocol) : &—TE43 L EEGEMTE » BLUEES
EREEENEARBEUHEREREREZIRE o 7728 TOCSP LIRSS ZEE °

25 (Parent Company) : #H|FA8 (Subsidiary Company) ZZAF] °

FAEEM (Pending Prohibition) : {5 R eBIFERMRP A LRE 2174 » BZITRAEEREIFTUEL
(Deprecated) > BERRIBAIFEIRISEAFIF (MUST NOT) fER ©

BA MRS TXT 428% (Persistent DCV TXT Record) : %5 3.2.2.4.22 &iiRE » ARERIEEE>
DNS TXT 428% ©

=111
cu

fE%E /R (Precertificate) : fk RFC 6962 2% » liRHE/RFTEFEAE (Certificate Transparency) &
BREAKZECEEENEE » HESREM poison #EFRMENML (0ID : 1.3.6.1.4.1.11129.2.4.3)

FEMEEERA (Primary Network Perspective) : &:EHE (CA) ALUHIETIEEZARSAA (1) CA
ELAERAFTRF ZAED P A FEERE - Uk (2) FEERSEAHEEER > Kk HESHEREE
ek P ikt > 4RI IS s iR 4 o

hEE#® (Private Key) : ERHPHIFEARBRAEZEH > AUBIBURER SHEZEHKNEAR
TIRFIINE 2 B FACERTIESE o


https://datatracker.ietf.org/doc/html/rfc5890
https://datatracker.ietf.org/doc/html/rfc7686
https://datatracker.ietf.org/doc/html/rfc6962

2FEEH (PublicKey) : RIs2REF » WESRBIHEATRIMNRAZHEESR - ERREEAUEEER
BEAUSEAZTRPTET 2 #BAUES > R/ HAUEASINE » EMERSEERHFEAUREBILES
AR o

PEEHERES (PKI, Public Key Infrastructure) : BN ABSBTE21EE -2 - ABE - 12F
RE - BEREEFZEGHE WAL ESHESR Y nlS5BEY - 5% - BERER -

~FAS58/E5E (Publicly-Trusted Certificate) : AHHEZREE » LUEFERIE (Trust Anchor) ZHT
BN EZERZ EREEY » EMTIEEZEE o

P-Label : {Z3iEAE AEFTMELE > B3 Punycode SBEZAMEHFE (M1 RFC 3492, & 6.3 & FiE
%) Z XN-Label ©

aigfEiZ%%E (Qualified Auditor) : ff5% 8.2 IREZERERFIERZBAATEA °

BEM(E (Random Value) : ZBMHHRHT S EMINEME - HAGKED 112 {I7T2AE (entropy >
) ©

BsEf4EiE 8 (Registered Domain Name) : BERASH & B M S scI48E 5 o

sEfftil (RA, Registration Authority) : BR/RFE TR ZHMAIEER - BASIFERHE (CA) » BFRE
ENFRBIRZEMEA o sFFP0 (RA) FRBERSEFRFME « REELLRE > AERFBENE - B
TRAI 1ERTCAARBLHILABRINEER » TAUARTEHAEILEE » TRAJfER CAZ—87 ©

AIFEERFKIE (Reliable Data Source) : FALAEREE FREMAIESN (Subject Identity Information) 5!
XHHRERKE > AEER KBRS ERIZAERER > BABRE=ZAENRERFUINZ BHRE

3 o

AJ5E@N AL (Reliable Method of Communication) : ME:EERRLIMNZ KR ERFHENAR »
BIEN{EFE,PEEMAIE ~ EEESRS T B FER A3 o

(E#REE (Relying Party) : 588 (£f) AWERZERBAATEA - EEBEREMEEAER 2R
RERTREERENR > ZMEETRAERERESE

{#7FE (Repository) : IR ARIBEZ PKIBEXH (FIMREBRAREBHIEREE) KEEREE
z4R EERIE ; RFERAEEATA CRL 5 OCSP BIFEZ AZZR i -

saRkffsC (Request Token) : {/&sEWME (CA) 8L EAFMEEZ(E » AURIEEHEREERHFRE
2k o CAE (SHOULD) MEBGEBHEFEEE (REBHEXRELRMS|IAZXN) PEREERZ
sAKFTECRTVEELE S

s KFATECHE (SHALL) I&EEERRFAERZ T o
saXRfTECts (MAY) BZREEE » MIRRERIIRH -

sakfTaeis (MAY) BISHEHMER > IUFRERHEME—E -


https://datatracker.ietf.org/doc/html/rfc3492#section-6.3

BERMBEC ZAERMC » HAMHIBZIERE (SHALL) FEBi@30H -

BEREBEZAERNT » EHFEBECARKER > & (SHALL) HAER -

PSR EBECZARNTCEHREREER » CAFRS (SHALLNOT) REEEENEEER (re-use) ©
ZEEWEIRE (SHALL) EVEREEEFRREEMAZAERERURTERANTBAMEZEEE
it | AR EEEZE G  BFRERRA

i ARERZEE; o

ii. Subject Public Key Info [X.509] Z#47% ; &

iii. PKCS#10 /&:855KHE (CSR) Z3%E -
PERFFECTR A SRR BSOS M BRI BB o 5 CA FE— L PKCSH#10 /REARIE (CSR) ZHE(EAA
REFEC » EFAINEREBE - XMATRESWHERMER » BIRAERER OpenSSL BiL/RHANRIE
RFRI N ABKEZES (Challenge Password) » LUREREMEREARIEFEFAER 2 TRBEEE > (MAEERFHEM
_ll\i °

5 UTEERERN shel 15 EELE BV SREBECEREFRIE (CSR) HENGFEKRSL (Request
Token) : echo “date -u +%Y%m%d%H%M " sha256sum <r2.csr” \| sed "s/[ -1//g" EIg<ELHUT :

201602251811c9c863405fe7675a3988b97664eabbat442019e4e52fa335f406F7c5f26cf14f

FRERIMEIEANZA (Required Website Content) : BB ETAR ML EP 22— » ERIH/&REEIETS
TE > BLGEBIRAM—14 2 ZEINE ©

Requirements : i8Rz (BAER) (Baseline Requirements) ; FXAREERIL TR (15
XHARE) % TAXHERRE] EEREBERD) Bz -

{REG IP {iiht (Reserved IP Address) : %! IANA Z8:RFF5I(IL&ESR (Address Block) HZ{E— IPv4
gy, IPv6 itk :

https://www.iana.org/assignments/iana-ipv4-special-registry/iana-ipv4-special-registry.xhtml
https://www.iana.org/assignments/iana-ipv6-special-registry/iana-ipv6-special-registry.xhtml

EREE4EEH%TE (Reverse Zone Domain Name) : 1 .arpa BIBZERF » HEE IP T TEVESHE
15%#8 (FQDN) o Itt FQDN f&#% IP fiiitESitA—ERIZRE > MNERZ IP RE&EIHEBFTER > 1
RFC 1035 (IPv4 fiiit) £1RFC 3596 (IPv6 firiit) FR&E -

SRS (Root CA) : F5IR/E/REHME - HIR/REHEARASHERMACH » WM TH/REMBRE

/&8 (Root Certificate) : {R/GBIEBFIRE 2 BFRE - BUENEBS » HiRBEREER TEER
BRI 2R -


https://www.iana.org/assignments/iana-ipv4-special-registry/iana-ipv4-special-registry.xhtml
https://www.iana.org/assignments/iana-ipv6-special-registry/iana-ipv6-special-registry.xhtml

5EHEARA P /E:E (Short-lived Subscriber Certificate) : ¥17% 2024-03-15 2% 2026-03-15 iz 2 /&
5% IEAEME/ N EER 10 B (864,000 #b) ZABFEEE o #52 2026-03-15 fESE 28 7 /&:E » 1I5BMEA/
RERER 78 (604,800 %)) ZHBE:E -

FHEER (Sovereign State) : BITEEHEAT » BEAMKMHZFIN S —BHEZBEXKEL -

Ef2 (Subject) : REEPWEAS T8 ZBRA ~ BE -~ & BUZEA - TRBAREE > %
ZAPEEREEZRE -

FREHAIEN (Subject Identity Information) : FLGERI/RBETREMEN - TEMBEIAFES
subjectAltName YETSHEIEL ERE commonName HRLFFTY Z 4B3H B FHETY IP ik o

TEEERHE (Subordinate CA) | HE S /RFEMR/EEMIE (Root CA) HHEMTEB/EEMIBIREZR
AEHAE o

FE (Subscriber) : #2388 B A H& (Subscriber Agreement) SHEREFX (Terms of Use)
HRZBARANTOEA ©

FFE1## (Subscriber Agreement) : /REHEIBEAREE P Z MRS > S8 S 2 MRS -
F/AT (Subsidiary Company) : SBATIEFRIZ AT o

SHRATARN T B /&R IEEE (Technically Constrained Subordinate CA Certificate) : fsfkA3 4
1EREEE S48 (Certificate Profile) Z#RAE » # Extended Key Usage Bz Name Constraints #&7E#
fliz#E > IREIZTE/RERE (CA) REFZAPREHNEHMTE CAREZEHE o

fERMETR (Terms of Use) : EFRFE AR AREKE (CA) ZEMAERES CAXRSE » BLURERAEANX
HERRERE ZRENRELAFTRE -

HAEERE (Test Certificate) : XFHERE (BAEXK) A o

TE4R4EiS (TLD, Top-Level Domain) : §i$EH RFC 8499 : INERAAIGARMEEH T—E & » Fli0
Fcomy 3 Tjpa e ]

AJ{S#E#RAE (Trustworthy System) : RA TN EZ BRIERE « SEEERER | SR ARERBASIEM
R ; RIESEKEZIRN « AISEMEIEREF  SEEEMPITHREN ; TEEERNZER
& o

FeEf4EigE (Unregistered Domain Name) : JEEEM4EINR 18 2 ABi5 8 o
B®UEE (valid Certificate) : 3®iB RFC 5280 FriRE 2 5512 FRV/ER:S ©
Eis8E S (validation Specialist) : MITAXHFTREZ BNBREEEMNAS o

BXHEE (validity Period) : Ei#%EH RFC 5280 : B notBefore & notaAfter (&) ZHAM o |


https://datatracker.ietf.org/doc/html/rfc8499
https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc5280

WHOIS : {#$53%i8 RFC 3912 FiE&EZ WHOIS 13 « RFC 7482 FTEZRZ s ERIFEUGBE (RDAP) » 5
EFBMB HTTPS 48t - BRIt BEEMAaNEMERMBRE & -

BR4IER:E (Wildcard Certificate) : 7E/&B % TREALEBHELVSE—AERBERLEZ

N
7BEE

ER4IE%E (Wildcard Domain Name) @ X .5 (U+002A ASTERISK * U+002E FULL STOP) BHEA -
ERETEVERRBEZ TS

XN-Label : 83&#8 RFC 5890 : MUFi{#4R ("xn--"1 (ROA/NE) BHEE > BHERSFDETE LDH 28R 2
—REIEE o |


https://datatracker.ietf.org/doc/html/rfc3912
https://datatracker.ietf.org/doc/html/rfc7482
https://datatracker.ietf.org/doc/html/rfc5890

1.6.2 B8

M= £

AICPA ERETEIAE (American Institute of Certified Public Accountants)

ADN RIS EAEIN 28 (Authorization Domain Name)
CA JBEI4AE (Certification Authority)
CAA RREREMEERRE (Certification Authority Authorization)

ccTLD ERE B4R 4815 5a%8 (Country Code Top-Level Domain)

CICA MEAZHEIAE (Canadian Institute of Chartered Accountants)
CP REEHER (Certificate Policy)

CPS B EFEIEEEZE (Certification Practice Statement)

CRL /REEEELLEM (Certificate Revocation List)

DBA 4% (Doing Business As)

DNS I8 &4 (Domain Name System)

FIPS EEFPENEEIRIZ®E (Federal Information Processing Standard)

FQDN S2VE48iIE42#E (Fully-Qualified Domain Name)

IM BPEFE:R (Instant Messaging)
IANA AP AEER SRR D ECHHE  (Internet Assigned Numbers Authority)

ICANN HAPR AR 2 AB BASR IS S ECIEHE (Internet Corporation for Assigned Names and Numbers)

ISO EIPRAZ2E{E4E4 (International Organization for Standardization)

NIST FEERIEELFMHEAZER (National Institute of Standards and Technology)
OCSP 42 ERESIRBEHE (Online Certificate Status Protocol)

oID W AIES (Object Identifier)

PKI NEERERER (Public Key Infrastructure)

RA AL (Registration Authority)

S/MIME 2% FARFRAREHIETTIRE (Secure MIME, Multipurpose Internet Mail Extensions)
SSL Z2BNIREWHE (Secure Sockets Layer)

TLS BEREZ2MME (Transport Layer Security)



MR e

VolP PRI EESEE (Voice Over Internet Protocol)

1.6.3 2L &K
ETSIEN 319 403 » EF &= HEMER (Electronic Signatures and Infrastructures » ESI) ; {S3BRTFEIE
HERTSMTE - H TS ERRFBIREENT S EREZEX o

ETSIEN 319411-1 » EFHZEERMER (Electronic Signatures and Infrastructures » ESI) ; #585/&:%
ZIERRBIEHENBERLE2ER; F1H2  —REK-

FIPS 140-2 » B P ENRRIEIREEZ1TY) - BISRER 2K » ZRIBEIRFELRMATKETIRMERE
200158258 °

FIPS 140-3 » B P EMRRIEIREER1TY) - BIBRER EE K » ZRIBERFELRMATETIRMERE
2019 3H22H-

FIPS 186-5 » B P BN RIEARAELZITY) - BIUEZ1R# (Digital Signature Standard > DSS) » EEIEIZKIZ
MR F R ST EEEE » 2023F2 8 ©

1ISO 21188:2018 > ERRFZ AREBERER — BFRBERER -
PRREURSERMEZEER » 1.7 HR » AJ2E https://cabforum.org/network-security-requirements/

NIST SP 800-89 » #{uE R Z SR IEAIEZ
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-89.pdf °

RFC 2119 > BKIEIEERE : 2119 » RFC FARETRREKBRZFHET  S. Bradner » 1997 F£ 3 H

RFC 3492 » RKIEIEBRZE : 3492 > Punycode : AR FERERNNEME{CA8E%TE (IDNA) Z Unicode B9
Bootstring #&H5 o A. Costello » 2003 E 3 A o

RFC 3647 » BIRIEEERRE : 3647 > HIRAER X.509 AFHEREMER | BEHE (CP) HRBEHIEE
HAE (CPS) #EZR © S.Chokhani % > 2003 % 11 8 °

RFC 3912 » HEREIERRE : 3912 » WHOIS BERREE o L. Daigle » 2004 £ 9 H

RFC 3986 » HRIEIEERZE : 3986 > #i—&RAAIE (URI) : 3BAIEE% o T. Berners-Lee % > 2005 1
Ao

RFC 4035 » HERIEIEEERZ : 4035 > DNS Z& 433t (DNSSEC) ZiREMEX  R. Arends % » 2005 £ 3
ﬁ o

RFC 4509 » HERIEIEERZE : 4509 > /2 DNSSEC Zk%= (DS) &R42#: (RR) A (M SHA-256 o W.
Hardaker » 2006 £ 5 B ©


https://cabforum.org/network-security-requirements/
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-89.pdf
https://datatracker.ietf.org/doc/html/rfc2119
https://datatracker.ietf.org/doc/html/rfc3492
https://datatracker.ietf.org/doc/html/rfc3647
https://datatracker.ietf.org/doc/html/rfc3912
https://datatracker.ietf.org/doc/html/rfc3986
https://datatracker.ietf.org/doc/html/rfc4035
https://datatracker.ietf.org/doc/html/rfc4509

RFC 5019 » HERIEIEERZ : 5019 » AMNERERIEZKSMKE HERIRERE (OCSP) Z4EHE - A
Deacon % > 200798

RFC 5155 » HEKEIERRE : 5155 DNS Z%& (DNSSEC) #Z{bRIRIER:E 2 R1E7EE © B. Laurie 5 »
2008 3R °

RFC 5280 » HERIEIEERZE : 5280 » AIMRAEER X.500 ARSISEMED | /REERBELEM (CRL) I
#&8%g o D. Cooper % » 2008 £ 5 A o

RFC 5702 » BCRIEIEERZ : 5702 > 12 DNSSEC 2 DNSKEY i RRSIG BE4C #4554 RSA {8 SHA-2 &
H3% o J. Jansen > 2009 10 B o

RFC 5890 » HKIEIEERE | 5890 > FEATRETNMIEIIR{CHEIEIRTE (IDNA) @ EHZREXHHESR © J. Klensin »
20108 H °

RFC 5952 » HERIEIEERE : 5952 » IPv6 it AR REZiE:E © S. Kawamura % > 2010 E8 H

RFC 6840 » HEKIEIERRE 6840  DNS &% (DNSSEC) ZRBAEAE(EZAH] o S. Weiler % > 2013 F 2
Ao

RFC 6960 » HRIEIEERZE : 6960 > X.509 HMF4H AR TIEEMRESR 248 F/RBIREEIRE - OCSP ° S.
Santesson &% > 2013 &F 6 H ©

RFC 6962 » HEKEERRE : 6962 » ReEFEAE (Certificate Transparency) ° B. Laurie % » 2013 £ 6
Ao

RFC 7231 HREERRSE | 7231 » BXAEEHGE (HTTP/1.1) : EB&EEAR o R. Fielding % » 2014 &
68 -

RFC 7482 » HRIEIEERE | 7482 » I ERIZEEUHE (RDAP) BIEMNI o A. Newton & » 2015 £ 3
ﬁ o

RFC 7538 » HRIEIERRE | 7538 » XA EHHEARENS 308 GKAEEM) ° J. Reschke » 2015 & 4
ﬁ o

RFC 7565 » RIEIEERZE . 7565 > Naccty URI Scheme ° P. Saint-Andre » 2015 % 5 8 o
RFC 8499 » CRIEIEERZE : 8499 > DNS fifsE o P. Hoffman % > 20194F 1 8 »
RFC 8555 » #RIEIEERZE : 8555 ° BEN/REEHIRIE (ACME) e R.Barnes % » 20194F 3 H ©

RFC 8657 » ﬁwﬁEeﬁi : 8657 » FAME4E Account URI R EEREEEINIRIE (ACME) a2 ERER
EMEETEREE (CAA) 4CERRVIEFTINAE o H. Landau % » 2019 F 11 8 ©

RFC 8659 » HKIEIEERE : 8659 > DNS /KRB BT (CAA) HEIRAER © P. Hallam-Baker
%-52019F 118 -


https://datatracker.ietf.org/doc/html/rfc5019
https://datatracker.ietf.org/doc/html/rfc5155
https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc5702
https://datatracker.ietf.org/doc/html/rfc5890
https://datatracker.ietf.org/doc/html/rfc5952
https://datatracker.ietf.org/doc/html/rfc6840
https://datatracker.ietf.org/doc/html/rfc6960
https://datatracker.ietf.org/doc/html/rfc6962
https://datatracker.ietf.org/doc/html/rfc7231
https://datatracker.ietf.org/doc/html/rfc7482
https://datatracker.ietf.org/doc/html/rfc7538
https://datatracker.ietf.org/doc/html/rfc7565
https://datatracker.ietf.org/doc/html/rfc8499
https://datatracker.ietf.org/doc/html/rfc8555
https://datatracker.ietf.org/doc/html/rfc8657
https://datatracker.ietf.org/doc/html/rfc8659

RFC 8738 » HRIEIEERE : 8738 » HENREEMIRIE (ACME) 2 IP R FERsEIRTTML ©
R.B.Shoemaker 47 > 2020 E 2 B ©

RFC 8954 » HRIEIEERZE : 8954 » 43 L/BRFHIRAEIHE (OCSP) Z Nonce #&FEH#{L - M. Sahni 4z » 2020
F118 -

RFC 9082 » HRIEIEEERE : 9082 > :HMENEFEEHE (RDAP) HIEHMT o S. Hollenbeck ~ A.
Newton %> 2021 6 8 ©

WebTrust ‘REEHABIENZ » SSL BEAEREFIREZ S » ]2/ https://www.cpacanada.ca/en/business-
and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-
criteria °

WebTrust /RsE1#18/RAJEAZER] - SSL BARZEK o

X.509 » ITU-T #&&&ZE X.509 (08/2005) | ISO/IEC 9594-8:2005 » B#%AMT - AR ARK 2 ERE - Bi . AFE
Hﬁ/ \E l‘ﬂi’* nﬂﬂ:?lg °

1.6.4 1€

AXEPRRREE TEE (MUST)] « TR1E (MUSTNOT)] * i¥ZE (REQUIRED)] « TFE (SHALL)J TR

8 (SHALLNOT)J ~T® (SHOULD)J -~ TFHE (SHOULD NOT)] * M#:% (RECOMMENDED)] 1§
(MAY) ] % TR (OPTIONAL)J FE#IE RFC 2119 fi#%2 -

RERIER > AXAEFIHERER (BB REbRSEERE o FRIE5SARMERRR - TR B HEAR
EFREIFE#S 00:00:00 UTC ©

2 Bl amBEHEFERE

2.1 #FE
BEMHE (Certification Authority » CA) F& (SHALL) {REBABERIZETE/R:E (Subordinate
Certificates) EAFFF /&35 (Subscriber Certificates) HIEELE (revocation) E#f o

2.2 Bz

CAFE (SHALL) FBBEEHSZNEINNEE LEE (onlinemeans) » 1I2EEE 7 X ~ §X 24 /B (24xT7)

ZREHER (CP) K/ SREBEHBIEXEE (CPS) MARIEEE - CAFE (SHALL) 7% CA FisEfEizsetg
(audit scheme) MIEREFLER > WINAFRHE CA EFEEEEZE (CAbusiness practices) (2R 8.4


https://datatracker.ietf.org/doc/html/rfc8738
https://datatracker.ietf.org/doc/html/rfc8954
https://datatracker.ietf.org/doc/html/rfc9082
https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
https://datatracker.ietf.org/doc/html/rfc2119

gf1) o

CAFE (SHALL) #HI%E - Bt « SEE/RFEHBER (CP) K/ HEREHIEFEEE (CPS) » EE/Mg 366 HE
M—R ; HARFE#L CA MM BIFRTIRZ AXHEZRRE

BEEHER (CP) e T/RSEEF(EXEXE (CPS) FE (MUST) fk# RFC 3647 EZZ8IRE » HfE
(MUST) B3 RFC 3647 EXRIFIERZ °

CAFE (SHALL) ARETT (give effectto) AXHERIRE » WERF (represent) EAFETRMIREZ
IHE o CATF (MAY) BANXHEERBEEZMA (incorporating) HEBEER (CP) K/ HEEEHE
EEAE (CPS) > XA TZERERUSIAA (by reference) MARPLUREER (GZIERRFE
(MUST) 8% (BAEXR) B ZES) !

¢¢

[CA%#8] #B1E https://www.cabforum.org P&z (ARERE TLS AiRS/EHERZMEIEZE
&EK) (Baseline Requirements for the Issuance and Management of Publicly-Trusted TLS
Server Certificates) ZIRTThRASIRE o EAX MG Pt (BAREK) BEFMF—

(inconsistency) 2Bz > FEMBSBMA (take precedence) (BAEX) ZiRTE o

CAFE (SHALL) ZZAIEAEE » UASFEREAEHAER (Application Software Suppliers) fEF/&R:EHE
BIBZE (chainupto) ZBEMAREHEIERE (Publicly Trusted Root Certificate) zFRAF&F#AIRHE
8 o CAE/VEE (SHALL) ZREATIINEZAFRINEIIARMHAR :

i. B2 (valid) »

i. BELE (revoked) » W

iii. BHA (expired) o

2.3 Az BRIk sEsEE

CAFE (SHALL) HIE - Bif - REESEFHRIEBER (CP) Kk/HEEEHFEEE (CPS) » HAR
AR CAUNBIERTIRAZ (BAEEXR) HRE o CAFE (SHALL) #EMHIENMARZSSE (incrementing
the version number) EMMAMBEIZ 2F 4L 2%EE (changelog entry) URTRFFE EMEK » BIMFEZX
HRETHMEEIRR o

2.4 RFEZFEUER

CA FELUMEE S N ARIHREERFEEFE (Repository) ©


https://datatracker.ietf.org/doc/html/rfc3647
https://datatracker.ietf.org/doc/html/rfc3647
https://cabforum.org/baseline-requirements-documents/

3 sl L8]

3.1 @it

3.1.1 L iEE

312 HARER

3.1.3 AR 2B

3.1.4 EiEm RN 2 ERHRA
3.1.5 iR ZEiFE

3.1.6 ERZ M « ERIRAR

3.2 YIa B D EEE
3.2.1 BAKELEREZ AN

3.2.2 {AB BRI 5 3 2 $5 R

GEHEE (Applicant) BiFEZ/REE (Certificate) FAEEMIERMAIE (Subject Identity Information)
2 countrynName HE{IZERY > B/REEHAE (Certification Authority » CA) F& (SHALL) HREMSE 3.2.2.3
BIER - BE &M% CA Z/EBBER (Certificate Policy » CP) R/ SURBBEFSIEEE%E (Certification
Practice Statement » CPS) HRHIEREMRAZE » UEEEEERE (Subject) BAFMBZEIR - BHFEE HAa Z/R5E
B countryName MK Bt ERSHFIE N > Bl CAFE (SHALL) HHERESEAXHE 3.2.2.15EK s HE
AN CARVREEEBER (CP) K/ W/REBEFEEEE (CPS) HHIERENE > BEFRFEZED » UK
BEEENZER (Applicant Representative) FrigtH Z/REBHANEEM o CAFE (SHALL) 1EEREFREKIE
2RI HREEIBEIERE °



3.2.21 HBE D ZHH
EEREHAIEN (Subject Identity Information) B&4BMAEI AL - ReEHE (Certification

Eihik o CAFE (SHALL) BB THED—BEREMRMEZ XH B IR - U HFENS O Mt
ik

1. FFREAARIL « FRNERFFZFAEt T EE ;

2. EHAEH BWAAREERAIE (Reliable Data Source) ZH=FEHE ;

3. B CASRE CARIEAZE=ZRFETEMGE ; 5

4. 58RA{SK (Attestation Letter) o

CA1E (MAY) ERU LS 1 E 4B Z BRI HHEE ST > FREEERHFE NS o Ett

& > CATE (MAY) ZEBLPEXEERARE WKERHE) « IRITHIRE « SHAFIRE « BUGZEZR
FEEREANMY » R EAMA CASDER RIS DRAX MY » UESHFE Mt (BREERFEZER) ©

3.2.2.2 DBA ‘E¥ 418

EEREHAIEN (Subject Identity Information) % DBA %8 » /RiBHIE (Certification
Authority > CA) F& (SHALL) BwEUTEL—ERE > BiEREE (Applicant) ABEfEH% DBA %
TBZHER)

1. FFESERI - FESVESRFT Z ATt T EHRAPTIR M A X 4 S B2 RSB A IR 2 AT 8%

2. ATFEENAIER (Reliable Data Source) ;

3. B HEIE DBA SiE Rz T EMBIEITEMRER ;

4. IEMIEEEA 4 AIEERRIS R (Attestation Letter) ; 3¢

5. ARERERIRE WIKERHE) - IRITHIRE « EHAFIRE « BUTZE 2 MFF[EAXY » SHEME
CA REA TSNS DAY -

3.2.2.3 EgEFREEIR
BTFTE subject: countryName HENIL » BIEEHAE (Certification Authority » CA) F& (SHALL) fERMUTE

—7 > BREERE (Subject) FREBRIEIR :
a. FFME— IP AUt B #RISECRIBIR IP k@
i. SZABUERY 1P Itk (MAZ4EI4RY DNS 48RP B R4 %) X
ii. EREEERY IP fidk ;
b. FrER:EZ 4854 %8 (Domain Name) HIEIFSIEARAEIHATE (ccTLD) ;
c. BRI &M (Domain Name Registrar) 1@ & ; 5%



d. 5 3.2.2.1 SiHFAERNAE ©

CAE (SHOULD) i AE{EARES (Proxy Servers) H&EMIZ » B RRSIFHFE BRIt 2 HHE
ZKHY IP fidk o

3.2.2.4 {RIEIRESIE EHE 2 BsE

1% 2026-11-15 Z Al > CAFE (SHALL) BFAXMHSE 3.2.24 8 (REZ/NE) X (RAFEHE TLS ARSIE
EEEHEIE I EAER) (Baseline Requirements for the Issuance and Management of Publicly-
Trusted TLS Server Certificates) 55 2.2.7 hR55 3.2.2.4 &7 o B 2026-11-15 € » CA & (SHALL) E5FZX

3% 3.2248 0
AEEZR/RFEWE (Certification Authority » CA) BR:BH55E (Applicant) BYEIEIFRAESIEERZ R
PRz EERT o

CA BE—AFrERAENTEY & 4915558 (Fully-Qualified Domain Name » FQDN) (& B4gi5 18
(Wildcard Domain Name) 2N BIRES SIS E4EIs%2 58 (Authorization Domain Name > ADN)
B> & (MUST) EBIETIIREE -
1. 4% A SR AFTERSERY FQDN SRR 48218 o

2. EEBEE S - B A ABRPEIEETE ) CAFE (MUST) EIETR NEAME (Wildcard) s #H1E
T TV BEEEETSE ; B A A Onion 4815 #8 (Onion Domain Name) » CAFE (MUST) #EHEETER
MOnion) WHETR V) BEEEERE ©

3.5A%AFQDN :

1. BB ER TR ICNAME] HH18R vl > CATE (MAY) ¥ A A% A 8177 DNS CNAME
BHFSZHER - AT WAIEB/HIT

2. BEEREAER TR MR (Prune) ) #HER TVl B A RER A NERAFIN LT (Base
Domain Name) » CA1§ (MAY) #% A Bi#A 8 A BRRERAIHIZSE (Domain Label) BFIEZ
GER o RS EFREEHIT o

4.5 A BB RS
1. bR A REUHAY T*.] o

2. AZERE AR TR THE (Prune) s #FIRR V1 B aRER A NERPERME > CAT
(MAY) #& A B8 A RIRRAATERERSZER - XTEAIEENIT

5. M a (RA IR I (ADN) °



ERs8 R & ER4E (Wildcard) i (Prune) CNAME Onion

3.2.2.4.4 FABERNAMI T X EFEH4LS v v v

FEIORY TN

3.2.2.47DNS &% v v v
3.2.2.4.12 B3R R E AT A TEEAS A v v

3.2.2.4.13 FEEFEHZE DNS CAA B4 Asth v v v

bt

3.2.2.4.14 FEEFEHZE DNS TXT Bh4& At v v v

ht

3.2.2.4.16 £4 DNS TXT 428 BB N ETE v v v

SREHAR

3.2.2.4.17 £2 DNS CAA TEHH4R N T B E v v v

4%

3.2.2.4.18 fRHE Z 4L B v2 - - - v
3.2.2.4.19 R TE 2 AL ELEE - ACME - = - v
3.2.2.4.20 {8 ALPN B9 TLS &3 - - - v
3.2.2.4.21 &2 Account ID 2z DNS - ACME v v

3.2.2.4.22 EFA ML IREZ DNS TXT 42%% v v

Mig% B.2.b 4 v ) v

EREREaTE (ADN) 73 Onion #8180 > CAFE (SHALL) {RiEMIER B EITHEIEEREE ©

B2 FRAERERSE » AN —EREARSRRRRERN o FRAERER » ZBEERENATAS
1ZEEH] > FAERAER (BIMIAS RIS 4.2.1 87) FRE ZHAPRAIEEEE - FASIEEEE (Domain Validation)
s @ NBEE] —AESHAEENE AR (Parent Company) ~ FA& (Subsidiary Company) A%
% (Affiliate)

HEEMERAA (Primary Network Perspective) #1722 AR s i=E#EER518RARYFT A DNS &5 »
LUR: CAA 4283457 » fE (MUST) fR¥R5E 4.2.2.2 Bi#TT DNSSEC B8 o

R F EARRANIT RIS E S ERFTE DNS £ (EIEEIEKIS#EEE T (ADN) &
EHEriTZ CNAME &58) > fE (MUST) #I1T{53BHEEEHEE IANA DNSSEC 558188 (IANA DNSSEC
root trust anchor) B9 DNSSEC B&:8 o = E4ERR A AN i e aiT S e -5 HRIRYFRA DNS T2
DNS fZ#72% (DNSresolver) & (MUST) :

e {EF RFC 4035 5 5 & E&RAVEFZH1T DNSSEC &% ; B


https://datatracker.ietf.org/doc/html/rfc4035#section-5

e ZIR RFC5155 E&MINSEC3; B
e 1E RFC 4509 B2 RFC 5702 EF&HI SHA-2 ; H
o ZERRIE RFC 6840 5 4 &l FRFIRMN L 2R ©

NS 3.2.2.4.4 81~ 55 3.2.2.4.13 81 ~ 55 3.2.2.4.14 EirhB iV EFEHE (e-mail) AIHEST 5% » #18
HEEWERAA (Primary Network Perspective) 5 [EIE{SE AR IR I E BT HR 2 KIS S
# (Authorization Domain Name) F9Ff7 DNS CNAME ~ CAA ~ TXT &3 > fE (MUST) #\fT{=5RHEhE
Z |ANA DNSSEC {=%8#RJ8 (IANA DNSSEC root trust anchor) B9 DNSSEC E&:% > B CA A8 (MUST
NOT) #|FPEBELERIZFE DNSSEC Bz o It HMFRB DNS &3 > B (SHOULD) #ITEREEEBEE
IANA DNSSEC {=#81RJR (IANA DNSSEC root trust anchor) BJ DNSSEC E&:% » H CARE (SHOULD
NOT) FIFAEPELERIFA DNSSEC §g:% o

HREMArAENBIEERESE > BEEAEKRIEA (Primary Network Perspective) #1722 B4 REo 12
EREEREERARYFRE DNS &5 > fE (MUST) ¥1TS3BHEEEHEE IANA DNSSEC 5581RJR (IANA DNSSEC
root trust anchor) B9 DNSSEC B&:% » B CA £4§ (MUST NOT) 7E{Efu48isiiSie ot E#eaR:-E18R0MY
DNS &5 LA A SR SR = A DNSSEC BizE ©

{SFETE R T2 ZE IANA DNSSEC {S#81RJRBY DNSSEC B&:8 » IRATRBNAREE 8.7 BERMBITZ AIPFE
#% (self-audits) HIEEE -

SR IANA DNSSEC 15%81RJRAY DNSSEC B8 » 1R AREBIE 5.4.1 Hi4cikER (logging
requirements) AYESE o

% . FQDN BJ#E38 subjectAltName HEFRMRAIE Z dnsname FITEFIF /&5 (Subscriber Certificates) 1 » 5§
%38 Name Constraints #EFEMRAIF Z permittedsubtrees HY dNsName FITE T B /R8RS
(Subordinate CA Certificates) /1 o

3.2.2.4.1 BB EHRAE ARG ATBITAEA
A BEEIEERE (MUST NOT) B o SeAifEALL A AEITINERD » MR £ R ENEREE
B> R18 (SHALL NOT) FRAEEOEE o

3.2.2.4.2 LEFHH - BH - SR EBFESHEMARBIEEA
A ZEBREEILEEARE (MUST NOT) BER o LaiERLLGEFEITHERS » URKBI A EZRENEEE
¥l R18 (SHALL NOT) AREEE:E o

3.2.2.4.3 BRI A TEIGAR N ETT BRI
75 ABREIEEARE (MUST NOT) BfER - FeRifEAILLS RETRIEE » URKIRIL 5 AR ENEREE
# > 748 (SHALL NOT) PR EEZRE o


https://datatracker.ietf.org/doc/html/rfc5155
https://datatracker.ietf.org/doc/html/rfc4509
https://datatracker.ietf.org/doc/html/rfc5702
https://datatracker.ietf.org/doc/html/rfc6840#section-4

3.2.2.4.4 FEEFEHHFERFERIEI AL
FBU TR U EREE (Applicant) HEIREAEIHLTE (Authorization Domain Name » ADN) HY#E

i

1. FXEFEMME—ENZEEBLMUL - ZEBEMULLL Tadming ~ FTadministrator] ~ T'webmaster]
Thostmastery 3¢ lpostmaster) fEAERFIRSE (local part) » %1% T@) FF9% > BIF LEREMEES
# (ADN) m#HR% ; B

2. FEFHHPEE—4HMEHE (Random Value) ; B
3. IREIE P Z BB (B AV SR EIE
PEMEESHEFEHTE (SHALL) SM— -

EFHMHF (MAY) 2XES > BEEEEABKE > AIREEEXABTKRWMER (SHALL) REFR

i o

PEMER I Bt » ARESICIENEMHEIRE (SHALL) KRB 30 B o REEFHFERE
(Certification Practice Statement > CPS) 1§ (MAY) REE I EREAR

B 2026-03-15 € » tb757AFE (SHOULD NOT) FMEBEAFEE
H 2028-03-15 & :

o CARE (MUST NOT) #k#BILA % ©
o SERIERILSAETHERE - DURKIRILSARENEEER > A5 (MUSTNOT) ARERHARE

=%
ag ©

3.2.2.4.5 4AiqigiE 4
HAEEEEIEERE (MUST NOT) BEfEA o LRI A HETIERS » UURKBIL A £ EMNEREE
¥l > 715 (SHALLNOT) FAMRSERESE o

3.2.2.4.6 BA9TE 2 4HukEE
IEAZEZBEIEEARE (MUST NOT) BERA o LaiERLLAZEITHERRE » URKIBI A EZRENEEE
¥l > 715 (SHALL NOT) FAMEIERSE o

3.2.2.4.7 DNS #&&

ERBE TIME—ZHFrE{ER DNS CNAME ~ TXT o CAA #&2igh @ B1Z7EMEE (Random Value) A
K7FE2 (Request Token) » WUFEsREA:EE (Applicant) $HEIE#E4EIH2E (Authorization Domain
Name > ADN) BYIEERE :

1. SRR (ADN) ; 8¢

2. (ERISHEARIE T8 (ADN) miEENN E—EMUE42F 7t (underscore character) BESEZ AIIZE
(Domain Label) °



= {E MBI - /BB (Certification Authority » CA) & (SHALL) 3R BEEREM—AIBEE > B
U TERE%BAIE (SHALL NOT) HE{ER%BEEE -

1.308; 5

2. BRRGEE T HXH/RERE » BRI EEFEARREEEZ BB R RE ATFEE (Fluld
58 4.2.1 675 (EV3531) 5 3.2.2.14.3 £iFR#EL) ©

ERIEAZEITERERI CAFE (MUST) BHEEE 3.2.2.0 SiFfR&E 2 ZMATEEIE (Multi-Perspective
Issuance Corroboration) c EEEEEMEE » EMAAKRIEA (Network Perspective) fE (MUST) R
FIAFEMERMRA (Primary Network Perspective) HEIRHkEEN (BIBEMEDERRL) ©

H CASERAREZE (Affiliate) ZiE—{E DNS @1 (zone) > HRFEIRTE RZMBNEEIERET

(338 CNAME) ZEZ@EiF > B CAFE (MUST) HRES(IFAEZTHRE FQDN %% DNS &AM —#Y
FQDN o CA i HRAAEEARE (SHOULD NOT) EZELIEARTS » E (SHOULD) 3|EFERIIEARTERIER
EEWAE 3.2.2.4.22 Stz A% o

3.2.2.4.8 IP {ifdit
IEAZEBEILEEARES (MUST NOT) BEA o ZLrifERLE A A EITIERSE » URKIBIIL A AR ENEREE
¥l R18 (SHALL NOT) AREEIE:E o

3.2.2.4.9 I EE
A EBEEIEERIE (MUST NOT) B o SeAifEALE A A EITINERD » UREKBIL S £ R ENEREE
Bl R18 (SHALL NOT) FRAEEOEE o

3.2.2.4.10 {E AP (EES:E TLS E4R
A EEREELEBERE (MUST NOT) BfEA o SaifE AL EEITINERD » URKBIL 5 5 EMNEREE
¥l R18 (SHALL NOT) AREEIE:E o

3.2.2.4.11 {EEEfth 5%
A% BEEIEEFRE (MUST NOT) B o

3.2.2.4.12 EEsE R E AT B IBIHAEA

FEMEEREE (Applicant) A&IREMINZTE (Authorization Domain Name » ADN) 894335 fBBi4%
A (Domain Contact) » UFESTEREE BHAIREAINLTE (ADN) RUIEEH# - EELIRERE ST (ADN)
AUERRAEIE T8 (Base Domain Name) FRZAREME R (ADN) » B/RFEHIE (Certification
Authority » CA) [EIRFZ&ZEIRERT 2 (ADN) N4 %#E:EME (Domain Name Registrar) » 52
ZEMERREE (Affiliate) B> ABUERALESE o

iRt iE (ADN) RUASIE RIS A RS | BEIREIREMEETE (ADN) BY WHOIS 428k > 5¢
FAEEHMBEINATEEME (Domain Name Registrar) FREVSZ:HBA (registrant) ~ $fTH4& A SR
BIEHHAEAN (R ESIEAREE ST (ccTLD) TZREAR) 2B » SEZCIEEMELTE (ADN) Z



SOA fCEx RSB F BRI A A ©

P /&EE (Subscriber Certificates) B > HEipLp NSz BN ST EIEEFEAMNERA » CAREF
(MUST NOT) B3 HTTPS 4t ES 4RI BB 48 A B o

E CA % T BsE RsAr I R MBS AR R R s A B AT

o FEHF WHOIS %% (RFC3912) » FE (MUST) &3z IANA B9 WHOIS fAARES » WBHEE S Z &Y
(referral) &ifl > EEEHEEZ WHOIS RIIREFEITE ©

o EFEMAMERFEIRE (Registry Data Access Protocol » RDAP ; RFC 7482) » & (MUST) f&F
IANA 121289 Bootstrap #£2€ » WA R Bz A Fri fE 2 IEFERY RDAP falfR2S o

o F1§ (MUST NOT) {X#EiBiB 48 /N6 (1) WHOIS fEfRESIREVEN > 3 (2) IANA $2{A) RDAP
Bootstrap EiHREY » UFERE KRB R B IEFRINEF ©

3.2.2.4.13 FHXEF I E DNS CAA Hih& Athiit

EREEETIMHTEMRIEE (Random Value) » MU APEI%ERFESREIE » MFERHE
(Applicant) #4128 (Authorization Domain Name > ADN) RYIEEHE - BEt&(ERE (MUST)

EXZE DNS CAA BFEHEE4E A (DNS CAA Email Contact) A9stiiit - #8RAAY CAA BiR4CEEE (Resource

Record Set) & (MUST) {8 RFC 8659 % 3 i EHEMESEE LI -

F—HEFEHRE (MAY) BERESECREERRTE (ADN) HEER > fRRESEEFHFtIERS
—{ERFERE 2 SRR E (ADN) HY DNS CAA EFEMHFBHSARMUL - A—HEFEHHIT (MAY) F
ZEZEWME > AR EBEEFEHFtI AT —(ERFREZERERZLTE (ADN) FIDNSCAAET
ERFBE AR -

PEMETESHEFEMGTE (SHALL) BH—R - EFIHMHE (MAY) 2XET » SITEEREHERE -
AilRRHEEXABRRWHERE (SHALL) RISAE - BREBRIIZ HIE » BiRtERRIENEXHARRE

(SHALL) B8 30 H o BEEFEEEE (Certification Practice Statement » CPS) 1§ (MAY) #RE
BIIHIBEER AR o

ERLE S AT CAFE (MUST) B 3.2.2.9 SiFfR&E 2 ZRA T (Multi-Perspective
Issuance Corroboration) - EER{FAML:E » Hft4EEHRA (Network Perspective) f& (MUST) B
FIEA T EMIRIA (Primary Network Perspective) #BEIFIASIERE 2 B4R A B o

B 2026-03-15 € » EAEFE (SHOULD NOT) RAREEARRE o
H 2028-03-15 #E :

e CAFYEF (MUST NOT) fK#ELLAE o
o STRIERILARETHERE » UIRKBRILSERENEEER » X5 (MUSTNOT) ARERZHARR

2%
ag ©


https://datatracker.ietf.org/doc/html/rfc8659#section-3

3.2.2.4.14 FXEFEMHE DNS TXT B4 Asthit

HEREAETIHEFEMREEME (Random Value) » MIZUNE A FEWE [ERVFESREIE > USRS
(Applicant) $4IZHEAEIE2 T8 (Authorization Domain Name > ADN) RUIEEEHE o BEH(ERE (MUST)

BEEZKIT % (ADN) BY DNS TXT 4282 EFEH 48 A (DNS TXT Record Email Contact) B9

Ak o

S—HEFHHRE (MAY) HEEZECREMEERE (ADN) RIEER > AliRESEBFIHUESS
—{ERFEREE Z IR 8 (ADN) BY DNS TXT AR EF IR B4 ARIHhAL - F—HEFEHERF

(MAY) FZEEZEWMAE > FiiRESEEFHMULERAS AR EREREZE (ADN) B
DNS TXT #28#E FEP B4R ARk o

PEMETESHEFEMTE (SHALL) BW—R - EFIMHE (MAY) 2XET > SIFEREHPEKE -
AllREEHEXARKIKMHGER (SHALL) FREAE - BEkERBRIIZ HIEE » ARESILENAXEARRE

(SHALL) BB 30 B o ‘BBEFEXEEAE (Certification Practice Statement > CPS) 18 (MAY) 3RE
BRERIBESER AR o

BRI EEITERER CAFE (MUST) EHEZE 3.2.2.0 BiFFRE 2 2R A EE (Multi-Perspective
Issuance Corroboration) - EERE{FAME:E » HftEERRA (Network Perspective) f& (MUST) B
FIEA T EEERIA (Primary Network Perspective) #BEIRADIEERE 2 B4R A B o

B 2026-03-15 i€ » LEAEFE (SHOULD NOT) AREZAFRE o
H 2028-03-15 #E :

e CAFE (MUST NOT) fKHELLAE o
o STRIERILAREITHERE » UIRKBRILSERENEEER » X5 (MUSTNOT) ARERZHARR

22
ag ©

3.2.2.4.15 B4 A TEEAR NI TE T R4
IEAZEBELEEARE (MUST NOT) BfEA o ZLrifERLE A AEITRESE » KB A AR ENEREE
¥l > 718 (SHALL NOT) FAREIERSE o

3.2.2.4.16 £1 DNS TXT 40&% B s R4 N EITE R4S
FEREFT DNS TXT 4282 T :E 448 A (DNS TXT Record Phone Contact) BB :ESERE M ERSFESR[O)17E » LU

REEE (Applicant) ¥R (Authorization Domain Name » ADN) FUIEERE - SRIE:T
1% (MAY) HERSELREMELTE (ADN) HIEER > plieeE—AFRE 2 QIRERIZ % (ADN)
55| L AEEIRY DNS TXT AR 48 ABISRES - BiREEEHE—EAKEEMEIN%TE (ADN) DRMHmESR
[E])7 o

Baat&iE (Certification Authority » CA) #4F (MUST NOT) 7EPARIEEREERIERN NSRS > 8
KREEZEFHMAR > ABZBERHEEFIAMEEEE (Domain Validation) M%7 DNS TXT ALEkH o



HEAEESEH > CASETHEHME (Random Value) RIETEEREAVIRIEMDZLTE (ADN) - BEI(ERE
(MUST) #[Elf#E4 CA LUZEEEEEANK o

B EBZEIIZ B » ARERRENEXNHAMRE (SHALL) Fi8iB 30 H « ‘REERIFERE
(Certification Practice Statement > CPS) 1§ (MAY) REB ERIMEIEERXEAR

ERIEAZEITERERI CAFE (MUST) BHEEE 3.2.2.0 SiFfR&E 2 ZMATEEIE (Multi-Perspective
Issuance Corroboration) c EEEEEMEE » EMAAKRIEA (Network Perspective) fE (MUST) R
BB EERRA (Primary Network Perspective) #BREIFASIHERE 2 B4R A BT ©

B 2026-03-15 € > tbAEARE (SHOULD NOT) AMERXERESE o
B 2027-03-15 #E :

e CAFRIF (MUST NOT) fKFELESIE °
o STRIERILT AEITHERE - DURKIRILSARERNEEEN > A5 (MUSTNOT) ARREARE

22
6g ©

3.2.2.4.17 £1 DNS CAA BEH48 NEITE BN
FEE13FT DNS CAA BaEEH48 A (DNS CAA Phone Contact) BIEEEESEES > M EVSHEDREIE LB S s iiotE
48144 8 (Authorization Domain Name > ADN) » L{FEsREREE#E (Applicant) B EMEINZTE (ADN)
HIEE# - SXEET (MAY) MRS ELIREMNLT (ADN) HWEE# > AiiREE—EFREZER
MBI 2FE (ADN) 395 HAB[EIRY DNS CAA EiEHH4EARISENS » BiZEE RS —(EKRERT RS

(ADN) 3R FERREIE - tERARY CAA BR4CE#EE (Resource Record Set) F& (MUST) f#H RFC
8659 % 3 i ERAEEZEE LS °

BEHEME (Certification Authority » CA) &1§ (MUST NOT) &S EEWeEE » iERBIEFHMER
RAZE RIS E A48T 5% (Domain Validation) %W °

EEANETEE > CATETHEHE (Random Value) RIETESREHEIREREATE (ADN) o BE(ERE
(MUST) #[Elf#E4 CA LUZEEREEANK o

PEMEERIIZ B » ARERNEZENENEARE (SHALL) R 30 B o BEEHFXRE
(Certification Practice Statement » CPS) 1§ (MAY) REE MBI ERIEAR o

BRI EEITER R CAFE (MUST) BEHEZE 3.2.2.0 BiFFRE 2 2R A EE (Multi-Perspective
Issuance Corroboration) ° EER{FAME:E » HftEERRA (Network Perspective) f& (MUST) B
FIEA T EEERIA (Primary Network Perspective) #BEIRIADIEERE 2 B4R A B o

B 2026-03-15 i€ » lEAEFE (SHOULD NOT) FREZAFRE o
B 2027-03-15 € :

e CAFRIF (MUST NOT) {K%ELLFIE °


https://datatracker.ietf.org/doc/html/rfc8659#section-3
https://datatracker.ietf.org/doc/html/rfc8659#section-3

RIfERR L7 7RETHYERSE » LUBIRIBIL AR EREEER > 15 (MUST NOT) ARZFZHAFE

o

mE o

3.2.2.4.18 BITE ZALEETE v2

BB R EEERNTTFESMEERITE (Request Token) EFEIE (Random Value) » IFESZEAE
Z (Applicant) H4EISHEASIE2TE (Authorization Domain Name » ADN) HYIEEHE o

1. SEEERE R AT BEILERTS (MUST NOT) HIRMXAREIGZIERMNAERKEH > B

2.CAFE (MUST) #:ZARIKEIRLINA HTTP BIfE (EENXBURE 2xx HTTP HRAEEHS) ©

WA AR ERENEER

1. F& (MUST) {iifszf&isreqigai® (ADN) z#4gik» B

2. (MUST) {uit “/.well-known/pki-validation” BT > B

3.F& (MUST) &#@ “http” = “https” HEEE > A
4. FE (MUST) H@igiEERE (Authorized Port) 77EY o

& CAEZIBRENER (redirects) » AN EREUTRE :

1. EFEAE (MUST) R HTTP IREEEEIEE - EFHEEME (MUST) HBAREEEEA RFC 7231 5 6.4 81 FAE
#2301~ 302 3% 307 » 3¢ RFC 7538 55 3 B FriE& 2~ 308 B9 HTTP [EIfEFRf& % - EFE R BIZRE
(MUST) A RFC 7231 % 7.1.2 & FiE®& 2 HTTP [CIFEAZEE Location BIRAL(E

2. EfERAE (MUST) ERAA “http” 3 “https” HERIEIR URL A84L ©
3.EMEMAE (MUST) ERIEHEEERE (Authorized Ports) 7FEXRYEIR URL 44t o

L AME%ME (Random Value) » 81 :

1.CAFE (MUST) =2 /REFR AR A —RERE -

2. B EBEIZ BiE » AREREIENENEARE (MUST) Ri8iE 30 B o REEHRFERE
(Certification Practice Statement » CPS) 1§ (MAY) HEEEHBEILEEXHIR » FLEERT > CA
FE (MUST) BREREEFHF(EXEEE (CPS) °

B% Onion #4815t %8 (Onion Domain Names) b » ERLLAEEITERFER CAFE (MUST) BHZ 3.2.2.9
EIFTREE 2 2R AT (Multi-Perspective Issuance Corroboration) o EEEEA NS » HM4ARER
38 (Network Perspective) F& (MUST) ERZEFIBRFTEAERIRA (Primary Network Perspective) #8[E
RIBkERES (RIPE(ESEAERTIEE) ©

3.2.2.4.19 FRANE 2 HILEE - ACME

FEiEfER RFC 8555 38 8.3 & FAE&AY ACME HTTP #k&; (Challenge) 757% » WAFEREREZE (Applicant)
SRR A8 (Authorization Domain Name > ADN) B93EEHE o B RFC 8555 FRiREZ B3RS » iHfE
RETHNREIMNEK o


https://datatracker.ietf.org/doc/html/rfc7231#section-6.4
https://datatracker.ietf.org/doc/html/rfc7538#section-3
https://datatracker.ietf.org/doc/html/rfc7231#section-7.1.2
https://datatracker.ietf.org/doc/html/rfc8555#section-8.3
https://datatracker.ietf.org/doc/html/rfc8555

JREBHHE (Certification Authority » CA) & (MUST) {CeZzARUKEIRLTHEY HTTP bIfE (EEIXAUKRE!
2xX HTTP AREERE) o

Token (%0 RFC 8555 %5 8.3 & FiE ) BEILZHIE > #9F (MUST NOT) {HHEE 30 B « '‘RBEHE
FE# (Certification Practice Statement » CPS) 1§ (MAY) FREE ERIMEEER SHAR » 7ELEERT »
CAFE (MUST) BIREGESHEXERE (CPS)

= CABERIBRENREM (redirects) » AIAAREUTRE !

1. EFERE (MUST) R HTTP RERELE - EFERME (MUST) HiRAEREA RFC 7231 5 6.4 £ FAE
#2301~ 3023, 307 > 3 RFC 7538 % 3 & FiE & Z 308 BY HTTP [CIFEFRfESE - ENERMIBIZFE
(MUST) & RFC7231 % 7.1.2 6 FREZZ HTTP [BIFEFZEE Location BYER4ARME

2. EERAE (MUST) ERAA “http” 3 “https” WHERIEIR URL 484L ©
3. BWEME (MUST) EREHRIFHEERIE (Authorized Ports) 77EXAYEIR URL 481t o

B% Onion #8151%#8 (Onion Domain Names) %h > EFLE 5 AEITEREER CAFE (MUST) EHEE 3.2.2.9
EiFREE ZMRAE LT (Multi-Perspective Issuance Corroboration) o EEHEE M LT » H4EER
18A (Network Perspective) FE (MUST) EZRZIEFEHERRA (Primary Network Perspective) #8[E
AIBkERE N (BD ACME fERE#Y Token) o

3.2.2.4.20 fEF ALPN B TLS 43
BIBMER RFC 7301 &MY TLS Application-Layer Protocol Negotiation (ALPN) #&FEINAE

(Extension) » Miffk RFC 8737 FiE 2 2 —EFIEREHRE » UFEEHREE (Applicant) H&
RHERIE T8 (Authorization Domain Name > ADN) RUIEEHE o B& RFC 8737 FRREZ EXSN » HERE
TFIEESMEK o

Token (¥0 RFC 8737 5 3 & FiEs:) BEILZHEE > 15 (MUST NOT) {ERBE 30 H o RESFHIEXE
H# (Certification Practice Statement » CPS) 1§ (MAY) REEFHIMEHERWHAMR » FEULIBERT » CA
fE (MUST) BREGHEEHEXERZE (CPS)

B% Onion #815t%#8 (Onion Domain Names) b > ERLLAAEITERFER CAE (MUST) BHiE 3.2.2.9
EIFTREl 2 2R AT (Multi-Perspective Issuance Corroboration) « BEEEEEMIEE » H4EK
18A (Network Perspective) FE (MUST) ERZF|EFEHERRA (Primary Network Perspective) #8[E
RIBkERE RN (BP ACME R Token) o

3.2.2.4.21 1252 Account ID Z DNS - ACME

BIBHIT https://datatracker.ietf.org/doc/draft-ietf-acme-dns-account-label/ Fizd &z (Automated
Certificate Management Environment (ACME) DNS Labeled With ACME Account ID Challenge) 5 00
AREZE (draft 00) A#t# Tdns-account-01) BKERFTREZ 2R » LAFESEEREE (Applicant) IR
4915%#8 (Authorization Domain Name > ADN) HYIEEHE -


https://datatracker.ietf.org/doc/html/rfc8555#section-8.3
https://datatracker.ietf.org/doc/html/rfc7231#section-6.4
https://datatracker.ietf.org/doc/html/rfc7538#section-3
https://datatracker.ietf.org/doc/html/rfc7231#section-7.1.2
https://datatracker.ietf.org/doc/html/rfc7301
https://datatracker.ietf.org/doc/html/rfc8737
https://datatracker.ietf.org/doc/html/rfc8737
https://datatracker.ietf.org/doc/html/rfc8737#section-3
https://datatracker.ietf.org/doc/draft-ietf-acme-dns-account-label/

Token (FEZEH (Automated Certificate Management Environment (ACME) DNS Labeled With ACME
Account ID Challenge) %5 00 iRE %255 3.1 &) BEILZH#E > 7% (MUST NOT) {EMA#EA 30 B - /&:E
BISEXR%E (Certification Practice Statement » CPS) 1§ (MAY) R EEEHIMEIEERXKHIR > 1EIL15
JF > CAFE (MUST) BREEEEHREXLEE (CPS) °

ERALL A EITEREM CAFE (MUST) B 3.2.2.0 BiFfRE 2 21 AEEEE (Multi-Perspective
Issuance Corroboration) - EEBEFANALE » HthAFRtAA (Network Perspective) f& (MUST) iz
BB EHERAA (Primary Network Perspective) #8[EBY Token o

3.2.2.4.22 A At ER{EZ DNS TXT 428k
BB ERFANM DCV TXT #28% (Persistent DCV TXT Record) REBEEFER:HAIERAEE (Applicant) 549 »

LA R E ISR %28 (Authorization Domain Name » ADN) HROIZEEHE o 324082 (MUST)
BRENFRE 2 KREREY 2T (ADN) M ERIZEAY T validation-persist] #ZEFTAZALAEY DNS 42i%% T8
(BN T _validation-persist.[fEISHEARIH2TE]1) T o

REEWNE (Certification Authority > CA) & (MUST) FESZHRFANME DCV TXT 4CEkAY RDATA ERF S U T E
X :

1. RDATA{EFE (MUST) & RFC 8659 % 4.2 £ FREE M issue-value 3875 ; H

2. issuer-domain-name Z{BFE (MUST) % CAFRVESEIEER (Certificate Policy » CP) R/ S/EFZEFHIE
HHEA (Certification Practice Statement > CPS) % 4.2 §ifhad S AVEE X E 4815 (Issuer Domain
Name) ; B

3.issue-value fE (MUST) B1& accounturi 28> HBHEAM— URI (U1 RFC 8657 5 3 & Fritt) »
SRR FODN BBt E IR ; B

4. issue-value 8 (MAY) B35 persistUntil 28 c BZ2HET > ESHEE (MUST) A 10 E(I4RS
BIZEEE > R UNIX BERIBEEE (B 1970-01-01T00:00:00Z fEETEAIFLE » ZBREF) ; B

5.issue-value 1§ (MAY) S1ZEEIMNIZ2EL - CAFE (MUST) ZEEMIFRIAIZE M (Parameter
Key) °

EFFTE persistuntil 28> CAFE (MUST) sHMEHESH(E - ERERKREIE persistuntil B2EIBEFTEE
RYBSRE > CAFTE (MUST NOT) RZAcHERRAEENES FQDN ZEE#ZFE

B8N > FFAME DCV TXT 4CERBEFEARAJAEMR ¢  validation-persist.example.com IN TXT
"authority.example; accounturi=https://authority.example/acct/123; persistUntil=1782424856"

ATEE 42182758 » HIMERILE AR ZERE > CAFE (MUST) # 10 BEAREREAEERE
B ZRAXRH

TERETR persistuntil 2EERREER > MAIRE DNS ILEE S A WA ERE -


https://datatracker.ietf.org/doc/html/rfc8659#section-4.2
https://datatracker.ietf.org/doc/html/rfc8657#section-3

Ezs8 2 HER Fifd persistUntil EBETTARES

2025-06-15T12:00:00Z  2026-01-01T00:00:00Z B ERERF IR persistUntil BRFREEL
(1767225600) 50 » EItEE4CER AT A

2025-06-15T12:00:00Z  2025-01-01T00:00:00Z S ERBRERIMRN persistUntil FERS Y
(1735689600) 50 » FEItbE 4L ER eI A

2025-06-15T12:00:00Z (RIR1H) KRiRMH persistUntil 28 > FItAE

R s 3 PR 1

il

persistUntil 28U R 25RE 2 &

ERILE AR EITERER CAFE (MUST) BHESE 3.2.2.9 EiFTiREE > ZRAEHEE (Multi-Perspective
Issuance Corroboration) o HEEBEBEME » HM4EKIRA (Network Perspective) f& (MUST) iz
FERAE R EAD I EREAVIFAME DCV TXT 428% » BEEPEFEETEHERHRA (Primary Network
Perspective) 18RI accounturi B8 o

3.2.2.5 IP {irhit 2 #5551
KENEZR/BEWME (Certification Authority > CA) BgsBEREE®E (Applicant) ¥RsEFRF IP firdk (IP
Address) HIFRBEHESIEEEZ ATFRIZERER o

CAFE (SHALL) MEEZERIFED > CA EVEREAANEIEEN T2 A5 /RE TS IP ik o

BESERHEREE IR ERE - R —RRRAESTRERLZEBN - FamAEER - 25N EN AT ES
1ZEE R > RAERIER (FIMNASIHRE 4.2.1 81) FrE Z BAPRAIEEIEE o 7t IP (ii3iE8:% (IP Address
validation) ME > MHHEE] —AGIHFENT AT (Parent Company) ~ F2AF (Subsidiary
Company) BHEEZE (Affiliate) ©

3.2.2.5.1 BHNEZHuLEE

HEERUREEHAE (Certification Authority » CA) BI#518 HTTP/HTTPS 7E1R#EEZE (Authorized Port) 77

BY IP fitik (IP Address) EBREERRFAE @ BERABREEFEU HTML <meta> ZH S FHER R
(Request Token) ZHEH%{E (Random Value) > UHESRERZEE (Applicant) ¥FTEEK IP (UltAVIEEH o

ZAEEWAEXLANR T/ .well-known/pki-validation) BT » SiE&BLEE:E IP (IHHESEHEME IANA

B EMBRIS o FERFTCHMBEERS (MUST NOT) HIRTEAK IP MBRERRISH o

EfEFRRE(E - CAFE (SHALL) RIEZRFEFFHE—NERE  BEUTRRIREFS (SHALLNOT)
BEAZMEHRE
i.30 8 ; 8

ii. BERAE TEIR L RERE > BIHAR AT SR FERREEIBMZ CEEENNBRE A EE (Hlindx
H5 4.2.1 EiFRER) ©



ERIE A A EITERER CAFE (MUST) BHEEE 3.2.2.0 SiFfRE 2 ZMAEEIE (Multi-Perspective
Issuance Corroboration) - BEE{EAMIL:E » Hth48ER1EA (Network Perspective) fE (MUST) E%
FIBAFEEERRA (Primary Network Perspective) tHEIRHkEEN (BIBEMEDEKRRL) ©

3.2.2.5.2 UBFIH - BE - [AHIBFEHEHE IP hLEREEA

EREEETIMN - FE « MNIBHFEHREBEMKE (Random Value) » MEIFUREE R ZFE EFEAE
& > WUMEsRREE (Applicant) ¥ 1P {itit (IP Address) HIIEZEEHE o BEIL(EME (MUST) 3EXEWHAA
IP {isitEsE4& A (IP Address Contact) BYEFEMH(ist ~ FE, RIS HEF S it o

SHETFHM - FH - BAIBMFEHEF (MAY) HEDZS(E IP (IULAYEER o

RS (Certification Authority > CA) 1§ (MAY) RARIFMRENEFEHG « BH « GHAREHFEHE
EFLZUUMHEE > AiIE IP (UUEEMER#AE (P Address Registration Authority) & MIUREGEREIZ
SEREEE P AIUAVERAE A > ZRBEAEFHH « FE  GABHFEHET

BRETSHEFIMMN - BH  BAXEEHFEHPE (SHALL) 2MH—R -

CATE (MAY) 2XEXEFHE  FH  BARBSEM - SIESSERREE MRS REAN2 XA
AR E BT o

PEMER I Bt » ARESICIENEMHEIRE (SHALL) RiBiE 30 B o REEFH(FERE
(Certification Practice Statement > CPS) 1§ (MAY) REEIEAIBEILERMHAMR > /LB R T » CAFE
(MUST) BREGEEHRIEERE (CPS)

B 2026-03-15#E > tEAEARET (SHOULD NOT) AREIEEEIES o
B 2027-03-15 #E :

o CARE (MUSTNOT) #kFBILA X ©
o SERIERILSAETHERE - URKIRILSARENEEEN > A5 (MUSTNOT) ARREARE

2%
A ©

3.2.2.5.3 REMiiE:H

FEERY P it (IP Address) #E1TRME IP EMUESELZ IP (RIS 2V S48iE%ME (Fully-
Qualified Domain Name > FQDN) > B#4s% FQDN EALKSREMRIZ T (Authorization Domain Name »
ADN) > MR 3.2.2.4 BT A ETERRE - UMERHEE (Applicant) ¥ IP (it E# - B
2026-11-15 & » 75 AFRfE VAR IERIE %8 (ADN) FE (MUST) Eifc@ IP T:FrE{EA FQDN 52
HE 5 58 3.2.2.4 EiFIAVEIRIS I8 (ADN) HHIETRIZRER ©

ERIL A REITERBNREIIE (Certification Authority » CA) & (MUST) B 3.2.2.9 SiFfREEZ %
HASEEME (Multi-Perspective Issuance Corroboration) « EE2EEAE ML » HithEKREA

(Network Perspective) & (MUST) EBRZRINEAFZMEEERA (Primary Network Perspective) #8EIHY
FQDN ©°



B 2027-03-15 #E :

o CAFRE (MUSTNOT) #k#BILA% ©
o SERIERILSAETHERE - URKIRILSARENEEER > A5 (MUSTNOT) ARRHARE

2%
ag ©

3.2.2.5.4 {FAEth 5%
IEAZEBEILEEAE (MUSTNOT) BEA o JLrifERLL A A EITRERE » UURKIBIIL A AR ENEEE
¥l > &A15 (SHALL NOT) AAMESEE/&:E o

3.2.2.5.5 1 IP {UhtEkAR N EITEEMAR

FECREST IP (uutBi4& A (IP Address Contact) BYEEEESRS » WAV HEE (Applicant) 55K IP {itk (1P
Address) BasERVRESIEIE - URESIEREE Y IP (UUEAVIEEH o ReEHWME (Certification Authority » CA)
f& (MUST) #BEEEHTER IP (A HMEIRIEME (IP Address Registration Authority) A% IP itk
EARVEETRHE - BIBEEE (SHALL) REHTEE 5 o

NRIFET IP AR ALIMIASG > REEIES (MAY) ZREEE IP AIUEBHEA o

EEANESEE > CARETHEKE (Random Value) FMIEFEEZSERY IP fisit o BEH(ERE (MUST) #KEIE
#5 CA LUZEBERERE XK o

PR EREII Bt » ARMERLIENEXHIRRE (SHALL) Rilgid 30 B o REEHEEERE
(Certification Practice Statement » CPS) 1§ (MAY) RE B ERIBEILERERR -

B 2026-03-15 € > tbAEARE (SHOULD NOT) AMERXERES o
B 2027-03-15 #E :

e CARIF (MUSTNOT) #KFLEHIE °
o STRIERILT AETHERE - DURKIRILSARENEEERN » X5 (MUSTNOT) ARREARE

22
6g ©

3.2.2.5.6 IP fiIiitz ACME http-01 5%
FEBBIT RFC 8738 FR#t¥ Thttp-01) PKBRFTIRE ZF2F » WUFEEREREEE (Applicant) % IP filt (IP
Address) B9IZZEEHE o

RS EEITERER CAFE (MUST) BHESE 3.2.2.90 BiFfiREI 2 24 A EEE (Multi-Perspective
Issuance Corroboration) - EEB{FAML:E » Ht14EEKMRA (Network Perspective) f& (MUST) B
FIBAFEEERRA (Primary Network Perspective) #EEIBFIHkEIEN (B ACME fEFEAY Token) ©


https://datatracker.ietf.org/doc/html/rfc8738

3.2.2.5.7 IP fiititz ACME tls-alpn-01 /5%
FEIBBIT RFC 8738 FR#t¥ Ttls-alpn-01) HKERFTIREZ T2 » IUFESREEEE (Applicant) ¥ IP firfit (IP
Address) BUIEEHE o

ERLES AEITEREN CAFE (MUST) B 3.2.2.9 SiFfR&E 2 ZRAFTEME (Multi-Perspective
Issuance Corroboration) ° EEE{FAMLE » Hft4EERRA (Network Perspective) f& (MUST) B
BT EEERRA (Primary Network Perspective) #BEIAIHkENE N (B ACME {ERHY Token)

3.2.2.5.8 RALEERMAPRFAMACIREZ DNS TXT 428k

i 1P ik (IP Address) B RAEEE%TE (Reverse Zone Domain Name) > BE&IKE
3.2.2.4.22 EIFREZRBIFFAM DCV TXT kBB F KA FFE (Applicant) &3 > UHEEIHRFEH IP
(UHERYIEEE - ZACERIE (MUST) REMNFEREZ P iR AEIHAHRBIN_LATEN _ip-
validation-persist] HZERFAAZAEY DNS 4287458 (BD I _ip-validation-persist.[REEEHABE%E]])
To

3.2.2.6 BRI AIEZ 5E
MEFEAMEEEE (Wildcard Certificate) ZA1 > /&:&H4#E (Certification Authority » CA) &

(MUST) BuliBft—EEmER @ UHEVREPEAISEAAE%TE (Wildcard Domain Name) Z5E2
V)&48i84%8 (Fully-Qualified Domain Name » FQDN) FHREEEI MEEMREHIAE (registry-
controlled) 1 3% T"ARFE (publicsuffix) 1 (B4 : “*.com” » “*.co.uk” » #E—HRBAFEL R RFC 6454
% 8.2 ff) ©

SEFEREEAEZ FQDN FEEN TEMREGI4EE) 5% 'ABEFEL > CAFE (MUST) EE%=ZE - [k
JEEREEE (Applicant) HEAEHBEREMALBERABTEATER o (FIW0 : CAFRIE (MUST NOT) 23
“*co.uk” =z “*.local” > B1E (MAY) %3 “*.example.com” %4 Example Co.) °

EIREAXE » BN EIEERAENATEZR (ccTLD Namespace) & > A& MEEMREEGI4EE &a]
sEHRFEE (registerable portion) BYFIERFRAN - wRAFZE(L > BUILEFILIE DNS REFRIRHENEY - B

REBBMEIESE ARFREEE] NBFEBE (Public Suffix List » PSL) » It EHAES BRI

EEFAPSL> CAE (SHOULD) {2%E] NCANN DOMAINS) 84 > MA2R] PRIVATE DOMAINS] B
73 o PSL EEHAERTAUERH ICANN ZRAVHTBATER AR 4T (generic Top-Level Domains >

gTLDs) » SLEAHIR B BH5I7E TICANN DOMAINS] Z53 A o CA M R4EEE 155 35 & A /ReB A EE(E
gTLD B9zt A (Registrant) > AR R ELGEEMN S BAEHEEREZR (namespace) HIEEHE o

3.2.2.7 EFIRIFERVIERE Y

PEREAERRBEELATZERHE (Reliable Data Source) ZAl » Z&:514HE (Certification
Authority > CA) F& (SHALL) sHHUEIARERYRISENM ~ ZEREM » IURBHEREBAAIERIAES] o CA TEE B
2H (SHOULD) ZEUTHEIA:

1. FriR (B ARV


https://datatracker.ietf.org/doc/html/rfc8738
https://datatracker.ietf.org/doc/html/rfc6454#section-8.2
https://datatracker.ietf.org/doc/html/rfc6454#section-8.2
https://publicsuffix.org/

2. B ARIRAVERTSER

3. BRRMHENERWEZBR

4. KRS AERBIERIE - UKk
5. IENENE R AR ZEE -

B CA~ HEBENHRAREE (Affiliate) PR BRE » ERENEZTEBNRER T REFMUN
BAXHE 3.2 BIREREEXR > AIFERAIZEERIRIENER -

3.2.2.8 IFEREMIBEIRE (CAA) 408k
CAALCERERRIBZ B3R » 558 RFE 4.2.2.1 6 o

3.2.2.8.1 1S1ERBILIEZERE (CAA) 4087EY DNSSEC B8
CAA #287BRIE 2 DNSSEC Bgs8EK » se2RFE 4.2.2.28 °

3.2.2.9 ZIRAEEEFE (Multi-Perspective Issuance Corroboration)

ZIRATERE (Multi-Perspective Issuance Corroboration) SHEIE/&REEE 2 A1 > RS EREIFAIRR
A (Remote Network Perspectives) s8I EZ4EAA (Primary Network Perspective) Frfiitiay#
MR (B4 EasEmiE, KRB ~ CAASTR /ELL) o IRFEAIEAEREERZRE (equally-specific

prefix) ZBRRBERE (Border Gateway Protocol » BGP) REESRENIFHIFAERES] ©

EHHEAEZ (1) AERERITEEERE > Kk (2) CAALIHBEMRNITSRAREBIER > REHE
(Certification Authority » CA) 1§ (MAY) ME#FERERMBEHARES ZHERIRA o

ERFIEMKIRAAARRARCIEESRE (MUST) [ CARMMEENR » UaFFERARTE

a. eLFETE Az (1) BEt%E (Random Value) ~ (2) 5HRTFEC (Request Token) ~ (3) IPfidlk (IP
Address) ~ (4) Efagithht > 8¢ (5) FFANME DCV TXT 458% > UIEHRAE 3.2.2.4 Bi/% S 3.2.2.5 &iFr5E
BHEZHEERK ; UKk

b. CA BERIKE 4.2.2.1 BifAE SRR » HHFPRMEEZERESE -

55 3.2.2.4 BIEASE 3.2.2.5 ENGREAMPLEAEINERE D AR ZRA R LT - UREMBERKRANEEH
FEMBRRAFLAFIELSR o

BREFEHEMARAAETEER > &% (MUST NOT) ERFEAHIREN (cache) E—HERRRAFREIS
ZERNER (FIUN : FEIRVERARA RS HRIEILAERY DNS REY » LU RZEHEP—ERARRAREZR
BE > SREMPERIAAFRERR DNS fREY)  AHERAARMERERERIVERERRE > 15 (MAY)
Rt ZERRAEFFIRERRBZEA—EMER - ERERAAHE CA ZHENFMAREAE (MUST) &
BERARAEBE (FI0 : BB HTTPS) MRKG DS BNE 2 BEET



MERIRAE (MAY) ERREZERAA RSB RELE DNS #1723 o SR » sZ4BERRAFERAY DNS f#
MresfE (MUST) EAfERZMBINSVERAAMNRE— AR EAFARIMEIEKE (Regional Internet
Registry) BIRRFEEIHA o LS » E—RSRABEFABHAITHFIEERD DNS f#478% - E/1E DNS fEiTas
Z B BE4REERERE (MUST) E/0% 500 AFE o DNS 288 > BERIERITEZHI DNS EHEF R
RiataTR % DNS RT3 AUPR (B RR AR 2 AR BE EL RS AT RS o

CAfE (MAY) IZEMERMERRERE S ZNBAREL ZERMITERAREESE (BIW - & NENEZH
IHEATE - ACME) MZRAERABRERBEANIL > CARIEMER TEEETFEHZE DNS TXT B4 Atk
BT - EEMNTSHARZEAER > CAFRE (MUST NOT) KIRFAIEIG ZIERE N « HL
AR AT A THERE R LR » AXHRERRE -

DEE#MEBENR (Quorum Requirements) | RARFILZRABBAZIEEHE (Quorum) EXR &
CATEEITAEIR ST EHEERE A CAA LB B RS > MEIKRIRBEREES ZHERAS - BIWARERES
(RBP4 R ST E 1 Ba A0 5 CAA 12t 4E) FE (MUST) BENSEEHEE R - ERRAEARKILHE
AYEAREEREZE /D4 500 REF » HAAAKILAERE (distinct) - EE—ARGRAERTIEMEERE » UREE

FEFHHMEREASSERR  ZEREHARS iR -

CAfE (MAY) EEEA CAA LEIRENSAEHMEERIVEERR » RRAERE 398 B - AFEMEARER
saf& > SR —HFEZRERETRS  BiRERAART (MAY) BRIGREEERMEHESE FREEN
CAAZCE: > RERAEA398H -

HEERERRARE B EQERRERARIAARE

6+ 2
HAEUBERE

WITEHRAZECENERERRA !

F& (MUST) :

o #BERARIE (Network Hardening)

o RFERCIREVHIEHN - AN EIKERMEREHART - (R BGP BREFHFE 2 MR HERRTES
(4N © R AR TS (e R R Im ARFS (L AR RO AERR) - BB R AR MR ERER

(SHOULD) :

f}

o RITEARRFHERER

o SEENNIBIE ISO/IEC 27001 SBEMRIE - SAEBIUEZ R BB AEREREZRAERERE
AYELHE °



o (KIET THNE—FEIZIRE EALRE Z (HFERRFS © System and Organization Controls 2 (SOC2) ~
ISAE 3000 ~ ENISA 715 ~ FedRAMP Moderate ~ C5:2020 ~ CSA STAR CCM » S{ Et&IH I fEzBE

BEUE B AR E Z FFRBRE
o SSELRAIEUERHENEIE
o EARERARARAEZERN  UHEERERKRAREE
o BUFTEXMHERFRMEERBLIRUNMIT » ZTIREREFRZHA - BE - OIERER -
o E/ME3ERBERHMIT —RIGRIFHE o
o ENEFEZ-IEENA -
o MEEEMENTTINEE 6 AEANERRENZ2EMHER » FFIE CA UBEXMHEHI R » ZE
2EFEAGSIARIMIBHAARTEN » BHEBANERZZE2EMEAPE RN
o Z#3&1Et (System Hardening)
o EAFBREMARIRIE - BRARER - IRF « BB ERERE o
o HFIAAEIRRERSEFI NS
o AAEKIRIE

o HSEMERRETIER (A - THES - IRFRES « B8 %%:Eﬁ@zﬂﬁﬁ?‘“%unxﬁ_i?tﬁﬁ) FCERR >
EEERFHERR B HERFIRZRT « BAME « ERENBARER

o REERE TINEMHZ FERRMRERTS (FIMN - AAAERARTSHAER) © (1) HAER Secure Inter-
Domain Routing (SIDR > L2 4RI ; RFC 6480) ZE2ZEHEAVH] > FI40 BGP BRHERIARAIR
§mz% (BGP Prefix Origin Validation ; RFC 6811) » (2) #RFEHMIE RPKI FUESE R IRBHEIES] (6l
g0 RFC 9234) » MR (3) B|A BCP 194 FiERIRIEETS o thIh » HAES

(RECOMMENDED) EIERBEEERT B MITZHRAZZAHBNERGARELE—EHZERK RFC
6811 & > 1BIEAS RPKI B8 A BNz BGP B HAVAURS JREFXFIA AR TR E » (B BhIEEH
E3R (NOT REQUIRED) ©

BRIAEZRIN » FITZRARREENERRR > WRB BRI 8 BiFfrit 2 FE1%EEE

& PMEAZER (considerations) BHERZEES=7F (Delegated Third Party) #117 > CA{E (MAY) B
REEE=FISSIEEN » UTRUREE DR —BNZIREREETER - FAE 1.3.282065% » B&
EE=FREATHE LARIBER » MAAZRGE 8 EiFT 2 FEi%EE o

DIEREHERZ |

e H2025-03-15%E : CAFE (MUST) FAZE/D 2 EiZHmFERRAETTSAARER S EREEEEE
PRRARMMEENZRARAASE (MTEYEE) Kt CEEHEERR) FIRFNEE ) CAF
(MAY) #E4EHEIT/REERE o


https://datatracker.ietf.org/doc/html/rfc6480
https://datatracker.ietf.org/doc/html/rfc6811
https://datatracker.ietf.org/doc/html/rfc9234
https://datatracker.ietf.org/doc/html/bcp194
https://datatracker.ietf.org/doc/html/rfc6811
https://datatracker.ietf.org/doc/html/rfc6811

B 2025-09-15#E : CAFE (MUST) EAZED 2 BEHERFEHETSHAZEENRSE - CAFE (MUST)
BANE CEEBEERK) FMERNENK - EXRFTEZFEX > Al CAFF (MUST NOT) HiE=E3k

.
REE o

e H2026-03-15%E : CAfE (MUST) ERZEL 3 EERHERAAETSHARLAE - CAE (MUST)
BETE (EEHEERR) IEENENR » BT BARAANRRARRADIMURELD 2 ER
BN EIAEFE AR I M EEEAE (Regional Internet Registries) BRFFEIZA c BRI EZEFEK > A
CAFIE (MUST NOT) #EZIRE o

e H2026-06-15#E : CAFE (MUST) FRZE/L 4 ERIHHERIRAETSRARIEMAE - CAFE (MUST)
BERES (FEHEEKRR) IEENEX » BB EERAANERERAADIURELD 2 @R
EIH & INAA PR ARRR L EIRI%AE (Regional Internet Registries) FRFE&EIHA o BERFTEZEEK > Al
CAZR1S (MUST NOT) #4EZER:E o

e H2026-12-15#E : CAFE (MUST) FERZEL 5 ERIHRERGAAETSHATELE - CAFE (MUST)
BEFRS (EEHEEKRR) IEENEX » BB EERAANERERAADIURELD 2 @R
BN E IR EE AR M EIEAE (Regional Internet Registries) RIEEIHA - BERFTEZFEX » Al
CAR4E (MUST NOT) #AEZIRE ©

3.23 BARTZER
BBERAAXHE 3.2.36REZRFEE (Applicant) BBERA » BB (Certification Authority » CA)
F& (SHALL) BRsBZERsAE IS ~ il » UIRIREBRABNEE M ©

CAFE (SHALL) EREL—HBEMBEREHBMAZEZHMRRSDFAXE FR -BR - EAGDHE
BRSDRNFEFHEEM) BEMEIZA - BXBIAURIEEEIREREE IR - UEEREENY
% o CAFE (SHALL) HMEZEIAEEHEREENIBENTR o

CAFE (SHALL) ERHBERENSDERAXH » AIMNEFZE 2 S0 BAXN - AREEERKRE
IRITHIIRESEARIRE » LERERAE ML - CATE (MAY) EAMEEEERFEUREBENBAIZEZ
B REAX 4 ERR R EE L -

CAFE (SHALL) FAnIF\EAS X (Reliable Method of Communication) ElEE:EE L /REHEE o

3.2.4 REEEERIAR A

3.2.5 {HEIRRE 2 B

LHFEE (Applicant) BFEZ/REEZEREMAIEN (Subject Identity Information) » BERsEE A4
4 > BJREBHAE (Certification Authority » CA) & (SHALL) FRAFEEFA SR (Reliable Method of
Communication) B&sEERzEE LR (Applicant Representative) FrigiE Z /BR:EHBNEEM -



CA7E (MAY) fERZ 3.2.2.1 EiFrF) 2 2KR » BRRFEENTEENAR - EEAEENA AR

T CATE (MAY) BERRAHRFENRIBPFEBBAERZRE (authoritative source ; FIMNERFEENE

EEERAT ~ REMER - ANERIP ~ BMRELERT > 3 CA SBABENEHMEE[) M RERFENE

B

ItE5h » CAFE (SHALL) ZBII—{ERE » AT FFEEIECARIRY/REHFAZAL - ERFEUZEH RIS

EAHRH/EERFZEZAS » B CAFIE (SHALL NOT) B (EBHZIETHE 2 /REHE - CATE
(SHALL) RIKZIBRPEHEE M Z FEEEmA K » MRAEIRHEMSEZ REHEASEE -

3.2.6 X EEFHRRE 08 2%

JREBHHE (Certification Authority » CA) & (SHALL) ABREFELUEEIXIER S AT (Subject)
MR ERE 2 B /REI4HER:E (Cross-Certified Subordinate CA Certificate) > FliR 2 /REIEIEE S ZHE
FIEFZ R R EBEER BRSO ERE 2 TEREEERE) ©

3.3 HIREBEER Z A H R
3.3.1 TR IRE Rz SR S8R

3.3.2 ‘BEEE L B oR E R 2 s p! B2 8 R

3.4 JBHRBELL AR Z R BLEER

4 B8 E B FRER

4.1 585

4.1.1 AR ZA
IR o

4.1.2 RYLREZERE
TESS 8 /RETR0 > /REEHAE (Certification Authority » CA) FE (SHALL) EH:E#E (Applicant) BT

X



1. /REHFES  IURBTER ; UK
2.BEEEZHFE®#E (Subscriber Agreement) Z{EREIR (Terms of Use) » AIUMBEFH ©
CAE (SHOULD) BSHEREAN ARG ERREME ZEREMH o

TEE3RERT > CAFE (SHALL) MERZEEEVEMR CARTERIIRY » BBBEAXUERIRTE Z/BHHE
E—7&EHEST (MAY) FARESREDMGA—PFEZKE  BRFTESE 4.2.1 ST Z RS
B3R > BEREEEREE 2H:AENRR (Applicant Representative) K REFFEZE—HIRITAEYRNE
SBEEEEAKE c BEBHFEE (MAY) UEFEREE - RER HEE -

BEEFRAE (MUST) E5HPFENEARKRHZERZLEBNR » UKBRFERHAKRGAHEZAEE
SIS IEFE 2 B8PA o

4.2 ‘BEHRF 2 BRI

4.2.1 iR ELEERI(ESE

BEEREE (MAY) B3 8NRERZIEHEBESE (Applicant) HEANSEEER » UR/REHE
(Certification Authority » CA) AT EBRANXHEKRFE RERFZHE (Certificate Policy > CP) K5

BB EERE (Certification Practice Statement » CPS) MAMXERHBFENEZHMEA - B/&E

BRAEREEI2IAENRFEEEN » CAE (SHALL) BERAENEHEHGMEEN » AN EEELINE

=HERRKREERSZEN > BRREERIEAS c CAFE (SHALL) BN IGEREmMZR - UEREHRA

BERCHNBREPHNRBER o

BREEEME (MUST) 81 (BRRR) ED—ERSCE#IEE subjectaltname BRBUPHTEZYIE
#8178 (Fully-Qualified Domain Name > FQDN) g% IP {3tk (IP Address) °

%5 6.3.2 EAPR&IA A /&REE (Subscriber Certificates) BYBERHA o

CAfE (MAY) A 3.2 IRENXHRERERR/EREN » AEEERTAIETHRIEEMR (B1EE
BIREZBREE) » AiRE CA RHRER » BN TRAMEZERAXREA > B% 3.2 (HiREZRRIIFER
X > 5 CA BThRIBRSE AR

BRERILHZ 8% st = TR AEEERAEREEEN 2R R
2026-03-15 825 H
2026-03-15 398 H

AEREATEMENEREEN KRR

k28 3.2.2.4 BREASE 3.2.2.5 ENEITRIAIE T8 (Domain Name) R IP {iitEssg » HFFERZERER -
XA TEREREMRR > & (MUST) MHERERER > N TRIIEZRARBAEIS :



BERILHZ B b LN A= A EHEEACREER ZRAHR

2026-03-15 398 H
2026-03-15 2027-03-15 200H
2027-03-15 2029-03-15 100 H
2029-03-15 10H
AIERERMEELER P UL BEEEN 2 R REAR

AAEEFIEAZEMER XM HIS RN R G EBBr EREAEREEN ZRR
fR > BIRFIHMEMIER T ERER SRR EEEEERR

1 (BEEK) 3 (EVIE5]) FiREZEMEEESZREEER - CARESREREEAFRERNRE
BREXH > SRR EERENR - HAEREEMAEMRMKE 4.2.1 iRENE ; FIEREZE (Ballot)
SHEBASRRE °

CAFE (SHALL) 381l ~ BT BHEEER > LGRS EMREHRE (High Risk Certificate Request) »
W AR A REE R BRI TRRSMNNEREE (E % | ZEREFRNSIEEVEZ HER - BIRIERES KA Y
BERNETHEZERE o

ERXEMEE=F (Delegated Third Party) 1T CAMREEIFIREZEAETS » CAFE (SHALL) HRZZE
EE=FRAUENRE—PERENSRRRERFZMNE - HAMEENFRESEREVE CA BEREMER

4.2.2 }RFERAZ Iz ETIER
JREBIHE (Certification Authority » CA) F45 (SHALL NOT) #HZSHEAZ&ME (Internal Name) FHIF
B8 IP fiiiik (Reserved IP Address) Z/&:& » REBAMRKE 3.2.2.4 BT 3.2.2.5 BiZ R ESTRHERE ©

H 2026-03-15 € » CA R4S (SHALL NOT) ZBHFrS4iafBEALL IP kA &E%EL (IP Reverse Zone
Suffix) &R Z&:E o

4.2.21 1IZREREIRIBEE BT (CAA) LERZERIE

EABERETRIZMN—E89 » /REMME (Certification Authority > CA) FE (MUST) $t¥f subjectAltName

BB EE Onion 4815%8 (Onion Domain Name) Z & dnsName » #&k#8 RFC 8659 EX{Sl BRI

CAA #0% o SLEETFEIEEME (MUST) 72 CARVERSEEER (Certificate Policy » CP) R/ S/BBEHIEER

#£ (Certification Practice Statement » CPS) 25 4.2 Eirh:RAR » HAEERE 5% CA KL CAA Tissuel B
lissuewild) #28%RFAEEA] ~ W ARFFHE R RE 2 X R EMH B (Issuer Domain Names) && °

CATE (MAY) TEEMEMBFRERE CAA 4iCEk o

EERIE CAA4CEREE > CAFE (MUST) &% RFC 8659 ZiREMRITIL BRI issue ~ issuewild & iodef BIEAZ
% > BAREXYE iodef BHEZENARIFEYERENE c CATE (MAY) ZIEZEINIBMUZE » BFRE
(MUST NOT) EAXHFTRER RS EBEZRBLEHE » EEMREL - CAFE (MUST) E<FRIEM


https://datatracker.ietf.org/doc/html/rfc8659
https://datatracker.ietf.org/doc/html/rfc8659

FEAR (criticalflag) Z2EK » HBERBAEFZEEHRNBIERE » FEFHES -

% CARIE CAA LLERSeR R BER 38 /REE > lE (MUST) £ CAA#ZERAI TTL (Timeto Live) sREEDE 8 /)\BF
N (URERRESE) FHBRE

iz

RFC 8659 3K CA TBRIE CA FIE FIHE—IERAIL » TRIFTE (MUST NOT) ZHIERE (1) RBHHEN

BEAM CAA BRCERE (CAA Resource Record Set » CAARRset) 5 5% (2) Lﬁﬁ*ﬁﬁﬁ'ﬁ BBk (CP) 3¢

BEBBIEERE (CPS) FTREZRFIIMENR o 1 o HIKIEER (BAXEX) REFHEZRE » CAFE
(MUST NOT) 1ZFH CP & CPS FiiRE ZEABISMER » BRIEZBISMERBUATERZ— -

o BELRNERAETESERE (Certificate Transparency Precertificate » 2R % 7.1.2.9 ) - H%E%
REBBHRNELVMEARMKERASR » UREFETERREBRO TN CAA BT Z/REE » BEBRHIT CAA
IR o

o {XZE 7.1.2.3 BITNEE 7.1.2.5 Eﬁ%ﬁiﬁ’]%ﬁﬂ?%%z_l: E*ﬂ’f%ﬁﬁ:ﬁ (Technlcally Constrained

EHERMIT CAAEE o
RTHER > 57 CAHE CAA BRI AT 28
o THHRMELER CANERR 25 ; B
o THEEAEILIR B
o CAERESDZAMFERTE RFC 4035 5 4.3 81 &M Tnsecure) (K3 DNSSEC fR:#) ©

CAFE (MUST) UEEX4EC8EE CAA LLERMmAR LERY/REEEE3E » LU M CA/Browser Forum 1 H18RE1E R
BIElEE > & CAAiodef &88R7F7E ° B (SHOULD) It a5 28 FRsERARRIIR S SR Ez4c PRI E 2 W
48 o CAEATIE iodef #28%7 mailto: 3§ https: WM URL #37E ©

REZMEEEARA (Primary Network Perspective) #1172 CAA 428 EAERARIFRA DNS &5 > fE
(MUST) XI55 4.2.2.2 %897 DNSSEC B&#% o

4.2.2.1.1 IREREMEERRE (CAA) ZSRABRASE

HLMREEHREE (Applicant) H/&BHFTHERBAIHELTE (subject domain(s)) (2R 3.2.2.4 &)
5 IP fiisit (IP Address) (2R 3.2.2.581) ZFrBEHSEEENSZE » ERERESER » HHMMNE
ImAEERtRA (remote Network Perspective) BUSIEERIE CAA itk (2R 3.2.29 ) - AT hsa X EH
BETRA (Primary Network Perspective) > iZifAHER IR AR CAA IBELERME (MUST) WARTERFTAIABE
2% BERkEEMERANERERESSEAMTAZER o thih > EEP—ERRERABEIE
4.2.2.1 BIFFEZRBIAIIES CAA LCERIBE LM » CATF (MAY) 3Rk BRIGERAANCIEEAEREE o

4.2.2.1.2 IRHEREMEERRE (CAA) 22
BRIE CAA 42836F » /ReB1M8 (Certification Authority » CA) B (SHOULD) f& RFC 8657 ZiRERIE

accounturi B validationmethods 5/}%{ °


https://datatracker.ietf.org/doc/html/rfc4035#section-4.3
https://datatracker.ietf.org/doc/html/rfc8657

B 2027-03-15 tE » B=IE CAA 4C8%FF > CAFE (MUST) & RFC 8657 ZIRERRIE accounturi £
validationmethods %5& °

Lo > B 2027-03-15#E :

o % CA Rk RFC 8555 Ffritt » LL ACME Account URL 5S8R PHIIRSE » CAFE (MUST) ME&SEK
R (CP) B/ WERBEHBIEEEE (CPS) % 4.2 BiPERHEFAZIER accounturi 18 » ME
(SHOULD) #&1& RFC 7565 FRE &M laccts URI scheme o
o HHMEMA ACME HERBAVEERES > CATS (MAY) REF accounturi BEFEE T EAHMIRSE (TRIR
%1 (Parent Account)) o E% RFC 8657 58 3 Bz ERFEGISN - HEMRE (ifand only if) CARRTIIE
IE¥RAIL 0 CATF (MAY) ZFHEHBS—IRSK (TFE ACME #RS%) (Subordinate ACME Account)) FRrER

8L &g
1. CA € — (N EF B R TE 2 2 B FERAMA > 18 T8 ACME 1RIFR4EE accounturi FRIFEERIRIRIE
2. CAEZBRNBR AN EEREFHE - IRSEEAERE T B ACME IRSEMKIILH ERAGEUS/RSE -
3. CARAEXHFIRE Z REBRUREFHIIRA - (RTF B UGERRILIRIR R H FERIARITEIZACER ©

o F CAZHEAREECH IANA ACME Validation Methods registry BO4BISEREE 757% » CAFE (MUST) fRAfr:
RRIEAFEH lca-tbr-1 8 (BAREXK) 5 3.2.2.4 &2/ Ei4RSEFT B IZMALAY validationmethods 24 »
fBlEN Tca-tbr-71 &R (BAEK) 55 3.2.2.4.7 #iffidiZ DNS /57% © & CA ERTHAREZEHRR T
FlEITAEIEEREE (BUE0 Thttp-011 E2 Tca-tbr-191) » CAE (SHOULD) #HEHAPE—IREASITERR

BERERETIE

® validationmethods EEEARHERAERANEFE c B CAE (MAY) UFRESA/NE (case
insensitive) Z A NEEHIRR - B CABERAFREAI N NENERILH AR » ILIEEFHEEXRE
(MUST) sC&ERE/RSEBER (CP) K TEBERIEXERZE (CPS) H o

4.2.2.2 DNSSEC Bz 7 B3R
ANEESFFABENREINERS (£3.2248) KHCAALSETEIE ($4.2.2.18) BIEHFHITT DNS &
)89 DNSSEC Bgs5E K o

4.2.2.2.1 DNS f#ir23 2 ER
EMERRA (Primary Network Perspective) FIRAIIZRES = E #EERsEABRARIFRE DNS &5k CAA
408G E >~ DNS #4728 (DNSresolver) » fE (MUST) :

o {EF RFC 4035 % 5 & E&MESEEZH1T DNSSEC B&:% ; B
e 1B RFC5155 FE&HMI NSEC3; B
o 1E RFC 4509 B RFC 5702 &M SHA-2 ; B

o ZELRIE RFC 6840 5 4 B FRPIBH L ZERSE o


https://datatracker.ietf.org/doc/html/rfc8657
https://datatracker.ietf.org/doc/html/rfc8555
https://datatracker.ietf.org/doc/html/rfc7565
https://www.iana.org/assignments/acme/acme.xhtml#acme-validation-methods
https://datatracker.ietf.org/doc/html/rfc4035#section-5
https://datatracker.ietf.org/doc/html/rfc5155
https://datatracker.ietf.org/doc/html/rfc4509
https://datatracker.ietf.org/doc/html/rfc5702
https://datatracker.ietf.org/doc/html/rfc6840#section-4

4.2.2.2.2 B4 EEEE
FEPEERA (Primary Network Perspective) fE (MUST) ¥E1T5E1EERAIFRA DNS 1T

DNSSEC 555 -

1.3 3.2.2.4 Eippit Z MEt iR e s R E RS 5 B
2.5 4.2.2.1 EiFftz CAA SCERIRE o

4.2.2.2.3 BF B2 4EEREE 75 7% - SRR HUSH
¥ 3.2.2.4.4 80~ 55 3.2.2.4.13 B1#A55 3.2.2.4.14 AR Z ERABF M (e-mail) AELERIEE

Basg 0k

o TEMERIRA (Primary Network Perspective) %7 EUSZIRHEARIH T8 (Authorization Domain
Name > ADN) FRr#i{THYFRA DNS CNAME ~ CAA B2 TXT &) » FlE (MUST) #11T DNSSEC E§3% » H CA
A1 (MUST NOT) FARBIHEREHZEE S DNSSEC 558 o

o HNTEMEBIRAPITZEZEHAERANFIBEM DNS & > & (SHOULD) #4197 DNSSEC B#:% »
HCAFRE (SHOULD NOT) FIFEAIPEIER{SF DNSSEC 558 o

4.2.2.2.4 21 {FF DNSSEC Bgsg

N5 4.2.2.2.3 HiFY 2 SEESMNYFTE A ERE 5% » UKRFIA CAA 42E8kEE » CAFRISF (MUST NOT)
HEFTEHEKRAAA (Primary Network Perspective) #1722 R E4RIF ISR EREEREHR « oL CAA
“CEriREAERARY DNS &8 » F A AEPECER(EFA DNSSEC 5855 ©

4.2.2.2.5 DNSSEC Efsliftss
BREE 4.2.2.2.3 EAR]AEAFTZIBRZS - MEBEHERMRA (Primary Network Perspective) BiZ2Z|#Y DNSSEC
BRaEEHER (4N © SERVFAIL) 71§ (MUST NOT) #ARAFTRIBEE 2 ki o

4.2.2.2.6 Ein AR A
EAZRAERIEE (Multi-Perspective Issuance Corroboration) BI—&84% > 1§ (MAY) $H¥HRIERA

B4RA (Remote Network Perspectives) 1Tz BARIGIRHE ST EHEEREEAERT « LA CAA 4eErinE4E
ARV DNS &5 > TS8R HEE IANA DNSSEC f5381R/R (IANA DNSSEC root trust anchor) HY
DNSSEC Eg:%

4.2.2.2.7 HiBREIE
£1 DNSSEC ERs¥#HRI > 5288 DNS T > ABN FHERWEREHE :

1. ATTEE 8.7 NEKMBUTHIAERFERZ (self-audits) ; B
2.5 5.4.1 EiN4ERER (logging requirements) iR o

BER LAPEREIR > CADEE (MUST) RIFFEEEN » LABESE DNSSEC BRsE 2K 4.2.2.2 BIHERER
FR#ATT o



4.2.3 REHERZ e IEF
TEARTE o

4.3 BEEEE

4.3.1 EEFEIRREREZ(FR

4.3.1.1 IREEREREFERE ZATIRE

R/REE14HE (Root CA) ZERFERF » fE (SHALL) ERLKRBIAE (Certification Authority » CA) 124
ZAE (BN CARMIREE - RATIESY PKI EEE) AR TIERIEES » Root CAABHIT/RESE
3

4.3.1.2 HFEERFEANBZ Linting GEEREE)

HREBEREEAXGERBENREZI4E (Certificate Profiles) EAMEEEMMN » /BEHIE
(Certification Authority > CA) MREESERFHEEYHR] > BIE Linting REMEEERMRSYE > R

AREET - ETERE/REE (Precertificate) B5EM Linting i » & CA EERATIEE M » nlfkHE RFC

6962 %5 3.2 & Pt A B M B /R AR ETRRRE 2 ANEERM% - ARHEGRERERAET

Linting °

B 2025-03-15 %€ » CAf& (SHALL) E{ELL#E Linting 712 ©
ARELEEFEERENBT 2RIV EEBREERRN :

1. A TER (Dummy) ) FAZREEE (Private Key) ¥} tbsCertificate #EITEHE » MEMLE BN AR
#&i% (PublicKey) THRKEREEBBENREHE CAREBZ/RFEBFAGE ; &

2. 12 7&58 ASN.1 SEQUENCE B9 signature {5 EEEE °

CA1§ (MAY) BEBEMR:E Linting TR > {BECAE (SHOULD) fFRXREZIHRAN Linting TR (8
R https://cabforum.org/resources/tools/) °

E:Bh CA HBHR Linting ERMHERL » FIi0 -
L lint S EEEBERY lint »

B BE IEFERY linting 5 R{EAEAME (bug) [EIER -

A Linting BRESHEEIRA lint HARRENIREIRE »

SERTERA lint RUERBASF » LUK

ERMISE lint £17ERA amflE (positive/negative tests) AYRIEIREE o


https://datatracker.ietf.org/doc/html/rfc6962#section-3.2
https://datatracker.ietf.org/doc/html/rfc6962#section-3.2
https://cabforum.org/resources/tools/

43133%% ®:EZ Linting m$r§>
ReG1H%HE (Certification Authority » CA) 1§ (MAY) £/ Linting RSB SREHRZAESE o

4.3.2 REEIBBH AR RED =
RERRTE o

4.4 ‘BHIES

4.41 BRIESREZ1TH
EN

4.4.2 JRESIBHEREE 2D
RERRE o

4.4.3 REE BN EHMBERERECER
RERRTE o

4.5 TR HRHEZEH

451 ARTIAEERERE 2 (EH

B2RE9.63HE2EKRE 4ERTE °

4.5.2 (ERRBEE AREREREZ KR
FERRE ©

4.6 H:GRED

4.6.1 ‘BERIAZER
FERRE ©

4.6.2 A ER:EREEREAZ A
R o



4.6.3 ‘BRI Z keiE
TERE o

4.6.4 BRI F REFEIVMREERR
TAERRE o

4.6.5 1ERIER REARRVERE 2174
TERE ©

4.6.6 ‘ERHIENRIARINRE ¥
FMERTE ©

4.6.7 EEHIEENHMBERRIARINEECER
FMERRE o

4.7 HERIHEHR

4.7.1 BEEWERZIFR
TERRTE o

4.7.2 AJERGEHERLFATRZA
RIERTE o

4.7.3 BE B IR EHEERZ R
RERRTE ©

4.7.4 BHNAREREHMONREEHEH
TEHRTE o

4.7.5 BNIER ERERIVEEZ1TH
TERE o

4.7.6 ‘REIIBHEMRMERVEE 2 8%
RIERFE o



4.7.7 BEHEENHEREERERIVERCER
FERRTE ©

8 B E

4 8 1 ll..\ﬂﬁﬁ:%@z;lﬁiﬂ
TMERTE °

4.8.2 AlsEREHETEZA
IR o

4.8.3 ‘BEEEBEARZ IE
TAERE o

4.8.4 BHNAPREEENINEEEER
TERTE o

4.8.5 BAIER EERIVEREZITH
TERRTE o

4.8.6 HEBHETENREZ R
RERTE o

]

4.8.7 FHEEENEMBEREEENRECRER
EN

9 /HEERE L AT (E R

4.9.1 FREEEIEZ 1B

4.9.1.1 BELLRAPRREZEH
BREEHHE (Certification Authority > CA) 1§ (MAY) ZIREEILFGEARAF /RS (Short-lived Subscriber
Certificate) o



FRISXHB A P /RERSN » BRE T -G ZIEEAMS > CAFE (SHALL) 7?24 /NSAREELLER:S - MERY
FEZ CRLReason (2R 7.2.2 &) :

1. BREUEEAREK CAEELL RS » HXKIET CRLReason (CRLReason % Tunspecified (0)1 > FIE#&
BEELEE (Certificate Revocation List » CRL) IARE S reasonCode IEFARNL)

2. AR CA » HRIE/RFERARERE > BERMREET#TEE (CRLReason #9 »
privilegeWithdrawn) ;

3. CAES:E1R - AP /REFTH L REE (PublicKey) » HFFHEZ AR £ (Private Key) EIEAR
(Key Compromise) (CRLReason #1 > keyCompromise) ;

4. CAEFREERKRBRIEEZ L  AIRBRETIN A ARHESRRGtEHEERE BRI ESE > &
FEEREHE 6.1.1.3(5) BIFFRYIZF57%E (CRLReason #1 > keyCompromise) ;

5. CAES:81E » BBNESEPEATEW ST (Fully-Qualified Domain Name » FQDN) 5% IP {3k
(IP Address) Z#EIIZ ST ERERRARARIRIGHE » 6FF CA RIEMBIT CAAEE » SKkE
3.2.2.8 8 (CAARecords) ZMRERWETRIZEEZ/FRFZEN (CRLReason #4 » superseded) ©

BRIGMERF P /RESN 0 BRAETH—IEZIEERR > CAE (SHOULD) 24 /N\EREELLESE » BERE
& (MUST) 75 HRASEREELE » MFEHA¥MEZ CRLReason (2R 7.2.2 ) :

6. ZBEEAHEEES 6.1.5 51815 6.1.6 BiZHE (CRLReason #4 » superseded) ;
7. CA BUiSs81% » R /Rs8E52FA (CRLReason #9 » privilegeWithdrawn) ;

8. CAEERHFEREKAFEH:ZE (Subscriber Agreement) SfERER (Terms of Use) Fr& 2 —IED,
ZIBE AT (CRLReason #9 » privilegeWithdrawn) ;

9. CAERMEMEUBENERTAEZ T2V &4 (FQDN) 5 IP tERBKEFUERZER
(BN @ EBr e P A E RS R B A AR RAABE L 8 2 #F]) (CRLReason #5 >

cessationOfOperation) ;

10. CA ERFERE B4 &E (Wildcard Certificate) B#BERE:FEAEINMIRE 2 %58 A48 FQDN
BF485% (Subordinate FQDN) #3i4 (CRLReason #9 » privilegeWithdrawn) ;

11. CABEREFESZEMNBEEFEAREE (CRLReason #9  privilegeWithdrawn) ;

12. CA BBZRERKIBANHEKRRE ~ CABREBER (Certificate Policy » CP) SUREBHBIFREE
(Certification Practice Statement » CPS) (CRLReason #4 » superseded) 2£3% ;

13. CA HIE R /RFBFE 2 EME AR (CRLReason #9 » privilegeWithdrawn) ;

14. CA Kk (BAER) HERBZERZIH - BREETAR L > BRIE CA BIEF LB #E CRL/OCSP f##
ZE (CRLReason % Tunspecified (0)1 > FEItt CRL FAEE S reasonCode EFEMEL) ;



15. &k CA BREBEER (CP) R TRIBEBRIEXERE (CPS) » AAXHE 4.9.1.1 ik BITHREZRERM
WBERELE’REE (CRLReason & Tunspecified (0)J > FEitk CRL FAREE S reasonCode EFMEAL) 5 3%

16. CABEZERRKBRHHEZ 5% » EUEHARPNALESIBERRE » NAPRERERARENZ
BRI E AT (CRLReason #1 » keyCompromise) ©

4.9.1.2 BB TEBERERIESREZFEH
BRET—ERZIEERR 0 B2REHE (Issuing CA) FE (SHALL) 17 HAREELE TE/RE#E
(Subordinate CA) &:% :

1. FE&EHBUSE A TVAREL ;
2. TE/EEMEENBRRRENS » HRGREFRRARNEEE BB EmTRE

3. BMEUREEEUSEE > B N EBREEERETINARER (PublicKey) » EFfHEZIAE &R
(Private Key) #E#if# (Key Compromise) » EARBEES 6.1.5 BI85 6.1.6 BIZHE ;

4. FIERHEEUS R - BTVREERA

5. BB RFEMBETRZRRERBANERERE ; A TEEEREREBAXGRE « HEREBEH
ZBREEHER (Certificate Policy » CP) F/REEBFE(EEE® (Certification Practice Statement >
CPS) ;

6. B BREWBH EREFHZ EAENARIAREN ;
7. BEREHEN T BRERESEENREFLLEE - BRZHFEM CA R/RERME ILIRREART

8. BRI T B/ERHEIK (BAEXR) FRHREZENZIH  BREHIURLE - FRIERI/EEIHE
BRI ZHEUS M€ CRL/OCSP #77& ; 5K

9. IRFRIREMIBRVBRREER (CP) R BUEEEFHEERE (CPS) » WARBEIEZRE o

4.9.2 AIERREEELEZ A

FE (Subscriber) ~ s3fB1%t& (Registration Authority > RA) ERE2/R:FIAE (Issuing CA) Al EHE/R:H
BELE o IE45h > AR ~ E38/REE (Relying Party) ~ FEFERARHAERS (Application Software Supplier) &%
Hths5 = Aol H/&:5RIERE (Certificate Problem Report) » B 5 /REMEZREEE S ERELLN
EHo

4.9.3 BEEELLRRZERF

/RS (Certification Authority » CA) F& (SHALL) $REEAFE (Subscriber) EXKEEILE B &EE
(Certificate) ZA2 o szmizfE (MUST) 7 CABYEEBEER (Certificate Policy » CP) S/REBEBIFIEE

E# (Certification Practice Statement > CPS) AzRBH o CAFE (SHALL) F@HERIEET7TX - 88X 24 /)

B (24x7) 122 WEIRER A REUVREBRBIRS (Certificate Problem Report) Z#E/T ©



CAFE (SHALL) MAE - 5#8’&:E%& (Relying Party) - FEFREREEHFER (Application Software
Supplier) KEME=HIRHARNIET » UEHERRLIZEHERE (Private Key Compromise) ~ &
F552A (Certificate misuse) » SYEMEER 2 FFER « IR « 32F « FETA > EAHEMEVEEEEAZE
I8 o CAFE (SHALL) FAZMHREEZHB LN REBEEHEEE®E (CPS) F 152 i ARIBEZE
& o

4.9.4 FHHEEIFE5R 2 B RER
IR o

4.9.5 FEIBIEIR/RERE LK Z HAR

JBREEHAE (Certification Authority » CA) FE (SHALL) RMURRIR:ERIERE (Certificate Problem
Report) & 24/ > AERSBEERSHEMNEENER > XmAF (Subscriber) iR Z/&HEM
BIREZ ERRHEBESER VT RSE o

TEEHFAEERENE > CAFE (SHALL) AR RRHEEEERSE MR L /REEE L ARAEN 2 E
RERE(E U ESRELLRE ; METEELL - REDHE CABELLZREZ B - BWERERERS
5 /REERE LLABRAEANEE - EQ/RERELEZHIR > 71 (MUST NOT) 8% 4.9.1.1 BiFTREZFIR - CA
FORERSLEAEARF » B (SHOULD) EFEMUTHEE !

L. FristBREZzMtE (BEHEE - 5] - BREREE - XERERENEEZAR) ;
2. REREIEZBR (WRARKEHEERE (Relying Party) HIEEKRMMEE) ;
3. MBI ERSE AR ZEREEREHE ;

4. REKFZEBRE (FIW0 > FUEASRBERIERSEIELZB 2K - MBICHEE T IRAWEIHFEIE
BmZikE B TREBZEE) ; UKk

5. 1AL °

4.9.6 ERREE 2 REEILINERERE
TAERE o

AR URENERER - BEAERE 4.9 BT Z RRMERELL - Hit > EREEEEREMAES CDP
B} OCSP & E sl Z /&2 HIBELEARAS o

4.9.7 ‘HEEE LB 2 FEEIEER
/RFEEELEEM (Certificate Revocation List » CRL) f& (MUST) nliE@acAREEZ HTTP URL B4 (B
182 TE2% (published)J) ©



BEEEHE (Certification Authority > CA) & (MUST) MEZRHE—RRER 24 /KRN » EELEHR TS
F—18:

e 5 CRL (full and complete CRL) ; 5
o HEIX (BN MR (sharded)1) CRL:> HZE DR EBEEHEENR—IDTEECRL o
2P &REE (Subscriber Certificates) zZ /&5t -

1. /& (MUST) = ERT7HAM BRI R /RERELLEM (CRL) :

o EFMEREMEEH accessMethod % id-ad-ocsp Z/REHBETFE (Authority Information
Access > AIA) ¥EFEMRAL (TAIAOCSPIEREM) » BB T7H 5 =

o HMtFFEBR A48 ;
2. & (MUST) R/RFESCABRELLE 24 /\RFERRIL 2 ARHTHY CRL ©
R CARBZ RGNS ©
1. & (MUST) ZE/Mg 12 (AR B CRL ;
2.f& (MUST) RERRSCABRELLE 24 /NSRBI BERHAY CRL ©
ReGEIBIE (MUST) 8% CRL > HERITIME—1BERAKRIL

o FMIEEEHERERAMER® (Subject PublicKey) Z TE/R:EMME (Subordinate CA) ReFHIEEIHA
FERESLE ; T

o HEZ TERRFXIBLESREHR

4.9.8 ‘BEREILAMER ZRAEREE (WMER)
FMERRE ©

4.9.9 43 ESEEIEBURERE 2 T A4
43 FIBRSEIRBEAE (Online Certificate Status Protocol » OCSP) [EIfEZ A& RIS thisUpdate £

nextUpdate BRI (B3 thisupdate B nextUpdate) o St SIRSRIEMIFHE - 3,600 FHAERRA 1/
B > 86,400 FOREIRA 1 B » FEMEBEH -

BEEFRAS NERZ2—E » %4 828 (assigned) ] :
o EAZFRZRENTERRE (Precertificate) BEHZFEREMME (ssuingCA) 3 ; =

o EREZFMZEREECHREREKE (Issumg CA) RABtzTEZ/RERERE (Precertificate
Signing Certificate » 413 7.1.2.4 iFfER) = o

BEFINAIEE B8 - BIRA TROEC (unassigned) ] o



B accessMethod % id-ad-ocsp Z/REEHEBENFEL (Authority Information Access, AIA) #E7EH#
IR EE R TEZ= B (Precertificate) » HIKREEM ZIRMME (SHALL) FEUTHRE ©

F CAZiE 2~ OCSP [CIfEfEAR2S (OCSP Responder) F& (SHALL) z#g HTTP GET /57% > ¥ RFC 6960 &
/8% RFC 5019 Ffitt © CA4§ (MAY) & RFC 8954 E=IE Nonce #&7i#fiI (1.3.6.1.5.5.7.48.1.2) o

BRI A P /RE N H H B TR /RE ZRRR ¢

e H 2025-01-15 € > #RE1E OCSP [IfEfE (MUST) B/ERSFHFEREREBREMUUAEMSIRME > K
Bi 15 iERA S (BNEIfERARESF1§ (MUST NOT) [EI& lunknown) #RRE) o

o HINWHERAE 16 )\KZ OCSP [BIfE » CAFE (SHALL) TREERE nextUpdate i FERIHAE FEIAYRT
AT > IRIHEERMZ OCSP [ElfE -

o HNWHIEBAE 16 /N\EFZ OCSP [CIfE » CAFE (SHALL) ZE/DH? nextUpdate B 8 /NRHERHEEH
Z OCSP [olfE » BRI thisupdate 8 4 H ©

REFS T B /RsE14H8&:% (Subordinate CA Certificate) ZAkf& » CAFE (SHALL) ZE/E 12 BRRHE—X
EF#Hz OCSP [OIfE » MR ESIEEZRER 24 /)\RFRIRHEEFZ OCSP [EIfE o

¥7% OCSP IR fAARBFEES N ERIE ZFIAERE » HIRBEMZRME (SHALL) FFETIRE -
OCSP [EIfEFE (MUST) R¥& RFC 6960 K3 RFC 5019 o OCSP [EIfEFE (MUST) FF& FHIE—1BR -
1. RSB HER LIRAEIE S B 2 /RHM CA 5EE OCSP [OIfE ; 3
2. BB 7.1.2.8 & OCSP [EIfEfAIAR2S/RE 482 OCSP [EIFEEIARE3 2 E OCSP [EIfE -
FF&s8 2z OCSP [Elfg » HHAERRE (MUST) RMER 8/NRFEAREE 108 -

# OCSP EIFERIARSBUREIMNE AR TR REFIIREENEK » BICEGERSAE (SHOULD
NOT) LX Tgood. #ARRE[EIZE o #E5% OCSP [EIFEfAARESFTE = CA MisRM&k=E 7.1.2.3 Bk 7.1.2.5 EIZEM
#3%R (Technically Constrained) > BIEIFEEIARERE LEEEARFIE (MUST NOT) X Tgood) ARER[EIZE o

4.9.10 43 E/REREIEAIRREGE 2 B3k
R o

4.9.11 HfthAT A Z/REBEE LB E RGN
TAERE o

4.9.12 LB BT ZFRIEXR

2HRE49.1H 0


https://datatracker.ietf.org/doc/html/rfc6960
https://datatracker.ietf.org/doc/html/rfc5019
https://datatracker.ietf.org/doc/html/rfc8954
https://datatracker.ietf.org/doc/html/rfc6960
https://datatracker.ietf.org/doc/html/rfc5019

4.9.13 ‘BEHEBEAZER
{#12E (Repository) 48 (MUST NOT) G&{HABTERENERZA (Suspend) IREEMIER o

4.9.14 AEREEHEFERHZA
RIEA o

4.9.15 ER YR ERSRZIERF
IR o

4.9.16 H:EE (S A HAR Z PR
REH o

4.10 HRFIAREARTS

4.10.1 PRFS451E
REEEIEE FIEARAT > A8 (MUST NOT) BEURSBEELEM (CRL) 4 LEERERE (OCSP)
EIFE > BB REIE N o

4.10.2 fRFERT A
JBEMAE (Certification Authority » CA) FE (SHALL) MFE R EEEREELESELEM (CRL
REDEISIRMH 48 FRSBIRERE (OCSP) AL » MRRELEZERNT » HEMRERES 10 DRE

Ell_o

CAME (SHALL) #E8E 7X -~ 8X 24/ (24x7) HR]7FEZ4R LI#FE (Repository) » EFEFEEE
£/ > UBBNeEZ CA B ZFrA REIE/EBRY B RIAREE -

CAFE (SHALL) FH@EHRFESBE TR - 8RR 24/ 24x7) ZEIFEHS » UEESELEZ /REMERSE
(Certificate Problem Report) » M558 & RS b AR SR EE RS BUAILRE » K TR LE X PP R 2 /&

22
ag ©

4.10.3 ZEREINEE
R o

4.11 ARFERABRARLE

FERRTE ©



4.12 ER/AERER

4121 FWMAERERZBREETR
TERE o

4.12.2 Session key (¥:58) HRBEERZHMERER
TR o

5 B2 - (FENEREE

CA/Browser Forum (4B E/RZRALEEK) (Network and Certificate System Security
Requirements) US|IBAAXMALRNH » HRBREEZIEEARAH o

BEEHHE (Certification Authority > CA) F& (SHALL) £1iI -~ Biflt##E—E2EMNEEFE > U !

1. {REFRFEERL (Certificate Data) EUREBEIENIE (Certificate Management Processes) ZHZ M4
SRR AT ;

2. SRR BRI BRI B 2B « STRM AT AR TR B S EENIER ;
3. AR E R SURE BRI BRI RIEE 2 FI ~ £/ ~ 1585 « EERRIN ;
4. HEEAREE N SURE B ERIZERIMNER  BIBHIBE ; UK
5. B1EAEH CAFMERZHEMAARZEER -
REBIEREE (MUST) &4F :
1. BT 2 EIRIGIES ;
2. RIRTEREMEE  OIFEREE « REARAB I TRMMEE - URESETRE 2 ERIEE ;
3. MR L 2 B AR EIE - EEEIRIRE K IP AR ;
4. EREEE - 538AB (Trusted Role) ZHEDEE « HHE ~ sPAREIR ; UK
5. EEEFEUES  JEBEC iR M BT 0 URRER SRS
CANZZ5ER (MUST) SESFEHITZEME (Risk Assessment) » sZEFRETHEAE :

L. R PIFAR BRSNS » 2 FRB ISR AREEN R EE MR EREREZFN - 18
B RA - BEERIE



2. EEREENREEIEREZHRAYE > sMLZSRBEEZ I REBERE ; UK
3.5HE& CAR T REZFRBPMEILZEER « 2 ~ BllRA « ST REMIERES EUAELZFHE -

HRREMRMLEAER - CAFE (SHALL) 17 ~ Bl #E—ELEHE » FXLEHERBHREERF Bk
mABRY > HEMNERERRRER » KSR REREEREZERIE - EERIEEREMET
PRz BEE - &2 25tEE (MUST) SEEERENEREIRME ZBURIEAMRAYITE « B4 ~ KAl
KRERRMRERER - X 2EEIE (MUST) ZE8ERAIISZHAM » UKBRARIEHPAITE Z KA » HfE

(SHALL) $HRITEZEEHFTEMIBEREERFRESHEERRZ GELRKE -

51 BRZ2EZEE
5.1.1 BH R ERIgE

5.1.2 EEFE

1k

5.1.3 BHHZEE
5.1.4 fE7KBAES
5.1.5 N KFARL BapAEE
5.1.6 {RREMHTE

51.7 BEWEE

5.1.8 Eith{HiE

5.2 (EEIEFIEE
5.2.1 5fEAG®

5.2.2 BSIB{EFEFREZAE
TBBHAETAE S8 (CAPrivate Key) FE (SHALL) 218H{SHBMAE (Trusted Role) ZAS » REERE
IBIET » (RAEDEARITES  LUBITED « BERER -



5.2.3 SREABZHAHRER

524 FERBDEZA®

5.3 ABHEE

5.3.1 BEEY - REREZZTHEZER
EAERBRSREEEEERIE (Certificate Management Process) 2l » EREE D & BEEE
(Certification Authority » CA) ZBT ~ RIEAFBILAIBA > CAFE (SHALL) EEEHBDKAIEE °

5.3.2 B AERER

5.3.3 HEIIREREAEF

/RS (Certification Authority » CA) F& (SHALL) HFTERITEMEEREZ ASRMEIILR » &

NAEREEARARSHBERER (Public Key Infrastructure » PKI) %038 - &5 B BE 2 R KIZF
(B¥E CABREBEER (Certificate Policy » CP) K/ S/RBEFRIEEELE (Certification Practice

Statement » CPS)) ~ BEERETNE RRE (BIEARNAREMHRTIREFZE) » UMREAXHEK

HRRE o

CAE (SHALL) REFLIEHBEIIR 2z » MRS EENITEFEES (Validation Specialist) BEZ
AE» R EUEERITZERE ZIREKE -

CAFE (SHALL) RMAastigaFE8RTEFHAl 0 BEXMERREESIEABNTREBREZKE

CAFE (SHALL) EXFrARREEE®BH CAPHE « AR REAXXHFIFEREREER Z A5 o

5.3.4 {8E/I$AEEIEK
FREEEEEAE (Trusted Role) Z ABME (SHALL) #3FRIE/R:T14AE (Certification Authority »
CA) HEIIRRENEEFIEFTERZ RAEKEE ©

5.3.5 FimsA 2 SRR ELEF

5.3.6 REERETRZIBEE



5.3.7 B AIBAZIEE

BB (Certification Authority » CA) F& (SHALL) ER:8=ZESE =7 (Delegated Third Party) 2d
BEREZAE » BEENEE 5.33 HIZHBINRKRIBEER » UKE 5.4.1 iz XHREBESHIHE
K o

5.3.8 fRIEAB Z X

5.4 FEt%L0 12T

5.4.1 FEscir 2 FHEER

Baat&iE (Certification Authority » CA) RBERZESE=7 (Delegated Third Party) F& (SHALL) &€
B HEIRFE R (Certificate System) ~ ‘REBEIER#A (Certificate Management System) ~ IR/EFEER
4 (Root CA System) RZHEFE=HZH (Delegated Third Party Systems) Z2LZ2HRMNEH - CA K
SEZREREE=FE (SHALL) CErHEIRRERFE R EREFMIXEZ IS - S1ERZ KB RAERM
EEZFRBEEN  Figkz X ~ RIEZRHEEE » UKRBEZAE o CAFE (SHALL) iREitiEscsrit
HEREZEE (Qualified Auditor) &% » 5% CA BIRAXHERIRE ZEHA o

CAFE (SHALL) ZEDsrFoISEH .

1. CAREREREMEHEMG > G5 :
1. R EL ~ B~ #7F  BR ~ HERHER
2. /RFEHE ~ RERIAESREINGER > UREL ;
3. BEHAZ BB ;
4, ZHERHEE (Cryptographic Device) £iBiEEEH ;
5. /R:EEE LA (Certificate Revocation List » CRL) ZE4 ;
6.0CSPOIfEZZE (N5 4.9 Bk EE 4.10 EiFRaR) 5 UKk
7. i8IS EI4E (Certificate Profiles) RIRAEFEIEZIEE o

2. AR /&s% (Subscriber Certificate) &£ apERAEIESEM > GiF .
1. /BB ~ R EIEESIETIRGAER » LUIKREEL ;

2. AR CARRERIEREE®E (Certification Practice Statement » CPS) FRiREZFiB &S S
&) o B 2026-07-15 € > 428kFE (MUST) ELVEE .

L BHEZEN (PINFEBNR2MEEELTE (FQON) ML) ;

2. FRfEA Z IR EBig a8 (ADN) (B > BFfERZ&IZ#EIRaiE (ADN) HFrERzER
FQDN R+HRE) ; UKk



3.FRfERAZEREAE (I (BAEK) WEEARSTI ACME BEsE 5 7AR IANA Be 2 5418
(registered label)) ;

RCEEE I E BB ;

REZER

RIBEEILEM (CRL) ZE% UK

.OCSP BIfE > % E (N5 4.9 Bk 4.10 EiFf) o

~N o O b~ W

. BEHERAA (Network Perspective) MiTZRAZEEAE (Multi-Perspective Issuance
Corroboration) & » ZE/VFECER FFIEH -

1. FBLAROR! P 62 AR 2 B ERA5 AB B PE—SRLBIESS
2. EITERRSE 2 IR B R B IP ik 5 A
3.ZRRHITZER (g TAEERsE@IB KU ~ TCAAFFR] /H1E)) ©

8. BERFME I EEMAALBIY IP UM RABREEETEHE (Quorum) &R (I
M3/4) » =/ 4 BRARRRAF > B 3 @R T EEMERKRA (Primary Network Perspective) Firff
ZHIE]) °

3. Z2&2EH M 8

L PKI (RHEHRERER) ARFNRREBZER ;

2. PKI R Z 2 RIFFRHIT ZIR1E 5

.ZE2E)4E (Security profile) #5 ;

REEZRH (Certificate System) EZEESZEE « BHI A ;
CRIREN  IFRHEREMEER ;

. MERARR B3 KB A iEIES) (W03E 5.4.1.1 EiFRAt) 5 MUK

7. ¥ CA R Z 5CER ©

o 0 b~ W

AiERABE (MUST) ELVESTIER !

1. S QAR
2. BiuzE Mz ABHRIEN BER) ; Uk
3. ErRAEH o

5.4.1.1 BREZFEAM NiREEN 4O LR
A TG 5.4.1 815 3.6 THZEXR » BRESRIINAEEE Z5EEE (MUST) EVES !

1. BRERAS S B NSRRI R 2 AR 5 MUK

2. HIRERAREP NG NI TZ PR EIRIR(ERVGCER - EFREREE - FIRENRFIUERNEN ; UKk



3. BARAERRBIZ FRE S EaCE: - BIEATIE ~ IECURMIER 5 MUk

4. FRE RSB EEERZ 508 - BIEERAIE « REEERIERAREMRE -

5.4.2 FEI%40 iR ERIRSEER

5.4.3 Feiz4ctr 2 (R B HAMR
Baat&iE (Certification Authority » CA) RBERZESE=7 (Delegated Third Party) F& (SHALL) #
THEREMRE 2 F

1. CAREREEEMmERSESHLE (ME5.41E65F (1) BRRE) 0 B THISEEPRBREEEAILE
CE

L. CAREEIREHR ; 5L

2. A X.509v3 basicConstraints IBITMAL (H ca #1584 TRUE) » BHFAZ CALESIEFrHE
E—IB HERIREEST » RE—IR CARTERILHEIH ;

2. BRRREEREESMH G WE5.4.168% (2) BRRE) » UARREIIHAERR ;
3. 22HMickE (WHE 54185 (3) HEARE) » UFHRERERRS -

AR I AXMHERERBFRBHR » CAT (MAY) REKEERRZFHMR - UF BRAETERE
FEIIRBEE AR R TR HMBEREK -

5.4.4 T4 Z (&

5.4.5 Feizic e BN ERF

5.4.6 FEiZiCBmE RS (FIERELIMER)

5.4.7 H5|HFRHEZEM

5.4.8 5525 (h
IE5h > BeEH4HE (Certification Authority » CA) FYRZEERE (MUST) BIESERTZRARTE » ZA
PRS-

1. BARITE R Z B EASMNIBE B > ZERB IR EREFIREZER! (Certificate Data) F/REBIEMIZ
(Certificate Management Processes) E4LREITEZFEN ~ 1B « 2 ~ BEHRIE ;

2. EEBEAN SR EERZNHRIY - sMEZFRB 2B ERREMEETIRE | Uk



3. 5HE CAR TREZZFREMEIZER « 12 » BfRR - KT EMZIHERE S E5 o

5.5 4CERERIE

5.5.1 FRiEACER 2 $HEY
BREEHHE (Certification Authority > CA) REBEZZESE =7 (Delegated Third Party) F& (SHALL) 53
TEFBETEZACER (N5 5.4.1 BAFRFRRE) ©

tE5h > CARBERZEFR=/HE (SHALL) HETIIER

1. AR R4 (Certificate System) ~ ‘REBEIER#E (Certificate Management Systems) ~ 1R/&RE
A4 (Root CASystems) RZZEEF =% (Delegated Third Party Systems) ZZZ2HRIMNIX
%5 Uk

2. BHARE A RREPMEIT 25 « R RELLARRINXH

5.5.2 ERig40 R 2 (R HARR
SRS REIACER (N 5.5.1 SFHERE) FE (SHALL) BEAERIEBIIRGESEED 2 F > RFRE
5.4.3 B ILAEACSR PR 2 REHAMR » LI EEB%E o

IS - REEHERE (Certification Authority » CA) KRBMEZZESE =7 (Delegated Third Party) F&
(SHALL) & TIEREDRE2F -

1. FEEHEEZ BRE RS (Certificate Systems) ~ RFEEERH (Certificate Management
Systems) ~ IR/RFBE B R (Root CA Systems) RZZREFE=FF4 (Delegated Third Party
Systems) ZZEBRANX MG (W05 5.5.1 BiFRE) ; UKk

2. R BURGE PR R RREFTEIT 2 5i5E ~ REKREILAMZEREXH (W% 5.5.1 6FRE) » BTIE
ARG EEELEEDMRE 2 F !

L. ISR X R B —RIEAERRFIER 25 « BENELLZKE ;
2. RIBIL RS R X R 2 AR /&R EIHA -

AR I AXHERERERBER > CAE (MAY) RBREERRZREHAR - UHBBRAEAIEEE
FOMERBEERECR I REFHNEHMBESER

5.5.3 ERiE40ER 2 (ReE

5.5.4 SRig40ERiBInIEF



5.5.5 40ErZ BT EE K
5.5.6 FRiZiCEREE ARG (PIERELIMER)

5.5.7 NS R BB R EE N2 2R

5.6 MEHIBZ ERRE

5.7 BEREERNEER

571 EHEREEZREREF

5.7.1.1 BREER SRERE
BIEERBERAGSEREE ERXEERE -

/ReEHE (Certification Authority » CA) FE (SHALL) iSEFIFEMAKSEREFIERSUYE » UERE
K8 22 ESLERSERNE - BT SIB(REERNEEMER (Application Software

Supplier) ~ BE (Subscriber) KfS38/&:EE (Relying Party) o CA EBEHIMNABEERIFEME > B
FE (SHALL) MEEZASERE » RHEERSENISERL2HEMEZ - CAFE (SHALL) S
i BEREMZERER o

EFIFEMETE (Business Continuity Plan) f& (MUST) 3% :
1. sHERERY

2. B2ERF

3. BIRER

4. EEWIERR

5. FHEZ METERFIR ;

6. BHEERHBINREK ;

7. ERABZHE ;

8. EREERIB4Z (Recovery Time Objective » RTO) ;

9. FEEESTEMTEHIERR o

10. CARRAREFSRIZHEIERNE - REIRAERIREREHEEZ5tE



11. EXXEZRARFEEME (AIZ2RE2EEREEIER) FRNEBMEL ;

12. ISR REERERREZ EE

13. BAREFRE N EMEENHEDIEER ;

14. B[R CA T EEE ISt 2 FaVEERE ; LUK

15. SCE A 1% > PNRIBGM S REISMIREZRIRIER > BrERERERELZEZERF ©

5.7.1.2 KiRIEEELEE1E

RIBBHHEE (MUST) BEAIRERLLETE > BB 2025-12-01#E > fE (SHALL) REEEEIS(EXESE
(CPS) =i&##=l CP/CPSHYZE 5.7.1 i E8RA » HE B WiFE4EE—EH B ARERIEEH 2 Z A A

HITHYETE > MBERZARRE LA BETER - FFRERFISZERIGIEEZE - LUFEIRAH
PR RIRIRRE L E 2 BEFAES] o

BB (Certification Authority » CA) BOKFRIEEEILSTERE (MUST) S31EEHERTE « #iTEREZ
2R UBRAHREREEELABIET » SRR - —EFEZ[CIFE o CA BEHIMNAREARIEE L
SHEWIER 0 B (MUST) REBRABEKRE > RUZSEHEREFMHEEZ - CAFE (SHALL) S5
# o BEREMHAERZERER o CAWKREEELLSES (MAY) BEE CANSHEEE - #5545
Bt E ~ KB ERASHEMBLEEHERFT > AIRRARIERE L EH 2 BRERINEEE T H#E -
BREARMHEKRFE o

RIRIEEE LS EERRE (MUST) 84 !

1. BB EM—RE CARVEREIAE (risk profile) ~ BB REEET] > REMBARRELSTEZH
RS « FEBPTEERPIEIRM

2. EREHEEN— AR ETRNFABEER 2 @#F - HEREHRA

3. BIMEIRET—E BB EZHE » URBAINAZRIE ;

4. BRRARE —FHEAF (incident triage) ~ 3HE/RREELL - BRERAFREEZ BRARIE ;
5. ARENA N —BNRTERR 2K ;

6. ABIEk—BTHE  HAMMITARERLGENASZABHERS ;

7. JREHE — AREELLFAENEEASHZEAE IR ~ PR EHEE ;

8. FIEER —EFET—REMER > LGIMEBFEENLEREERAITE - AT —ExZESN !
SR L& (tabletop exercises) ~ #EENRMR « FITIEM > AT RELAMARERZRIEAFRIRITR
&R LUk

9. BiRB DT AEHEE — R RRN BRI EFHFIE 2 ERBGICRESSE » UKEIENEEH
SEHTSRE o



5.7.2 EHER - PRehk NENERRFZERER
5.7.3 EERIEE R BIRARZ RIEREF

5.7.4 K BRZ EHBIFEREN

5.8 /&E i iEEkE M O4% LEARTS

6 KilTLZZEE

6.1 ERMBENRRR

6.1.1 TiRHZ2ER

6.1.1.1 /R:5HHE (CA) igHZER
HINF A TIME—IBR 2 REBIEE (CA) Sk :

i. EAIR/&RSE (Root Certificate) 2z CA £i&¥{EA ; X

i. A TEB/ERBHERE (Subordinate CA Certificate) 7 CA £ig¥{EH > B TB/RSE4LE
(Subordinate CA) MIEIR/F:EI%ME (Root CA) ZEEE » MIER/EEMBZBG Y (Affiliate) »

BEMHE (Certification Authority » CA) F& (SHALL) :
1. BENEREWENMNA (Key Generation Script) »

2. HEMTEZFEE (Qualified Auditor) R38 CA SR 2 ERRE » SERNE(E CA ERHERREZR
R MUk

3. HEREZEEHARS » W THEERTER | CARESBRRRENTETEENHESREL
(Key Ceremony) » MURARERZEHHTEEARBEEZIEERMEZEE -

HIMEIR/RRIEHE (Root CA) BEEWIR/EEMIERMALEFERAZ Hith CA £i8Y > BFEEE (CA) B
(SHOULD) :

1. ZETERSRERMA » LUK



2. HERIEIZEE RS CASBH Y ERRE » JFAEE CA SBHERREZER
EFREBRT » /K548 (CA) FE (SHALL) :

1. fikiE CA BU/REBHER (Certificate Policy » CP) B SU/R:BEHRIEEEZ%E (Certification Practice
Statement > CPS) Fiit » MERLZRIRIEHER CA £ig¥ ;

2. HEEEEAE (Trusted Role) ZAE » KIEZAEE (multiple person control) R #rla#
(split knowledge) RAIESR CA £ig¥ ;

.S CAREREBER (CP) R/ SRIBEMIEEELE (CPS) FiEilZzBRARM MERERRTENEIHE
48 (cryptographic module) ARES! CA &ig%t ;

4. soirH CA RIRBEREE) ; Uk

5. MR ANMBIEEER - UESERGLAESRAKEEIRBER (CP) Kk /HEREHEXEEE (CPS)
PRt Zi2RF > Uk (BER) HERERWAERMMILR ERE o

6.1.1.2 sl (RA) ERHZER

6.1.1.3 ARERHZEHR
B TN —ERZIERY > FRFEWE (Certification Authority » CA) FE (SHALL) 1EAR/REEERES

1. ZWHATEE 6.1.5 Bk 25 6.1.6 HIFAEZEXK ;
2. BRFESRIREET » AN ENZANBERZIE R EFERRE ;
3.CAREERERTHREZHZE » RUAKEHFEZNEEHEZKAE (compromise) ;

4. CA LRI CIBEMRIEE 4.9.3 815 4.9.12 Hiffilz CA REBELLARIEFFIRE 2B » I5HEREEZ
IWEEREBESRERMRE (Key Compromise) ;

5. AF%E1® (PublicKey) FTHEZTAEEIE (Private Key) » RERBERBITEIE o £/VFE (SHALL)
Bt ™5 TR HERE -

1. #t¥4 Debian 53%%8 (Debian weak keys) @ (https://wiki.debian.org/SSLkeys) » CA f&
(SHALL) 3BE#E https://github.com/cabforum/Debian-weak-keys/ #ZEHRHEH S SEER (F)
4N RSA ~ ECDSA) KEiBREMMSIZFTERER - HNHEMMEE 6.1.5 BHEKRZFIAEEE (RSAE
BREEIE 8192 iItERRIN) » CAFE (SHALL) 1E4BRT& Debian 5@ RAZSE -

2. #1% ROCA &R > CAFE (SHALL) 1E4B# https://github.com/crocs-muni/roca Frigftz TEAHHE
MEARZFINFET AR > #5A%< ROCA RRAFEZ EE °

3. HHEEEAE KA (Close Primes vulnerability) (https://fermatattack.secvuln.info/) » CA f&
(SHALL) $EBaIRBERR DL (Fermat’ s factorization method) Z|# 100 P EERNTERK
AR 555 ©


https://wiki.debian.org/SSLkeys
https://github.com/cabforum/Debian-weak-keys/
https://github.com/crocs-muni/roca
https://fermatattack.secvuln.info/

ATAMEES B BB T EESR | https://cabforum.org/resources/tools/

ERE&R:E (Subscriber Certificate) A$ES extkeyUsage ¥EFEIBNL > BEAE S id-kp-serverauth (RFC
5280) 3 anyExtendedKeyUsage (RFC 5280) & > CAR1F (SHALLNOT) KEXARENEEE » THRF
(SHALL NOT) %M CA SRiER 2z iRE PR HAV/REE S ©

6.1.2 A EBR(TFHE
FBFE (Subscriber) MUSMZER—7 » REKBEEEE » 95 (SHALL NOT) {RE8 (archive) AR ZFAEE
5 o

HREAE (Certification Authority » CA) SEEfIHEE 250 (Registration Authority » RA) &
BARZAESRERUTFREIEEZIAE » URHTHEBF RN 244 > BI CARE (SHALL) EELLFRA
BZEZECRUMESRANEZ AFSRIERSE -

6.1.3 AR Z 2R W I FREFRE
6.1.4 RiEHIE (CA) Z2HSBR(TFESHRESESE
6.1.5 £iBRE

1Y RSA 8% > /B:51#4E (Certification Authority » CA) F& (SHALL) :

o HEMRIEZL (modulus) EMRIEE - REZE/DA 2048w ; B
o MMREHRE (WUIrTst) & 8 MBI -

152 ECDSA i8% > CAFE (SHALL) :
o M{RZLEMAARTZEL > 1% NIST P-256 ~ NIST P-384 %, NIST P-521 fEth4s_F A RS o

FREREMRE ZNEZRRE °

6.1.6 AREHSHzERHARTEE

RSA . /R:51448 (Certification Authority » CA) & (SHALL) FER2BHIEEL (public exponent) Z{E#%

KIERER 3 B o IESh > ABIFSEE (SHOULD) 742716+ 1 81210256 -1 Z R o EEITRE
(SHOULD) BB TIFY : AEHH ~ IMEAEHNE » BAREA/NL 752 WEEL o (KR : NIST SP 800-

89 55 5.3.3 i)

ECDSA: CAE (SHOULD) ff ECC B & ®ERFEERF (ECC Full Public Key Validation Routine)
5% ECC 2P0 ABI£ 85512 (ECC Partial Public Key Validation Routine) > FEs3FRAE B AENM ©
(33 : NIST SP 800-56A : 185758 2 ik 58 5.6.2.3.2 ik 55 5.6.2.3.3 &)


https://cabforum.org/resources/tools/
https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc5280

6.1.7 ‘R:ERIEAE (EEEE X.509 v3 ‘keyUsage‘ it} i)
HEZIRESS (Root Certificate) MIFAZESEEE » AR5 (MUST NOT) BRESZ FHILINZ LA |

1. ARIBEHE (Root CA) KEZ B

2. TB/&RE14IE/R:E (Subordinate CA Certificate) EAZZEH P52 TR/&HMERSE (Cross-Certified
Subordinate CA Certificate) ;

3. MERREARZ/RE (FIMTHARESR « CARBFEEREERSR) ; Uk

4. AL BEEE OCSP [EIfE 2 /&:E ©

6.2 AR ERMMERBHRATIRZEE

REEHNE (Certification Authority » CA) & (SHALL) EBifERERIBERERN > MUHLEREIREZRE
B o N5 6.2.7 EIIEEZ ERFBRARTEE LMY CATAE SRR - HRERKAE (MUST) IRABEZR

£ NE - EMEZAS 0 BEHERANEENENETIREISE - CAFE (SHALL) ERKEERIRMIK
> EUANZZRNEBH D ZRFRAPRBNEZBOTREBN R ZRERRE » MZELEE

8 o

6.2.1 BISIEAEELEE
6.2.2 TAZEI® (n/m) ZAEZEE
6.2.3 AZE£BTE

6.2.4 AR ERED

BHE 52280

6.2.5 TAE T iR RIS
BB (Subordinate CA) BUShZAEA—75 » IS TEBRIIMIZIE - 18 (SHALLNOT) BHE(R
DT BB TR -

6.2.6 TAF ZIRMEA BISEEN B ZISIEAEL
EHERBEEE (Issuing CA) KRR TBEEE (Subordinate CA) ENAHESR QB ERBHIBE
(SHALL) AT REMXETRERRE  MIBZLESH - SELRIRBEE T ESREZLE
SRORHTRCREZAS > URHTETEREMSEMN 04 - IBREMIEI (SHALL) B
IR B8 BRERELESRANE ARSRIEE o



6.2.7 B EIRAFENBIGEA

/ReE14HE (Certification Authority » CA) F& (SHALL) REEEEE/VRETINE—IZE Y A B R
HHFAZ TS | FIPS 140-2 Level 3 ~ FIPS 140-3 Level 3 > 53ZZI EAL4 (HESFLR) ZHEE Common
Criteria Protection Profile 8% Security Target 2% » HitiREREOSFRENE B REMEERRENR
BZEKo

6.2.8 BB EREZ2H
6.2.9 FHALEEE2Z2H N
6.2.10 SHRAZE B2 A

6.2.11 ZEEIREZFLR

6.3 £ieHEIR 2 HthEIE
6.3.1 2HEWERIE

6.3.2 /RGN HA B & ik ¥ {F FA RAR
7 2026-03-15 piE 2 2 AR &:E (Subscriber Certificate) » HAMHEAR (Validity Period) &
(SHOULD NOT) #8397 H > HEF%E (MUST NOT) #8398 H

1% 2026-03-15 EREZ % ~ 2027-03-15 AIZEZE 2 AR /&% » HASHARAE (SHOULD NOT) i@ 199
H > BA4E (MUST NOT) #8200 H °

£ 2027-03-15 EHE 2% ~ 2029-03-15 Aig & 2 AP /&E - HAMHARRAE (SHOULD NOT) #&i# 99
H > BF4 (MUST NOT) i&# 100 H °

1% 2029-03-15 ERHz BB ZAFERR - HAMHRAE (SHOULD NOT) Bi# 46 B - BFE
(MUST NOT) #Bi 47 H °



BERILHZ B s b N A= TR BEAVHIZRRAAMR

2026-03-15 398 H
2026-03-15 2027-03-15 200 H
2027-03-15 2029-03-15 100 H
2029-03-15 47 H

RREERRAVHARZSERE

stHEE > 1 B 86,400 #5t o EMBHItREZ RERE » BERRE 1 0k HET » 19MR2EE5MI 1
B - FEit > ARELEREE > HFREAFE (SHOULD NOT) FERMREMASTFZRAREMEE -

6.4 EYENE )
6.4.1 BBz ERBIRE
6.4.2 BEhE 2 (R&

6.4.3 BNER 2 ISR

6.5 B Z2ITE
6.5.1 B2 ARREMTER

JREEHAE (Certification Authority » CA) FE (SHALL) HFRAE]EISMITRESRIEEZIRYE > s8I8T
Z K FEGE (multi-factor authentication) ©

6.5.2 ElREE2ZELR

6.6 RFERBIAZKXMEE

6.6.1 REFAEIEE
HEEMAE (Certification Authority » CA) RS =7AFEM Linting 8kE& > & (SHOULD) BEZEE
EEEMEMIRA » WRBINEMRAZERE 3 B NSTRER °

Fole

CATE (MAY) RERER Linting ERA2R; » WHFTAREIHAEREELEZ FAR/RRHIT Linting



6.6.2 L2 EIRIEE

6.6.3 RE MBI 2T
6.7 fRE2EE

6.8 B &iac

7 /&8 < BEEERLEBM (CRL) Hi4R H/R:BIREEIGE
(OCSP) 4

7.1 EEEEE
BEHE (Certification Authority » CA) F& (SHALL) FF&5$6.1.581 (£BRE) &F6.1.68 (AF
SRS ENARERE) FIREZEMERK -

CAFE (SHALL) fRAXHFIIREZEE (profile) FHIIERE o

7.1.1 RRA5E
REEFE (MUST) ##H X.509 v3 ks ©

7.1.2 BT BIETRE AL
H/REHE (Certification Authority » CA) BEEEEBEZLR (BAEX) HE > EMREZZFIE/RERE
(MUST) BRETHEHAP—FFRELE (Certificate Profiles) ; 25 /R:EZI485| A RFC 5280 ZABRIIRE »

WUEARRGTE o BRIEB BRI » BRAXHFTRE 2 FREEMEERSIN » RFC 5280 FREZFTEREME
SK7RER - CAE (SHOULD) 2B RFC 5280 fffé# B » ABEAREfthAE X EEIE o
o RiEMNE (CA) &R

o £7.1.2.1 Bi—1R/REHAE (Root CA) BiETI4E

o TEB/ERFHEIIERSE (Subordinate CA Certificates)

o XH&E: (Cross Certificates)

o F£7.1228H-XERF/ZTEB/ERFME (Cross-Certified Subordinate CA) /&:53I48


https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc5280#appendix-B

o TRMAIRZ KB /REE (Technically Constrained CA Certificates)

o F7.1.23H—ZRMARZIETLS TERFHAE (Technically-Constrained Non-TLS
Subordinate CA) &:E&4E

o FT7.124H—ZRMORZAZRREREREE (Technically-Constrained
Precertificate Signing CA) /&:E3I4&

o F7.1.2.5 8 —ZRMAIRZ TLS TE/R:EHME (Technically-Constrained TLS Subordinate
CA) EFEEIE

o £ 7.1.2.6 Hi—TLS TEB/&EEHME (TLS Subordinate CA) &:EEI4E
o F7.1.2.7H—FHFE (#ix{EFE) (Subscriber (End-Entity)) &EZI4E
e 3 7.1.2.8 #i—OCSP [EIfEfIARES (OCSP Responder) Z:EEI4E

o F7.1298H—EER:E (Precertificate) 248

7.1.2.1 1R5:514H8 (Root CA) H:EZI4E

e h i A
tbsCertificate
version FE (MUST) 7% v3(2)
serialNumber FE (MUST) A—BIEEEZ8E » HEKXR 0 B/t 2% BHAZE/D 64 @1
TCFEZRE CSPRNG ZEiH o
signature 2RET1I32H
issuer imiSB 2 ERE (MUST) EBMRASEM subject ENITTAHSTRAER) o
validity 2RHE7.121.14
subject 285 7.1.2.10.2

subjectPublicKeyInfo 2FEFE7.1.3.16

issuerUniqueID &8 (MUSTNOT) =&
subjectUniqueID 18 (MUSTNOT) =&
extensions 2% 7.1.2.1.28
signatureAlgorithm URIER 2 {EFE (MUST) B tbsCertificate.signature EITCAETE 24

signature



7.1.2.1.1 {R/E:EH#4E (Root CA) ZHHA

i3 B/IME BA(E
notBefore SHERBAI 1 H E IR
notAfter 2922 H (8984F) 9132 8 (8925%)

A5 BMEFERBEAEM subject B subjectPublicKeyInfo FEAEFTRVIR/REEIEME (Root CA) &% (BIUNEFR
2E%) » FIPRHENNER o #rEY CAREEE (MUST) MEELEHRE o

7.1.2.1.2 tR/R:EH48 (Root CA) ZIEFTHRIL

R FT R WEMY FAgEtE EREA
authorityKeyIdentifier i#:% (RECOMMENDED) N 2R5%E7.1.2.138
basicConstraints F& (MUST) Y 2RE 112148
keyUsage F& (MUST) Y 28%7.1.2.10.7 &
subjectKeyIdentifier F& (MUST) N BHET7.1211.4F
extKeyUsage 18 (MUST NOT)

certificatePolicies A% (NOT RECOMMENDED) N 285 7.1.2.10.5
Signed Certificate Timestamp (SCT) & B (MAY) N 2R%E 7121138
&

EfAE M ETE R F#:#E (NOT RECOMMENDED) - B2RE 7121158

7.1.2.1.3 1R/E:EHIE (Root CA) ZIRHEEMIEIHmBAINE (Authority Key Identifier)

i3 sREA
keyIdentifier & (MUST) 7Z7£ o 8 (MUST) £ subjectKeyIdentifier HISEEHEE o
authorityCertIssuer A& (MUST NOT) =&

authorityCertSerialNumber 18 (MUSTNOT) #=&£



7.1.2.1.4 IR’5:81# (Root CA) ZEZS[RE| (Basic Constraints)

i3 sREA
cA & (MUST) %% TRUE

pathLenConstraint A#:% (NOT RECOMMENDED)

7.1.2.2 XEEZ TEEEEE (Cross-Certified Subordinate CA) /R:EEI4E

EREZ CARRE—RNSZSKRIRA CARE (BmARKRERE (Root CA) BB TRE/REKE
(Subordinate CA) & u“) BEAEHEEZERBLT (Subject Name) KRERBAMEHE (Subject Public

Key Information) & > 1§ (MAY) {ERZA/ERESIE o

MREBRXEEZ TEREHE (Cross-Certified Subordinate CA) 7&:Erl » B 3/REMME (Issuing CA)
f& (MUST) HER—RHZIRMEE CARIERE (BAEKX) R ANSRERFAEBRBEFAMREZ (B
NEXR) PR o

i FSEA
tbsCertificate
version F& (MUST) #v3(2)
serialNumber F& (MUST) B—EIEEEZ8E » HEAR 0 B/t 2'° » BHAZE/D 64 B
TCFEZRE CSPRNG Z#ith o
signature S2HRET.1328
issuer f& (MUST) SE%53R:B1HME (Issuing CA) Z subject IZE NI TTAEST2ABE ©

2RE7.14.16

validity 2RET7.1.2218
subject 285 7.1.2226

subjectPublicKeyInfo 2F%E7.1.3.16

issuerUniqueID 18 (MUSTNOT) 77
subjectUniqueID &8 (MUSTNOT) =&
extensions 2H%7.12238
signatureAlgorithm IREEB 2 (EFE (MUST) £ tbscertificate.signature EITCAETEEER]

signature



7.1.2.21 ZE:DH 2 TEB/EEHIE (Cross-Certified Subordinate CA) ZH%HA

i3 B/IME RA{E
notBefore S EERAT 1 HEEEA CA BB 2R R notBefore HHA > MBI ES © R
notAfter ﬁ%ﬁ%%ﬁ *?Efﬁ

7.1.2.2.2 X B2 TBE:EIE (Cross-Certified Subordinate CA) Z1H# (Naming)
subject BE (MUST) BEZE 7.1.4 BiZEK ; & > BEEA CARBREREREMREZ (BAEX) FR
28 > BARIERMY subject BTBE (MUST) HETA CABEZHRIBEEM subject BIBZENLTTHTEHER ©

e =G ”ﬁﬁ%éLﬁﬁ: AR 29 0 AFF CATEEEE CARBEREZZERFANZ (B E
XY BRI T » =3 e Z TBIREE (Cross Certified Subordinate CA) &:E o HLHISMESE 7.1.4
B Z BREE LAB}EE%F?F Boiut > ARNAFFETRERE - BEE CAREFERESZERANZ (B4
EK) 0 IR EEERERE o

7.1.2.2.3 T Z TEBREHIE (Cross-Certified Subordinate CA) ZiEFEHE{iI

BFEtR L HEMY FAfEME sREA
authorityKeyIdentifier f& (MUST) N 2RE 7121114
basicConstraints f& (MUST) Y 2R% 7.1.2.104
certificatePolicies f& (MUST) N 2H% 712268
criDistributionPoints fE (MUST) N 2R$E 7121128
keyUsage F& (MUST) Y 285 7.1.2.10.7 8
subjectKeyIdentifier f& (MUST) N BHE 7121146
authorityInformationAccess ® (SHOULD) N 285 7.1.2.10.3
nameConstraints 5 (MAY) *1 2R5%E 7.1.2.10.8 8
Signed Certificate Timestamp (SCT) & B/ (MAY) N 2R%E 7121138
R Efth iR TR A% (NOT RECOMMENDED) - 2287121158

PR EIRTESD > extreyusage TWIMUZEK » R E/HRBAVELEE BT IEBBRAERME
ENEUTEM > extkeyusage IEEMME (MAY) KTRFTMRS TRZRE

o NEHRIBMEZENTIEATEIM organizationName FFE FIME—IBH :



e MEMME > &
b IE—%*HEF'EI’] organizationName /*i,'u ?%«%*ﬂ}qﬂﬁﬁ organizationName ZE@T%TE%
o RER/FZER CA> FARERFEWE (Issuing CA) FIBBEBEMBRERETE

EFEARGL WEMY RASETE S L)z
extKeyUsage H (SHOULD) 2 N 2RE7.1.2248
extKeyUsage (EKU) AZRRHIZREVEZ TEEEHE

EFIBEMIBERT > extkeyusage IRFEMMIME (MUST) HKTFRFERA MZIRE

EFEHR L WHEME RASEE BIL)E
extKeyUsage f& (MUST) 2 N S2R85%E7.1.2258

extKeyUsage (EKU) Z[RHIZREVFZ TEEBHE

7.1.2.2.4 XEPBZ TREREHE (Cross-Certified Subordinate CA) ZIEREIBERSE
(Extended Key Usage) —A3[R#| (Unrestricted)

£RBEAEM (Key Purpose) B

anyExtendedKeyUsage RNAZEMRHZ S HRIBETRSRER S L c BFEE ° B (MUST) AM—
HIETEI@ERAE o
ERIEME E1ETE anyExtendedkeyUsage TR EIBER 74 ° CAFRIE (MUSTNOT) &

SREMEMERSRBERS X -

IR ZERSRERS EZZEREN ERRRRERZZERE CA)

5E - BRBBREHE (Issuing CA) TRBUEAZH » B extkeyusage BT ETFIE > 8 (MUST) &3
7.1.2.2.5 BiFRRRE Z T TUMRES o

7.1.2.2.5 THHZ TEBREIIE (Cross-Certified Subordinate CA) ZiEREigERSE
(Extended Key Usage) —3=[R#l (Restricted)

ZPREI TLS X E2:8 2 TB/R:514tE (Restricted TLS Cross-Certified Subordinate CA) ZiER£i&FEA
FHEERABN (BEANEED RS TLS BN ZIREIR EE 2 TE/REIHLE) -



ERBEABH (Key Purpose)

id-kp-serverAuth & (MUST) &
id-kp-clientAuth B (MAY) =1
id-kp-emailProtection 18 (MUSTNOT) ##7%&
id-kp-codeSigning &8 (MUSTNOT) #=1£
id-kp-timeStamping A8 (MUSTNOT) #=1£
anyExtendedKeyUsage 18 (MUSTNOT) ##7&
EfIEME F#E:=% (NOT RECOMMENDED)

TLS REP:EZ TB/EREENE extkeyusage (EKU)

ZIR&|IE TLS X HFE 2 TB /RSB (Restricted Non-TLS Cross-Certified Subordinate CA) Zig7 S
IBERAEZEREN BMERNAEEN MRS TLS RENZIRFIR BTG 2 TE/REHE) o

£iBEMABEM (Key Purpose)

id-kp-serverAuth 1§ (MUST NOT) =1£
anyExtendedKeyUsage 18 (MUSTNOT) =&
ERIEAME B (MAY) =&

JETLS RETBEZ TBEFEIENE extkeyusage (EKU)
SEKEINERSRERFEZZERAEN !

1. /& (MUST) BRARAHMERMERE (FIINFRS (MUST NOT) {EERANIAE EIERMARPIIARTS) » BRIE
a. BWEAHS EZZBRBNUNRFEEERERSEMA#EZ OID arc £ERX ; 5
b. FFREREUEM AN BAEAREN AL ERERPBIRZERERFEZEREN -

18 (MUST NOT) EAHSEEEEREEY CAMBRZREENELRBNEE » INEBLES
’:’FA HRENEERNERFERAEZZEREN > T CA B TRIRER » RERSHEZAEERES
BEFENZEERA -

3.F& (MUST) HIZH/REME (Issuing CA) BasE (AIZBERSBMIBE (MUST) BEBXEREZ TER
RRBRSERESIRATRERSEZZERERN) -

CAFIE (MUSTNOT) BSFIMNIETRERSEZZERBR > [RIE CANZAEERBNRERESZE
WERDEZERER -

7.1.2.2.6 X H:EZ TEREME (Cross-Certified Subordinate CA) &5 2 /&5 EA|



(Certificate Policies)
/RE5[RA (Certificate Policies) BFTTiENIE (MUST) 5 ZE/D—1@ rolicyInformation ° =@
PolicyInformation fE (MUST) & 534S :

i3 WEY AE
policyIdentifier & (MUST) ERREHE (Issuing CA) MMERTAFEMBERFRES > B TEB/&R:E

## (Subordinate CA) RHERBHMAERER > BRI HESF (MAY)
R anyPolicy BUEREAIRS 5 LERS > (RFBRAETBAIHE (MUST)
EE3It— PolicyInformation =K

anyPolicy F& (MUST)

policyQualifiers RiE=E (NOT E1Z7E > & (MUST) E8E8TRMAHZAEF policyQualifiers ©
RECOMMENDED
)

B|ECRIRS) CERRERLEE CA)

i34 WEY AR
policyIdentifier F& (MUST) YRRz — :
RERBBRHAES & (MUST) CAFE (MUST) EVEE—EFRGEBERHEBIE (BRE

7.1.6.1 1) » UHEHARBANERZ CAEBTE CABER
BZIEERPEREY (BRE7.1.27.1H) -

anyPolicy 15 (MUST anyPolicy IR AEEARTE (MUST NOT) 77 ©
NOT)
R EL AR5 8 (MAY) H177E 0 & (MUST) B CAESR > MHEHBANEEFHER (CP)

R/ BUREBIHFEREE (CPS) H o

policyQualifiers REzE (NOT BT B (MUST) EB8ETRFAITIZ AT
RECOMMENDED) policyQualifiers ©

SRR
AEI4E3EE (RECOMMENDED) REBFRAIETMMAIP ZE B policyInformation (EE B 1R B /RBERH
BIRE (BRRE7.1.6.181) 3. &% PolicyInformation B ZJBFAA » FBRBIEFTHEAE (MUST) &

B —EREERERAN - SR MR RRERFEERINRENGFIRE ZEE » MIRTEE
Z TE/EEWBRER (MUST) E2EE—EREBREBRHRS

AR ANREINEFRFRE 2 EMRENEAESR (NOT RECOMMENDED) €7 policyQualifiers » [AlZ3lE
Bl ZIEIESE A  BH—REREEENREEEE  BRNAERHEAREMA IS °

R policyQualifiers * BETEMER PolicyInformation AR » FE (MUST) X TIIEINARHE :



Qualifier ID WEMY WOER AR

id-qt-cps B (MAY) IAsstring  FER/REEHEME (Issuing CA) Z/REBBIER (CP) ~ ‘REEBHE
(OID : EHEE (CPS) ~ 58/R:EEWZE (Relying Party
1.3.6.1.5.5.7.2.1) Agreement) > SR E MR EZREBRIBIRMENG LBEREFZ
HTTP 3¢ HTTPS URL ©
R EAM 48 (MUST - -
qualifier NOT)

REFZ policyQualifiers

7.1.2.3 SHEATHIRZIE TLS TRB/RsEH%ME (Technically Constrained Non-TLS
Subordinate CA) /&RiET4E

EEEA’E."*Z CA REBRIEDTEARZIEMAIR (Technically Constrained) » EFAN G EEHEZANEEEE TLS /&
205 0 17 (MAY) ERARRTEE -

1R #REA
tbsCertificate
version & (MUST) % v3(2)
serialNumber F& (MUST) Z—EJEEEZ8E » HEAR 0 B/t 2'° » BHAZE/D 64 Bl
TCHEZEE CSPRNG ZE#iH ©
signature BRET132H
issuer fE (MUST) HE%EE5/R:514#8 (Issuing CA) Z subject BIZENITAETTR2HER ©
BRET.141H6
validity 285 7.1.2.10.1 60
subject 285 7.1.2.10.2

subjectPublicKeyInfo 28571316

issuerUniquelID 18 (MUSTNOT) =&

subjectUniqueID 1§ (MUSTNOT) =i£

extensions 2R%E 7.1.23.14
signatureAlgorithm UEHEB 2 [EFE (MUST) i tbscertificate.signature ZEITTAETEEHEME
signature

7.1.2.3.1 ZETAIERZIE TLS TEBE:EIAE (Technically Constrained Non-TLS



Subordinate CA) ZiEFEHEL

R FT R

authorityKeyIdentifier F& (MUST) N 2R 7121114
basicConstraints fE (MUST) Y 2R% 7.1.2.10.4 1
crlDistributionPoints F& (MUST) N 285 7.1.2.11.26
keyUsage F& (MUST) Y 215 7.1.2.10.7 &
subjectKeyIdentifier & (MUST) N 2B 7121146
extKeyUsage f& (MUST) 2 N 2R5 712334
authorityInformationAccess H (SHOULD) N 285 7.1.2.10.3 6
certificatePolicies 7 (MAY) N 2R%E 712326
nameConstraints % (MAY) x1 2R%7.1.2.10.8 &
Signed Certificate Timestamp (SCT) & 7 (MAY) N 2R5% 7121138
&

EfIE R Fi#:% (NOT RECOMMENDED) - BRET.12115H

7.1.2.3.2 SRATHIRZIE TLS TEE:EME (Technically Constrained Non-TLS
Subordinate CA) Z/&:8/EHI (Certificate Policies)

EB1FT » &:BRAI (Certificate Policies) IEFEHANIFE (MUST) K THMEREES 2 —HIRE4HEE

L VEM

%

policyIdentifier  F& (MUST) ERREHWME (Issuing CA) MRTAFEMBERRHIFR » TEB/RE
48 (Subordinate CA) FE (MUST) AZE/ERFHIIENRIGEE - &
SBRAETIHAIE (MUST) E8E—1@ PolicyInformation fH » HiZ
{EFE (MUST) B2F anypolicy BUSRs RIS o

g
i}

anyPolicy f& (MUST)

policyQualifiers gz (NOT EF1E  FE (MUST) E83TRAFIZAEF policyQualifiers ©
RECOMMENDED
)

EHCERIRT CERRRFERE CA)



1R WEN AP
policyIdentifier & (MUST) THIBRHREZ— -

REREEERHE  A1F (MUSTNOT)

anyPolicy A1 (MUST NOT) anyPolicy BURHBINEARTF (MUST NOT) 7F(E ©
I EL fthza 585 5 (MAY) H1E7E > 8 (MUST) B CASBAREREER (CP) &
/SRR EHRIEERE (CPS) H o
policyQualifiers RiEzE (NOT 177 0 8 (MUST) EEE8TRAYZAHF
RECOMMENDED) policyQualifiers ©
R PR
Qualifier ID WEN W AR
id-qt-cps % (MAY) TAsString  EREHESEHEAE (Issuing CA) Z/R:EHR (CP) ~ ‘REEHE
(OID : FEE (CPS) ~ EBEREEWZE (Relying Party
1.3.6.1.5.5.7.2.1) Agreement) > SREftH S ZRERBIRENER LBREAZ
HTTP 2 HTTPS URL °
R EAth A (MUST
qualifier NOT)

REFZ policyQualifiers

7.1.2.3.3 SEATLIRZIE TLS TE/R:EH#HME (Technically Constrained Non-TLS
Subordinate CA) ZiEFE&i&fEMAGE (Extended Key Usage)

FEREAME (Issuing CA) FE (MUST) B8 TE/RsE14885E (Subordinate CA Certificate) BEKE
EEHHZEREMSZEEERSBERFEAZERBNZERRE - 725 (NOT RECOMMENDED) €
SLERILBINEBERSEZZ2EREN AUNRRES id-kp-timeStamping E2 id—kp—codesigning) °

ZiREABM (Key Purpose)

id-kp-serverAuth 1.3.6.1.5.5.7.3.1 A8 (MUST NOT)
id-kp-0CSPSigning 1.3.6.1.5.5.7.3.9 A8 (MUST NOT)
anyExtendedKeyUsage 2.5.29.37.0 A1 (MUST NOT)
AR REEERS 1.3.6.1.4.1.11129.2.4.4 A48 (MUST NOT)
EfEIEME - 8 (MAY)

7.1.2.4 SHETHIRZ AR REHE/REHIE (Technically Constrained Precertificate



Signing CA) &:&al4E

EFE—RKEAIE RFC 6962 5 3.1 £ Fri 2 FES KRB R EREME (Precertificate Signing CA) Z CA’R
5B > 8 (MUST) ERARERIE - % CAREBEFEAZE » AIRAZRMAIR (Technically
Constrained) °

TERRERE/RFEMIE (Precertificate Signing CA) f& (MUST) {ZRAMNEESE 7.1.2.9 HiFAERZ FEER
gning
7 o BB REREREWBEERRRER > BRHRBRES | ERE LARRRR RE T REHNE

(Precertificate Signing CA) BYZ585/R:E148 (Issuing CA) » BER—RANUERE ; ZBXEEZ
tbsCertificate BAfKHR RFC 6962 25 3.2 B HE ZENERBIBEHETAR KT Z thsCertificate MFF ©

U0 RFC 6962 55 3.2 & F#tt » FEZ/REEMY signature IRM{UAE R L& emckE - FEit » B /REHE/RE
#48 (Precertificate Signing CA) X TR /RN > fE (MUST) ERRFEREME (Issuing CA) 48
Rz ZEEEE ; Rkt > HAREME (MUST) EREZREEEEE (Issuing CA) HEIZARERRE
8% B1F (MAY) ERTREZ CAEREY -

i R A
tbsCertificate
version & (MUST) %A v3(2)
serialNumber FE (MUST) Z—EFEEESE » HEAR 0 B/ 2™ » BEAZED 64 Bl
TCRESRE CSPRNG Z#ith o
signature BRET1I32MH
issuer FE (MUST) BEZE3UREBIE (Issuing CA) Z subject IEMITTATEAER o

BRETIALE

validity 285 7.1.2.10.1 6
subject 2R7%E 7.1.2.10.2

subjectPublicKeyInfo  EELEMBINE (algorithm identifier) F& (MUST) HEZ5E5/R:514#8 (Issuing CA)
BY subjectPublickeyInfo MR Z BB A AR (T 2R - 2R %

7.1.3.160
issuerUniqueID &8 (MUST NOT) =&
subjectUniqueID &8 (MUSTNOT) =&
extensions 2R%ET7.1.2418
signatureAlgorithm RIEEB ZERE (MUST) i tbscertificate.signature ZF{tiH5E 248

signature

B 2026-03-15 {E :


https://datatracker.ietf.org/doc/html/rfc6962#section-3.1
https://datatracker.ietf.org/doc/html/rfc6962#section-3.2
https://datatracker.ietf.org/doc/html/rfc6962#section-3.2

o AREZEFS (MUSTNOT) M °
o TEERBEZRTILIE (Precertificate Signing CA) 1§ (MUST NOT) BAMEBEEESE -

7.1.2.4.1 SRR 2 FAE RS EREHIE (Technically Constrained Precertificate
Signing CA) ZiEFT#{L

RFE R VBN FASEM: sREA

authorityKeyIdentifier f& (MUST) N 285 7.1.211.16
basicConstraints F& (MUST) Y 2R57.1.2104H
certificatePolicies fE (MUST) N 2R%7.1.2.105H

crlDistributionPoints F& (MUST) N 2E%FE7.1.2.11.26
keyUsage F& (MUST) Y 285 7.1.2.10.7 &
subjectKeyIdentifier & (MUST) N Z2RE 7121146
extKeyUsage f& (MUST) 2 N 2RET7.1.2428

authorityInformationAccess " (SHOULD) N 285 7.1.2.10.3 8
nameConstraints 18 (MAY) 1 S8R5 7.1.2.10.8
Signed Certificate Timestamp (SCT) & 7 (MAY) N 2857121135
A E A ETE R F###% (NOT RECOMMENDED) - 2R%ET7.1.211.58

7.1.2.4.2 SEMTHIR 2 AR REEE/REHE (Technically Constrained Precertificate
Signing CA) ZiETEHFEMASZE (Extended Key Usage)

£i8EMABEM (Key Purpose) oID WHEY

Tyt = S
AR RERER

ane

2} 1.3.6.1.4.1.11129.2.4.4 F& (MUST)

EREAME - A48 (MUST NOT)

7.1.2.5 AR Z TLS TEE:FEME (Technically Constrained TLS Subordinate CA)
HEERE

BEHER Y CABEBRIEASHRMAR (Technically Constrained) » Bi$EIZsRIIZRAMN S TLS /&:F
B> 15 (MAY) fERZA/&REZIE o



L SEA

tbsCertificate

version F& (MUST) % v3(2)

serialNumber FE (MUST) B—EJEEEZ8E » HEAR 0 Bt 2'° > BHAZE/D 64 B
TCHEZRE CSPRNG Z#ith o

signature BR¥ET1328

issuer FE (MUST) HEZE25/R:514#8 (Issuing CA) Z subject BIZENITAETT 2R ©
BRET.141H

validity 2H57.1.2.10.16

subject 2R57.1.2.10.2

subjectPublicKeyInfo 2% 7.1.3.16

issuerUniqueID 18 (MUSTNOT) ##7E

subjectUniqueID &8 (MUSTNOT) =&

extensions 2H%7.12518
signatureAlgorithm IREEB 2 (EFE (MUST) £ tbscertificate.signature EAITCAETEEER]
signature

7.1.2.5.1 AR Z TLS TEBEEIEE (Technically Constrained TLS Subordinate CA)



ZHRFERML

2%

R FT R W
authorityKeyIdentifier f& (MUST)
basicConstraints F& (MUST)
certificatePolicies F& (MUST)
criDistributionPoints FE (MUST)
keyUsage f& (MUST)
subjectkeyIdentifier f& (MUST)
extKeyUsage f& (MUST) 2
nameConstraints f& (MUST)
authorityInformationAccess ® (SHOULD)
Signed Certificate Timestamp (SCT) & 7 (MAY)

B8

EAEMIETE R

A#:% (NOT RECOMMENDED)

FA#EtE  EREA

N 2857121115
Y 2057121048
N 2R%7.1.2.105H
N 2R%E 7121128
Y 2H%7.1.2.10.7 &
N Z2RET1.1.2.1148
N 2R% 7.1.2.10.6 &1
*1 2HE 712528
N 2R%7.1.2.10.3 4
N 2H%7.1.211.38

B2R%7.12.1158

7.1.2.5.2 SHET49ER 2 TLS TB/E:EME (Technically Constrained Non-TLS Subordinate

CA) 24%1EPR%I (Name Constraints)

TLS TE/RsE1H4#E (Subordinate CA) EMAZHAMIAIR (Technically Constrained) » &R
(Name Constraints) #B7EHEGIE (MUST) MIXTATNMRES o 1E4 RFC 5280 ZEBREMISH » BT ALE
(SHOULD) tFscARA%E (critical) > BEFHRELERZIRLHEIRGIZ EREAEES > 5§ (MAY) 125

AIERATE (non-critical) °


https://datatracker.ietf.org/doc/html/rfc5280

R BILE

permittedSubtrees permittedSubtrees 8 (MUST) ¥t —7%& dnSName £ iPAddress GeneralName 4FBEEEY »
EBEEE/D—1E Generalsubtree * BRIFEZ GeneralName ZTBIER B HIRH
excludedsubtrees A » FALAHERREZ B IBEERL Z FRAE o LESh » permittedSubtrees i3
(MUST) 88&ZE/L—{@ directoryName GeneralName A FEEERYAY Generalsubtree ©

GeneralSubtree ™E permittedSubtrees F# GeneralSubtree ZERIRTE o

base 2RTR
minimum 18 (MUSTNOT) =&
maximum 1§ (MUST NOT) =1£
excludedSubtrees excludedSubtrees & (MUST) ¥ —7%& dNsName £ iPAddress GeneralName B fB5EEY » &

5 E/D—{E Generalsubtree » BRIE permittedSubtrees FEaSZABEREN
GeneralSubtree © A% (NOT RECOMMENDED) {#H directoryName & TBEEE! o

GeneralSubtree ~E permittedSubtrees H& GeneralSubtree ZERFEE o

base 2RT%
minimum 18 (MUST NOT) %=1E
maximum 18 (MUSTNOT) =&

nameConstraints gﬁ‘?fﬁi

T%@JH:': permittedSubtrees EE excludedSubtrees EF'% GeneralSubtree Z base Fﬁ@ﬁ“ﬂ’\] GeneralName EE‘?
FARE ©



GeneralName 34 FEEEEY

VEMY

permittedSubtrees

excludedSubtrees

HEBReZ AR R B2 A

Namespace

dNSName

iPAddress

directoryName

otherName

EAEME

P& (MUST)

F& (MUST)

P& (MUST)

N

(NOT
RECOMMEN
DED)

A1&F (MUST
NOT)

CAFE (MUST) &
REFE DM
dNSName ? EEE',E%EJ
B A RRER
RZAMAITE 2
B5 32248 -

CAFE (MUST) &
REEE BRIEho%
iPAddress EE[E] > 5%
B IP (it RS
(assigner) A
RigtefcE
(assignee) 7% ©
2H%E 32258 °

CAFE (MUST) &
WEAEER REF
REIZZFBBMYE » U
HRFAE SR RS
YRBEERRE SIS
(BR%E7.1.28) »
aasErl (2R
F7.148)

2HTFX

++

a
permittedSubtrees
REDEFE—E
dNSName » CA 1§
(MAY) 7?2
excludedSubtrees 3§
iE dNSName #8122 —
E= 218 F et
TERERBEFRIER ©

++

a
permittedSubtrees
hEDEFETE—E
iPAddress > CA 1§

(MAY) #?
excludedSubtrees 5
E&E iPAddress &
BERz—EzZEF
MR E 73 R HFPRIA
B o

Tz (NOT
RECOMMENDED)
fj/:\ excludedSubtrees

hESERE -

2RTX

= permittedSubtrees =5
RIFTE1ESA dnsname
CAFE (MUST) R
permittedSubtrees a8
—EERE (EFH)
B dNSName » UARTA R
SHERIARE LTS o

= permittedSubtrees =8
REZEM IPv4
iPAddress » CA f&
(MUST)
permittedSubtrees ag
—{Ef 8 A= irc4H4E
XY iPAddress » ZRnHE
PREE(E 1Pv4 (i3 EB[E]
(0.0.0.0/0) &
permittedSubtrees == S
‘SR IPV6
iPAddress » CA &
(MUST)
permittedSubtrees a8
—{E M 32 EZ{iIc4E4E
REAY iPAddress » FRHE
PREE(E I1PV6 it EE[E]
(::0/0) ©

CAFE (MUST) i
permittedSubtrees e
Z2—E8fE > EbAE
TER - 3R
excludedSubtrees Z#H
RARRRE °

2HTFX



base I{IFFEL S Z GeneralName BEXRFFE

17l otherName * BH1EE -

1. /& (MUST) BRARAHEREER > FRIE
a. type-id I FREAE AL AAMEA HFR A Z OID arc S8ER > 5
b. REAESEUE M A TUEREA RN ARER R P EREZER
2. 745 (MUST NOT) ABFIEEEREREEY CAFRSEZ ERENELRENIE
3.F& (MUST) fk48R8 ASN.1 #8E4BFEEZ otherName BY type-id B value ZEZ » L DER #EITHRAS o

CAZK{E (SHALLNOT) S&%EINETE (BINEESMY ceneralnane) » BIE CA MBS ERRHNEETEA
SR o

7.1.2.6 TLS TBE:E#H (TLS Subordinate CA) ZiHal4E

iy Bl
tbsCertificate
version FE (MUST) % v3(2)
serialNumber f& (MUST) B—EFEEEZEE » EEKXR 0 B/ 2'%° » BEAZE/D 64 @I

TCFESR B CSPRNG ZEgiH o

signature 2RET7.13.28
issuer & (MUST) EAZE35/ReEHAE (Issuing CA) Z subject IBIZITcAAT2AE[E ©

2H%E7.1.4.16

validity 285 7.1.2.10.16
subject 2855 7.1.2.10.2

subjectPublicKeyInfo 285 7.13.16

issuerUniqueID 18 (MUST NOT) 7%
subjectUniqueID 1§ (MUSTNOT) =1iE
extensions 285 7.1.26.16
signatureAlgorithm UEHEB 2 [EFE (MUST) i tbscertificate.signature ZEITTAETEEHEME

signature



7.1.2.6.1 TLS TEB/&:514 (TLS Subordinate CA Extensions) Z3}EFTif{iI

R FT R

authorityKeyIdentifier F& (MUST) N 2R 7121114
basicConstraints F& (MUST) Y 215 7.1.2.1048
certificatePolicies F& (MUST) N 28%7.1.2.10.5 8
criDistributionPoints FE (MUST) N 285 7.1.211.26
keyUsage F& (MUST) Y 285 7.1.2.10.7 &
subjectKeyIdentifier f& (MUST) N S2RET7.1.21148
extKeyUsage FE (MUST) 2 N 285 7.1.2.106 5
authorityInformationAccess H (SHOULD) N 285 7.1.2.10.3 €0
nameConstraints 8 (MAY) 1 2R%7.1.2.1084
Signed Certificate Timestamp (SCT) & 7 (MAY) N 2R5% 7121138

B8

E A EMIET AL A% (NOT RECOMMENDED) - S2RET7.1.2.115H



7.1.2.7 BB (AAR2%) (Subscriber (Server)) E:HZI4E

i HEA
tbsCertificate
version & (MUST) %A v3(2)
serialNumber FE (MUST) A—EFEEE8E » EEAR 0 B/iL 2% » BHAZED 64 B
TTHEZRE CSPRNG Z&i ©
signature 2R 7.13.28
issuer f& (MUST) EEZ53/R:B1H48 (Issuing CA) Z subject {IZENITTAHTT2AEE o

285 7.14.18

validity
notBefore BURE SR F R RRIEE TR 48 /N2 M °
notAfter BRE6.3.24
subject 2RET7.1.27.18
subjectPublickeyInfo  Z2RFE 7.1.3.1H
issuerUniqueID &8 (MUST NOT) 7=%&
subjectUniqueID &8 (MUSTNOT) =&
extensions 285 7.1.2.7.6 8
signatureAlgorithm RIEB ZERE (MUST) i tbscertificate.signature ZF{ciH5E 248
signature

7.1.2.7.1 BR/E:E (Subscriber Certificate) $EE!

AR IUTERRE Y A PR 0 HERMKAMEZZ2ERBEHN (Subject Information) ZEMABFARRE o 48
BURSEMIRBEREIGE - (BB =AM | THIRZ subject SATBIRML ~ BLEBUMNEES £ » UKk

certificatePolicies HEFMUZAR

$EEY HEA

4E1ERE R (Domain Validated » DV) 2RE 112728
fEAEEEE (Individual Validated > IV) 2RE 112736
48#ER:53 (Organization Validated » OV) Z2RE 712748

ERESEERY (Extended Validation » EV) 2RE 712756



AR WARBERARREMESZERENEFARE » EFFEERREES D (WEaTER. 5 IP i)
HRMHAEEIREFAR

7.1.2.7.2 433EESEERY (DV) AP /R:EE4E
ERPEEENHEIEEETE (Domain Validated) &35 > fE (MUST) & ToIEI4E

1R 2R
subject 2BTFR

certificatePolicies & (MUST) 7Z7£ o FE (MUST) {£H policyldentifier B SR A &HEBERHHE
2.23.140.1.2.1° 2RFE 712798 o

PRA HfthiEse L BRET12T.6H

FRA subject iBE (MUST) &3 7.1.4 BiRE 2 TUMRES ©

TR AttributeTypeAndvalue Z type IR AFFEAEBY AttributeType » WUREIEZ value I 2 FFIES
AR o

AttributeType EBIE%TE  HEM g RE

countryName 5 (MAY) B3 BERANE 2 BRI F & 1SO 3166-1 EZX %3223
T‘EE °

commonName Rz (NOT EEFEE FE (MUST) 881K 7.1.4.3 &R

RECOMMENDED) T > BXE subjectAltName IEIRARNLZME ©

EEMEE 1% (MUST NOT)

MR ERFERYVREE Z subject B

7.1.2.7.3 EAESER (V) ARRELE
ERPREEBIMEAEEE (Individual Validated) &% > fE (MUST) & T5EI4E

L 23K
subject 2RTFER

certificatePolicies fE (MUST) 7Z7£ o FE (MUST) f£FH policyldentifier B &R B /&HBERHTINE
2.23.140.1.2.3° 2RE 7.1.2.79f

FRA H AR se L BRET.1276H

FRA subject FBE (MUST) &3 7.1.4 EiRE 2 H MRS ©



T&RYIH AttributeTypeAndValue 2z type WAL AEFEERR AttributeType ? U EZ value L AEFIES
MRS o



AttributeType BitaiE

countryName

stateOrProvinceName

localityName

postalCode

streetAddress

organizationName

surname

givenName

organizationalUnitName

commonName

F& (MUST)

f& (MUST) 1§ (MAY)

f& (MUST) 1§ (MAY)

gz (NOT
RECOMMENDED)

&= (NOT
RECOMMENDED)

Rz (NOT
RECOMMENDED)

F& (MUST)
F& (MUST)
18 (MUSTNOT)

T (NOT
RECOMMENDED)

B3 RRRAN 2 EIRMIMF & 1SO
3166-1 B - BHZERKKELE
2V 1SO 3166-1 BEZRLHS » CA &

(MUST) #57% I1SO 3166-1 A&
REBAHE xx > URMHE R D ECLE
I{ 1SO 3166-1 EF S o

= localityName RIFTE > MEARGIFE
(MUST) 7#7£ ; BRI > IEWAIS
(MAY) 7F7E - BF1E » &
(MUST) B2 ERZMHEE

& e

& stateOrProvinceName RTETE » It
WA (MUST) 777 ; SR It
Wafg (MAY) 7F7L - &F7E 0 [E

(MUST) BEXREzHHEE
&l e

EFE B (MUST) B83F8E2
MIEEIRE ©

EfFE 0 & (MUST) B3R
HEMIEN - 5 (MAY) B82%
(R

E1FE > FE (MUST) B5ERE2
2R HEERIE EHIRRTE
(DBA/tradename) o CA 15
(MAY) ZLRUEZHERES
BB HAZEN » fliNERZz&
BHMEE » Fitle’ CAZAUEAEX
et HERRMERZERAE
MARZER - EERRZLTBER
ELBMEES > HELE B
ZZFBE (SHALL) BE5ERT > B
BLUESRM L B2 TS o

FREZHEK

FhRZAF

BET 0 E (MUST) 88%KE
7.1.4.3 EifRE » BXE
subjectAltName BERBAZE -

BEEAE

55 3.2.3 6

% 3.2.36

% 3.2.3 60

55 3.23H

55 3.2.3 6

55 3.23H

55 3.2.3H

55 3.2.3



AttributeType BitaiE HENE BB RE

EEMMEE Fis& (NOT - BRET1A44E
RECOMMENDED)

BENER R EVREE Z subject B4
ESh > subject BERIE (MUSTNOT) E&E M.~ T-) KREK (space) FSHMIRR > K& SEFRHEM
RTZBHERERE FRBEAARNEBRAZASR °

7.1.2.7.4 {HEEEER (OV) ARESERE
=RBREEBNAMEREE (Organization Validated) &% > FE (MUST) FF&THIZI4E :

ki R
subject 28TF%X

certificatePolicies & (MUST) 7Z7E o FE (MUST) fER policyIdentifier B &R L /AHEERADITE
2.23.140.1.2.2° 2R 7.1.2.79%i o

FRA H g se L BRE 712768

FRA subject LFBIE (MUST) &3 7.1.4 EifRE 2 H V4R o

TR AttributeTypeAndvalue Z type LA FERB AttributeType » WUREEZ value I 2 EFIES
AR o



AttributeType BitaiE

BEMY

BEEAE

domainComponent

countryName

stateOrProvinceName

localityName

postalCode

streetAddress

B (MAY)

F& (MUST)

F& (MUST) 1§ (MAY)

f& (MUST) /13 (MAY)

&= (NOT
RECOMMENDED)

Rz (NOT
RECOMMENDED)

EFE 0 EGIE (MUST) 83
Mt tE 2 —(EREIRE
(Domain Label) ° 4815t FBHY
FRE4ISIRERE (MUST) UE—
BRFZF5R T domainComponent
HRALR o AFIZEE (MUST) #
HRE DNS 7€ Z 43I FBAR BR 1540
(on-wire) TR ZIEFARES
EERIZAIR (root) EIELZ 4BIIE
BRITHE -5 (MAY) B2%1E

domainComponent B4 -

BT BERAN 2 IR F & 1SO
3166-1 B - HZEKKELE
0 1SO 3166-1 BEZR1HE » CA &

(MUST) #57% I1SO 3166-1 A&
RS xx » URME KR A ECLE
z{ 1SO 3166-1 EFHE

& localityName FNFETE » UEHEMIFE
(MUST) 7Z7% ; B8 > RIS
(MAY) FE - BEEFE
(MUST) B3 ER2ZMNEEE

o

& stateOrProvinceName AETE ° IIE
WEOIFE (MUST) 7278 ; [ 0 Itk
WS (MAY) EE-BEEE

(MUST) BFRzEmitEes
e

EFE 0 B (MUST) B2E82
IEEIREN ©

EFE E (MUST) 83882
EMIER - 7 (MAY) 23%
((EEt bl

el

E 328

32218

5322160

% 3.22.16

% 3.2216

$3.22.18



AttributeType BitaiE ERsB Ak

organizationName F& (MUST) FREZBBR NEFELE EE 5 3.2.2.28

%7 (DBA/tradename) o CA{S

(MAY) 7ZFLtRIEZRERES
BEALAZENR > fIINERZE
B4R » AifRE CAZEUEEX
B HERRFMERAZERAE
MARBZHER 5 BIE | EEHEER
&% TCompany Name
Incorporated) » CA1§ (MAY) f
A TCompany Name Inc.1 3%

FCompany Name] c EF882 %
BEAMELBRENLES > XS
8, mEiRiERE (SHALL) 57
Al > HEBLUESRM EERE%TE o

surname A1F (MUSTNOT)
givenName 18 (MUST NOT)

organizationalUnitName A15 (MUST NOT)

commonName AEzE (NOT E1Z1E > FE (MUST) 8815
RECOMMENDED) 7.1.4.3 EiR%E > BXB

subjectAltName BERBAIZE -

EAE AN &= (NOT - BRET1448
RECOMMENDED)

ARAERFE B REE Z subject B

HESh > subject BMERIS (MUSTNOT) 8BS M~ 1) RER (space) FSHMUME > K SEAIHAM
RTZBREEFEE  FRBAFCERZASR -

7.1.2.7.5 iE(EEER (EV) AP&EEIE

ERFREENIEMHEEEE (Extended Validation) &:& > fE (MUST) BRERERAMMRAEZ (EMFERE
BURSE 2 53 AT TEIES]) (the Guidelines for the Issuance and Management of Extended Validation
Certificates) FRiRERVRETILE o

tesh > & (MUST) & THIE4E :



L 23K
subject 2R (EREERRECREMRERIES) $7.1.428

certificatePolicies fE (MUST) 7Z7£ o FE (MUST) f{£FH policyldentifier B &R /&HBERHTINE
2.23.140.1.1° B2RFE 7.1.2.7.9 80

FRA H AR Fe L BRE7.1.2.7.6 Bk (EEEEERE BB RAEIERIES)

A > subject BMFRIE (MUST NOT) fE8& Mo T-) R (space) Z 5 » &/ SUEM[ELM
REZBEEREE « PR RER NS o

7.1.2.7.6 FAR /&% (Subscriber Certificate) ZiEFEHE{iL

HRFTAR (L BEM RRSEME SRER

authorityInformationAccess F& (MUST) N BHET.1277H
authorityKeyIdentifier & (MUST) N 2RE 7121116
certificatePolicies f& (MUST) N 2H$E7.1.2.7.98
extKeyUsage f& (MUST) N 2857127108
subjectAltName f& (MUST) * 285 7.1.2.7.126
nameConstraints 18 (MUST NOT) - -
keyUsage H (SHOULD) Y 2R%E 7.1.27.118
basicConstraints 5 (MAY) Y 2F%FE7.1.2.7.86
criDistributionPoints * N 2R5 7121128
Signed Certificate Timestamp (SCT) & 2 (MAY) N 2R%E 7121138
&
subjectKeyIdentifier A% (NOT RECOMMENDED) N 2RET.12.1146
EfIE R A% (NOT RECOMMENDED) - 2RET7.1.2.115H
AR

® subjectAltName IEFRIBI ST IEZCARE (Critical) » BURY/EREE subject MAUZAE » 538 5%
7.1.2.7.1287¢

e CRL Distribution Points (CRL #7n%) BRAMAEEREET » BUAR © (1) BRERSER
accessMethod % id-ad-ocsp Z Authority Information Access (AIA) $EFEMEGL > UKk (2) BeBZHE
M BFRE 71211287 °



7.1.2.7.7 R &:E (Subscriber Certificate) Z/&R:HIHEETFEL (Authority Information
Access)
AuthorityInfoAccessSyntax & (MUST) &5 —{ED %@ AccessDescription © &@ AccessDescription F&

(MUST) EBE TR ZAEF accessMethod * S accessLocation fE (MUST) &RIEAIEEZ

GeneralName BYRI o

F % accessMethod SAEFIETE 21 AccessDescription ? AuthorityInfoAccessSyntax 1§ (MAY) B2 %EAR

#8IE] accessMethod BY AccessDescription © EFEEZERABMERE accessMethod B AccessDescription B> &

accessLocation fE (MUST) EA4H[E > B AccessDescription fE (MUST) X% accessMethod ZiB5CIE

ity » EpABRSEIBIL accessLocation BY AccessDescription E%HF@JB’:\ETE o ERTSRIILER Z B
BT HitBEABAME accessMethod BY AccessDescription * FARTEHBPEFEXK

accessMethod accesslLocation
id-ad-ocsp (OID : uniformResourceIdentifier 15§ (MAY) * (ERE=E) BIRERE
1.3.6.1.5.5.7.48.1) (Issuing CA) Y
OCSP [B]fEf=IAR23
HTTP URL °
id-ad-calIssuers uniformResourceIdentifier © (SHOULD) * (EEEE) BRREMEIREN
(OID : HTTP URL o

1.3.6.1.5.5.7.48.2)

EEIEME - A1 (MUST - A EFEREM
NOT) accessMethod ©

7.1.2.7.8 BB /&% (Subscriber Certificate) ZEZsfRE%| (Basic Constraints)

1L e
cA F& (MUST) # FALSE

pathLenConstraint A48 (MUST NOT) #=E

7.1.2.7.9 AR &% (Subscriber Certificate) Z/&:¥/5AI (Certificate Policies)
E171E > BRI (Certificate Policies) #&EFEM(IE (MUST) ®1&E /D —E PolicyInformation ° &
PolicyInformation fE (MUST) fF& F5IZI4E :



L VEMN AE

policyIdentifier & (MUST) THBERH RSz — !

RBBEBERHANEE B (MUST) BUSEAAREER (2RE 7.1.2.7.15) BHREZRSE

REEBCRHAINE (2RET7.1.6.1H) °
anyPolicy A48 (MUST NOT) anyPolicy BUERRIIEARTE (MUST NOT) E7E ©
R E fthz8 5 5% 7 (MAY) BET 0 E (MUST) H CAEZ » WEPARE/RBEUR
(CP) K/ S EREEHSIEEEE (CPS) H o
policyQualifiers RiEzZE (NOT EEFE 0 FE (MUST) EE83TRAAZAF
RECOMMENDED) policyQualifiers ©

ZE)4g#E:% (RECOMMENDED) &BERAEFTEMIPZFE—E rolicyInformation EE R B /RBERH
BEE (BRET.1.6.181) 2o @miH PolicyInformation {EZJBFFAA » REBRAIEFTMEAE (MUST) 885
EE— AR /REBERARIE

Qualifier ID WEMY BWORE AS
id-qt-cps B (MAY) IAsstring  FRER/REEHEME (Issuing CA) Z/R:BEBER (CP) ~ ‘RBBHE
(OID : EEAE (CPS) ~ 558 R:EE W= (Relying Party
1.3.6.1.5.5.7.2.1) Agreement) > SEMBAEREMBIRENE EBERERZ
HTTP 2 HTTPS URL ©
R E M 48 (MUST
qualifier NOT)

REFZ policyQualifiers

7.1.2.7.10 FE &% (Subscriber Certificate) ZiEFZEE£iREASE (Extended Key



Usage)

£i8EMABEM (Key Purpose)

id-kp-serverAuth 1.3.6.1.5.5.7.3.1 f& (MUST)
id-kp-clientAuth 1.3.6.1.5.5.7.3.2 5 (MAY)
id-kp-codeSigning 1.3.6.1.5.5.7.3.3 A8 (MUST NOT)
id-kp-emailProtection 1.3.6.1.5.5.7.3.4 48 (MUST NOT)
id-kp-timeStamping 1.3.6.1.5.5.7.3.8 A8 (MUST NOT)
id-kp-0CSPSigning 1.3.6.1.5.5.7.3.9 1§ (MUST NOT)
anyExtendedKeyUsage 2.5.29.37.0 A48 (MUST NOT)

1.3.6.1.4.1.11129.2.4.4 A48 (MUST NOT)

EREME - A% (NOT RECOMMENDED)

7.1.2.7.11 FAR&:% (Subscriber Certificate) Z/&E£iBAR (Key Usage)
g2 2 /RETIERARBEALE » fR/REEZ subjectPublickeyInfo sk AUIENIZ RSA AR &gk ECC AREIE
MiE o CAFE (MUST) BMREESBARZERERNSREBLAMERZAR

REERIMAR (Key Usage)

digitalSignature Y ® (SHOULD)

nonRepudiation N —

keyEncipherment Y 5 (MAY)

dataEncipherment Y A% (NOT RECOMMENDED)
keyAgreement N =

keyCertSign N —

cRLSign N —

encipheronly N —

decipherOnly N —

RSA AHERZ /BREZHRAR



AR I RSA AFEIEE (MUST) SREEV—EREEMAR o FRARMENBE W TLS1.3) R&EEM
BEME > RIE digitalsignature IER(ITAXE (REQUIRED) IEEH ; EAARLEMBEHK » /HTX
BREFMNHBE W TLS1.2) » 5§ (MAY) R keyEncipherment HERZ(UTT c FBF1E (MAY) ZERFEEHE
PRRE - URMELLAEER R ERSRINERE > FLt CAF (MAY) ZFHIERTE keyEncipherment FEARAITTZ
FIRE - HZHARMS » 8]E digitalsignature IER(IITE RS ; EAPRFEZUMERIEREAZRFRERAR
ZEEZENNZEN » TEEER—&EPERRE digitalSignature B keyEncipherment FEAZ{IJT » 1B
% (NOT RECOMMENDED) #FIEF L © dataEncipherment BRI T HAIN A RE » BFRER
(NOT RECOMMENDED) =REZIERNTT » EBNRTEERA (Pending Prohibition) EE
(https://github.com/cabforum/servercert/issues/384) °

BEEBAR (Key Usage) AIERE

digitalSignature Y f& (MUST)

nonRepudiation N —

keyEncipherment N —

dataEncipherment N —

keyAgreement Y F#:% (NOT RECOMMENDED)
keyCertSign N —

cRLSign N —

encipheronly N —

decipherOnly N —

ECC NEEiB 2 RERIERA

AE  keyagreement TEIZITTE AN AFFERE » BEAREE (NOT RECOMMENDED) &7 sZHEZEITT »
HEBRFESEEZRE (Pending Prohibition) IEE (https://github.com/cabforum/servercert/issues/384) o

7.1.2.7.12 FBF&:E (Subscriber Certificate) ZEi854% (Subject Alternative Name)
FIF BB T4 (Subject Alternative Name) FE (MUST) 7#7E » EUFE (MUST) S&EL—E

dNSName E‘Z iPAddress GeneralName ° E%ﬂ%%ﬁZ*ﬁTﬁ&ﬁ%ﬁﬁg‘ ’ §¥E—F3‘C °

EREBZ subject BAIAZTFEY) (empty SEQUENCE) » AS#EZEMEMIE (MUST) 1Z:C2ARE# (critical) »
40 RFC 5280 55 4.2.1.6 B FAFARE ° BH » EFZMAAT (MUST NOT) 1Z52 AR (critical) ©


https://github.com/cabforum/servercert/issues/384
https://github.com/cabforum/servercert/issues/384
https://datatracker.ietf.org/doc/html/rfc5280#section-4.2.1.6

GeneralName 34 FEEEEY ER:B R

otherName N -
rfc822Name N -
dNSName Y ZIEEFE (MUST) 825 CABMKE 3.2.2.4 HiERE 2 T2V H8ig %
78 (FQDN) siER#48iEi&#E (Wildcard Domain Name) o & 431
&iBRE (MUST) K 3.2.2.6 EiEEITERSE » USRI SsZEIZRE o
ZIEBAE (MUST NOT) B8R84 (Internal Name) ° B
2026-03-15 € > ZIEEAF%S (MUSTNOT) 85U IP itk A&l
%% (IP Address Reverse Zone Suffix) 4R 24815718 - ZIEBFR
BZREVEHEATE (FQDN) » SiER4i%%E 2 FQDN 249 » &
(MUST) 522 H P-Labels 3¢ JEf+% LDH £ (Non-Reserved LDH
Labels) #BAY > WL U+002E FULL STOP (r.)) FiotAEERE - K&K
HArRAEER 4TI 2B R4t (DNS) R&iE (rootzone) ZEREMBIFHIZ
# (zero-length Domain Label) 4§ (MUST NOT) B&iHH
(BIn > Texample.comy F& (MUST) #REE% lexample.comy > [
4% (MUST NOT) #Ri%5% Texample.com.)) °
x400Address N -
directoryName N -
ediPartyName N -
uniformResourcelIdentifier N =
iPAddress Y ZIEEFE (MUST) B8 CABERE 3.2 2.5 MREZHE » MR
RSB EESRER IPv4 5 IPv6 fiilt - ZIEE A5
(MUST NOT) B5R8 IP fiiiit (Reserved IP Address) ©
registeredID N -

subjectAltName BB Z GeneralName ZFBEEE!

AR 1E4 RFC 5280 ZBAMERISN » P-Labels AIARTFE IDNA 2003 c XX AFFEZRRAFE IDNA 2003 2
P-Labels » LAZIEEIE IDNA 22 2 2 » BIEZIREHTAREASZ Unicode Fo&EE (character
repertoire) o

7.1.2.8 OCSP [OlfE(AAR2§ (OCSP Responder) H:HEI4E

EEBREHME (Issuing CA) FEEZE OCSP [EIFE » 1§ (MAY) f#H RFC 6960 3 4.2.2.2 i FAE&RZ
OCSP #Z1£[EIfERARES (OCSP Authorized Responder) o sZ[CIFE(RIARSSAVES 35 /K514 (Issuing CA of
the Responder) f& (MUST) Ei[EIFEEIARSSFTIRIHAY OCSP EIfEZ/REHZE /KRB (Issuing CA) 18
o


https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc6960#section-4.2.2.2

L SEA

tbsCertificate

version F& (MUST) % v3(2)

serialNumber FE (MUST) B—EJEEEZ8E » HEAR 0 Bt 2'° > BHAZE/D 64 B
TCHEZRE CSPRNG Z#ith o

signature BR¥ET1328

issuer FE (MUST) HEZE25/R:514#8 (Issuing CA) Z subject BIZENITAETT 2R ©
BRET.141H

validity 2H57.1.28.1H

subject £85%7.1.2102H

subjectPublicKeyInfo 2% 7.1.3.16

issuerUniqueID 18 (MUSTNOT) ##7E

subjectUniqueID &8 (MUSTNOT) =&

extensions 2H%57.1.2828
signatureAlgorithm IREEB 2 (EFE (MUST) £ tbscertificate.signature EAITCAETEEER]
signature

7.1.2.8.1 OCSP [O]fEfRIAR2% (OCSP Responder) ZHEHA

L =/ME RAE
notBefore %QE%H#FEEETJ' 1H %—i%ﬁ%ﬁ

notAfter SRR KiERE



7.1.2.8.2 OCSP [0]fE{alfR2% (OCSP Responder) ZiEFEHHL

R FT R

authorityKeyIdentifier F& (MUST) N 2R 7121114
extKeyUsage F& (MUST) - 2RET7.1.285H
id-pkix-ocsp-nocheck F& (MUST) N 2R85%E7.1.2.86H
keyUsage F& (MUST) Y 2RE 712878
basicConstraints % (MAY) Y 2H%E 712848
nameConstraints A1 (MUSTNOT) - -

subjectAltName =18 (MUST NOT) - -
subjectKeyIdentifier H (SHOULD) N 2RE 7121146
authorityInformationAccess % (NOT RECOMMENDED) N 2HR%ET7.1283f
certificatePolicies A= (SHOULD NOT) N 2R%7.1.2.88H
crlDistributionPoints A1§ (MUST NOT) N 2% 7.1.2.11.26
Signed Certificate Timestamp (SCT) & 2 (MAY) N 2RE 7121136
&

R EfthiE TR F#z% (NOT RECOMMENDED) - 2RE 7121158

7.1.2.8.3 OCSP [EfE(EIAR2S (OCSP Responder) Z/&:FIEEN7FE (Authority
Information Access)

¥5% OCSP [IfEfAARS3/R:E » ABFRMEMUFEZE (NOT RECOMMENDED) f£H » FfE38&:E#E (Relying
Party) RERBUESEN o FHREREREIISHELRI/ME (ssuing CA) Z/R:E » 7 AEERE DI
AR23/R:E - FILEBIRM id-ad-caTssuers o [E#M > B OCSP [EIfEREIARE/RERE R id-pkix-ocsp-
nocheck $EFEMR(L > ERE/BREEAGIREULER OCSP [EIfE » FILTREFIRM id-ad-ocsp ©

E1FTE ° AuthorityInfoAccessSyntax fE (MUST) B & —{Em{Z1E AccessDescription © 1@
AccessDescription fE (MUST) {28 & TRFIZREF accessMethod * B AuthorityInfoAccessSyntax
f& (MUST) BEFrEEKE AccessDescription ©



accessMethod accesslLocation

id-ad-ocsp (OID : uniformResourceldentifier AEEEE * (EREE) EIEREHME (ssuing
1.3.6.1.5.5.7.48.1) (NOT CA) HY OCSP [ClfEfRlARES
RECOMME HTTP URL °
NDED)
EEEME - = - TSR EM
(MUST accessMethod ©
NOT)

7.1.2.8.4 OCSP [E]fE(EAR2S (OCSP Responder) ZEZA[R#| (Basic Constraints)

OCSP [EIfEfAAR2S/RERTF (MUST NOT) % CAREE o FE/REHME (issuing CA) BUTIIMEARNZ
_RIESOBEIE CATRE | R basicConstraints ITIL > OB cn FoHHERS FALSE 8
basicConstraints J&FEAEIL ©

L B
cA F& (MUST) # FALSE

pathLenConstraint 18 (MUSTNOT) =&£

FE &k DER ¥ OPTIONAL #8117 DEFAULT (B Z 4RHIEFRAY > #% ca FK(EER % FALSE BY basicConstraints
YEFEAENL > H extnvalue OCTET STRING NAFE (MUST) YA+ SEMILRIEZ (T4 3000 » BIZE ASN.1
SEQUENCE {EZ ARFEFRT ©

7.1.2.8.5 OCSP [EIfEfAfRES (OCSP Responder) ZiEZ&i®EMS % (Extended Key
Usage)

£ EABER/M (Key Purpose) oID

id-kp-0CSPSigning 1.3.6.1.5.5.7.3.9 F& (MUST)
EfIEME - F45 (MUST NOT)

7.1.2.8.6 OCSP [0]fE(FfR2% (OCSP Responder) Z id-pkix-ocsp-nocheck
REEHE (CA) FE (MUST) 12 OCSP [ClfE(RIARE3 /&8 EL S id-pkix-ocsp-nocheck BT (OID :
1.3.6.1.5.5.7.48.1.5) °

KIEFEMMILZ extnvalue OCTET STRING AAFE (MUST) MHEHIA+/NEMLRIE 2 {I7T4H 0500 > BI ASN.1 NULL
BZ4RIBRT > W RFC 6960 5 4.2.2.2.1 & FARRE °


https://datatracker.ietf.org/doc/html/rfc6960#section-4.2.2.2.1

7.1.2.8.7 OCSP [EIfE(AIAR2S (OCSP Responder) ZEiE£i&AR (Key Usage)

BEEIBARE (Key Usage)

digitalSignature Y Y
nonRepudiation N —
keyEncipherment N —
dataEncipherment N —
keyAgreement N —
keyCertSign N —
cRLSign N —
encipherOnly N —
decipherOnly N —

7.1.2.8.8 OCSP [EfEfRIAR2S (OCSP Responder) Z/&:&EHI (Certificate Policies)
E1F7E 0 /R:BIRA) (Certificate Policies) #EFTHMIE (MUST) & ZE/D—1@ rolicyInformation o &

PolicyInformation fE (MUST) & TF5IS4E :

ki BN AFS
policyIdentifier F& (MUST) THBERH RS2 — !
REBGEERHAE @& (NOT
RECOMMENDED)
anyPolicy RiEzZE (NOT
RECOMMENDED)
R E fthz8 5! b5 FEzE (NOT GfFEE > FE (MUST) B CAER > UHEANREEFEER
RECOMMENDED) (CP) R/ SUBHEMIEEEE (CPS) Ho
policyQualifiers REEzE (NOT EFEE  FE (MUST) EB83TRFATIZ AT

RECOMMENDED) policyQualifiers ©



Qualifier ID WEMY BB AR

id-qt-cps B (MAY) IAsstring  ZEEE/REEMEME (Issuing CA) Z/'E?Eﬁﬁﬁ (CP) ~ REBETRIE
(OID : FEEE (CPS) ~ EBERHEEWZE (Relying Party
1.3.6.1.5.5.7.2.1) Agreement) > SHEMBAZZR nﬂﬁﬁﬁ%ﬁiﬂ%ﬁtﬁﬁﬁéﬂz
HTTP 3¢ HTTPS URL ©
R EAM 48 (MUST - -
qualifier NOT)

REFZ policyQualifiers

S ERER BRI AR MBI A - BAERARERER - FIAEE OCSP [EIFE
fRRE B AEIBEREE - EMIEM OCSP BRI © B8 anypolicy BERMBIISFIAELEAR - B &M
FIF SRERIBRMERAE - A TR AR EIB R o

7.1.2.9 A% E:E (Precertificate) Hl4&

FE#Z&REE (Precertificate) Z—BRKBRE 2 BRI > W RFC 6962 FTEZ » AR E/REEHE
(Certificate Transparency) sCERZ4R o FERRHBEEE LEABRUEFHEMER > HH extensions P ER

—455% 2 RASEME poison IEFEHENL > H OID 2 1.3.6.1.4.1.11129.2.4.3 o IHB (I nI E{RIEE RFC 5280

Z AP EHERREBRTABNRE - KEEZER/RENEL > IRAEHEERREIFEEZE

B> AZEERR CA BARERBILREBMERBNRNIZ &GS

FERREEN CARERZRE 2R BEREREEZARUERZAIEIL ° CATF (MAY) EETEEEZ

BRUERRANEZ R ERE » LUIRHERZEHERAMR - CATF (MAY) FRMEEZEEE/RERHE
Bisc (Signed Certificate Timestamps » SCT) » REEZARRE ZAIESUREEZ extensions L » il
gn% 7.1.2.11.3 EiFRE &E B A ERBIEF T2 EREREREBEC (SCT) BE -

FEERE—RES ) SRRSEBEURENRS CAHESESIEHEAEMCEEZ BB ABRLNER L2 &K
% WEERNE  AARHEAERERCET - ANEE BT HTAS/REHHIE » 2RKIBELK RFC 6962 5
3.2 B FREB Z IR EHBH thsCertificate ABREHIE o

B R SE IR ATE
K?’**ﬁ?ﬁﬁgﬁxﬂ’%uﬂ > HEGH

BoE
ERHESERERAHEARUESE - B > CAFF (MUST NOT) HIEFRRR
» RIERR A NERE

HEE % FRAtEF 2884 o CAARYS (MUST NOT) Z=3EFERIR © FRIFHERER
H
{ZEN ((EZIKEZR» MRIE > i CA BEREZEHEARRE -

TAR/RE T EEMERRRME (ssuing CA) 23 BTRFBREREN 2026-03-15 2RI » JRAHE

7.1.2.4 BFTERMNIZ MR 2 AR BRREREWE (Signing CA) B - ERERECHERERR
ﬁ;'%éﬁff%*%% % > RIPRTAZE/&RE poison ?F?E#FfH_LEzE SE WSt EE#Fa‘ﬂ%jan%E% (SCTBE) B > &

REE 2 issuer @Ik authorityKeyIdentifier EFTMRL ( S171E) TR EBERUREARR 0 WTFFRR o


https://datatracker.ietf.org/doc/html/rfc6962
https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc6962#section-3.2
https://datatracker.ietf.org/doc/html/rfc6962#section-3.2

L

tbsCertificate
version
serialNumber
signature
issuer
validity
subject

subjectPublicKeyInfo

issuerUniquelID

subjectUniqueID

extensions
signatureAlgorithm

signature

SEA

MRIERZERE (MUST) BEARUREZ version AIZATAETEMEE
MRiBBZERE (MUST) BEARUREZ serialumber HAIZAITAATT 2
MmiBRZERE (MUST) BARUREZ signature IZNITTHTTEIEF
RIS ZERE (MUST) BAEXREZ issuer BURTATEER
MRISRZ(EE (MUST) BEARUREZ validity BAIZAITTAETEEE
MmIERZERE (MUST) EARUREZ subject MAIZTTETTEMEE

EIER ZEE (MUST) HEBMEEEZ subjectPublickeyInfo RN TTAETE R
i

MRiBBZERE (MUST) BEARURSEZ issuerUniqueId WABZAITTATRMERE » &
BRURRERRILRAL - BITFF AR o

wISBZERE (MUST) EARUREZ subjectuniqueId AR TAETTRAEE »
ERBRE ARSI > BI7TRFIUEE o

2R%7.1.2.9.160

HIE%B ZEE (MUST) £ tbsCertificate.signature EIrtiETE2AEE

TEEREHZIRERE (Issuing CA) EIEERE



L SEA

tbsCertificate
version imiGBZERE (MUST) BBRUREZ version MAIZITTAATE2MER
serialNumber imhER 2B (MUST) EABUREZ serialNunber HABENITTAETE2AEE
signature IREERZERE (MUST) BARUREZ signature ADEMITTAESE2EE]
issuer MmiGR B (MUST) BEFEERESEREMIEREZ subject IMABRGITTAASE
28R
validity RSB 2B (MUST) BARUREZ validity BABRAITAHETT2MEE
subject MRS BZERE (MUST) EARUREZ subject MAIZAITTATT2MEH
subjectPublickeyInfo  #REISEZEME (MUST) BEEXUEEZ subjectPublickeyInfo IZE (I cAHT 2
B
issuerUniqueID iRiEB 2 EFE (MUST) BEARBUREZ issuerUniqueld AR GITATRER > &
BRUREEBRULRAL > BITFFAEEE o
subjectUniqueID ImhEB 2 ERE (MUST) EARBUREZ subjectUniqueId MABRAITTAASTTRAERE
ERRURE BRI > BITRFLAEEE o
extensions 285 7.1.29.28
signatureAlgorithm UEIEB 2 {EFE (MUST) B tbsCertificate.signature EITCAHTE 24
signature

A /BBHTESREE T RBIUE (Precertificate Signing CA) REZREME (Issuing CA) FEEEE

AR AFEEKRTEFERIFEZ serialNumber RAIEIEHEERUREZ serialNumber H{ISERAERE © RFC
5280 5 4.1.2.2 B ERIRFEZ serialNumber HZERM—4 o IAXHMS @ R RETEEIFAAZZ RFC
EXRMFEz NEF > AWLFEBREARUERERBMHEEZ serialunber © AT » FRIEMIETAZ /R L &R
Bl—BREE » TRIREHEBMERZ serialNumber » EA LB RRFEEMERBHEE serialNumber Z
HHEARURE ©

7.1.2.9.1 FEZEE:E (Precertificate) BEZIEFTHNI—HIZEZHESE (Directly Issued)
EEBERREMERNH CA EESR 2 TARRE » MAERARERE 7124 MERZ AR RERERE
1# (Precertificate Signing CA) /&EFME 2 TESRE o


https://datatracker.ietf.org/doc/html/rfc5280#section-4.1.2.2
https://datatracker.ietf.org/doc/html/rfc5280#section-4.1.2.2

fRFTARA VEM RRSEME SR

Precertificate Poison (OID : F& (MUST) Y 285712938
1.3.6.1.4.1.11129.2.4.3)

Signed Certificate E (MUST
Timestamp (SCT) BE NOT)
R E R TR * * FREEMIBTRBALZIER « RN RFEHEZERE
(MUST) BABEMEREEZ extensions XL ToAR
FE2MEE o

AR AEEREFZTS | BBETESERE DR Precertificate Poison YEFEHENL » I B A XRETHER Signed
Certificate Timestamp (SCT) BEETHAL > BIFEZ/REEZ extensions BAUIABHAERURE
extensions AR (MUST) ZEficiHE2ER -

7.1.2.9.2 JAZE/RE (Precertificate) FI@ZIEFMR — AR BB RERIBHE

(Precertificate CA Issued)
EEETHUERAINERSE 7.1.2.4 BiFME R Z AR /RERE /RGNS (Precertificate Signing CA) &R5&Fh
B TASURE o HNILIETESIRSE » BB MRS DEE authorityKeyIdentifier » AIFEE/REHH
authoritykeyIdentifier &k RFC 6962 55 3.2 £ Frii- FLUELER ©

EFTIRAL WEN FAfRtE EREA
Precertificate Poison (OID : & (MUST) Y 2R5E7.1.2934

1.3.6.1.4.1.11129.2.4.3)

authorityKeyIdentifier * * 285 7.1.294
Signed Certificate Timestamp A& (MUST
(SCT) RE NOT)
R E thiE TR L * * FRrEEMERRAIZIERF « AR RFEEEZ

BEFE (MUST) BEBEMEFEZ extensions @I
ZIyc#A5E2HE[E o

7.1.2.9.3 A% /K:E (Precertificate) Poison
YEZ/&EEE (MUST) €13 Precertificate Poison #&7E##{iI (OID : 1.3.6.1.4.1.11129.2.4.3)

EIEFEHNLZ extnvalue OCTET STRING AAFE (MUST) HELIA+/NEMARIE Z iI7T4H 0500 > BP ASN.1 NULL
BEZ4RIBERT > W RFC 6962 5 3.1 &1 FAIRE o

7.1.2.9.4 FAZEERE (Precertificate) ZIRHEEERHEDE (Authority Key Identifier)
HtHTERREREREME (Precertificate Signing CA) P23 2 %858 » authorityKeyIdentifier
ERRAUZARTE (MUST) fF&TFIHE—IBH :


https://datatracker.ietf.org/doc/html/rfc6962#section-3.2
https://datatracker.ietf.org/doc/html/rfc6962#section-3.1

1. (SHOULD) R FRZBIEHKE 5
2.18 (MAY) EEEFERFEZ authorityKeyIdentifier ISR ZENM TTAATTEAEE ©

L B1G)
keyIdentifier F& (MUST) 7%7E - f& (MUST) ERRREBRSRIRBEREZ

subjectKeyIdentifier WA 24EE
authorityCertIssuer A& (MUST NOT) =&

authorityCertSerialNumber 1§ (MUST NOT) =1i£

75 | RFC 6962 fmatigN{r e Ta s /REE Y authoritykeyIdentifier » [ H B S TES RIS E/REBIHEEN
authoritykeyIdentifier EFTHE (BIRMEREREEE/RED keyldentifier) » REMEETE AP IREEE
SEHEARURSER o & (BEAEXK) & (RECOMMENDED) HER/RESFERIMEER I EER
EoH authorityKeyIdentifier FRZEEREEEY authorityKeyIdentifier B ALPAY
keyIdentifier ? LR ReE PP A REZ subjectKeyIdentifier £ authorityKeyIdentifier BEF—X

4 o BEPA RFC 5280 Wik EBREXILE—HE » BEEFETHFIREFGH/ESEHIITIE—RItEE »
MR e A r B R R /RS ERERE R (Certificate Transparency Log) $ERE(FILIBIREMESE
RYEFE o

7.1.2.10 /&:EH%E (CA) H@iE(I

B HZ{E & HME (Certification Authority » CA) EEFIEFRILEZ & FHAL o 78T » BLERAIRY
WA CARERIMBFAIHEE - RREEEFZA > CAE (MUST) EAEREZNAR (BREZHEMIZAR)
198RS 7.1.2 ENFREFRZ = D —E/EERBHIFTEEX ©

7.1.2.10.1 R:EHIE (CA) REZHN

i3 =/IME BRKE
notBefore EERMAET 1 B B SRR
notAfter §§E§ Ei] KISTE

7.1.2.10.2 /&H:H184E (CA) FiEZIESA (Naming)
FAB subject BTBE (MUST) K5 7.1.4 Ei REZ2 H VRS ©

TR AttributeTypeAndvalue Z type IBALAEFERB AttributeType » WUREEZ value I 2 EFIES
A -


https://datatracker.ietf.org/doc/html/rfc6962
https://datatracker.ietf.org/doc/html/rfc5280

AttributeType BitaiE ERsB Ak

countryName F& (MUST) A CAEXMEMBERZMF 5 3.2.2.380
ISO 3166-1 BEZR{LHS ©

stateOrProvinceName B (MAY) EFE ACASERREMZ % 3.2.2.1H
MNEBEHEA ©

localityName 5 (MAY) EEE A CAEEMEZ % 3.2.2.11
BithE & o

postalCode 5 (MAY) BT A CAEEMREZ $£3.2218
REIRE ©

streetAddress 5 (MAY) EEE > A CAEEMREZ % 3.2.2.161
frEMIEE - 1§ (MAY) &
S ZEEREMAUL

organizationName f& (MUST) % CA Z5ATBa L TH 32228

(DBA) ° CAfE (MAY) 7Lt
ez EEREAEEEY
AZEH > IR R 22885
#EE > Al CAZBUEEX
HaRHERKFIERZER
REMATEZER ;A &
B Atk A 'Company
Name Incorporated] > CA 1§

(MAY) R Company
Name Inc.] 3% TCompany

Name] °
organizationalUnitName B 1121 HMEEZIRREE - -
WBEE B 1125 HIERZ
TLS TE/RFMIEESE > %
7.1.2.6 EiFFE R Z ZRAMTAIR
Z TLS TE/REHERE TS
(MUST NOT) ®1ZILE -
HMER 7 CARERE
(SHOULD NOT) & &1IthE
Mo
commonName F& (MUST) HRABE (SHOULD) EA%%
Beg ZHAER  URRZR
8 Name TEE— B EMERE
FRrEREHFEEM—M o
R EfthE 4 sz (NOT - 2R%E7.1448

RECOMMENDED)



7.1.2.10.3 JR:EHIE (CA) BB Z/HRFEHIEEMNIFE (Authority Information Access)
ET1F1E ° AuthorityInfoAccessSyntax fE (MUST) B 5 —{E={ %@ AccessDescription © &1
AccessDescription fE (MUST) EE1E TRFFIZAEF accessMethod » BE{E accessLocation FE (MUST)
REISAISTE Z GeneralName BRI o

% accessMethod AEFIEE 2@ AccessDescription * AuthorityInfoAccessSyntax 15 (MAY) B2 ZEAEAR
#8[E] accessMethod BY AccessDescription © EFEZERBMRE accessMethod BY AccessDescription B &

accessLocation fE (MUST) BEARHEE > B Accessbescription fE (MUST) fK&% accessMethod Z{BC/E

1% » EPBEERSELIEL accessLocation BY AccessDescription FEHEFIR B o« ERERIZLER Z Al
I’TF » B EBERME accessMethod B AccessDescription * RATEEHBEFEK

accessMethod accesslLocation
id-ad-ocsp (OID : uniformResourceIdentifier %8 (MAY) *(EEHE) 2 SEEEME
1.3.6.1.5.5.7.48.1) (Issuing CA) #9
OCSP [C]fE{a]AR2S
HTTP URL ©
id-ad-caIssuers uniformResourceIdentifier 1§ (MAY) * (EEEE) AR E R IRENY
(OID : HTTP URL ©

1.3.6.1.5.5.7.48.2)

FRIEME - 1B (MUST - RISEREM
NOT) accessMethod ©

7.1.2.10.4 H:5148 (CA) BEZEAIRE| (Basic Constraints)

i3 sREA
cA F& (MUST) =24 TRUE

pathLenConstraint 5 (MAY) =&

7.1.2.10.5 /&:5H1E (CA) HReB2/&:BIFEAI (Certificate Policies)
=177 > /&:RRE) (Certificate Policies) 1EFTHEMIE (MUST) 5 ZE/D—1@ policyInformation o &@
PolicyInformation fE (MUST) & 5S4 :



L VEM AR

policyIdentifier f& (MUST) SR BREWE (Issuing CA) MMRTAFEREBERIRS > B TERE
##8 (Subordinate CA) RERIMAEER » RIBRF/HBEEF (MAY)
B anypolicy BUEREAINE ; LR » RFBERAIBEFTRMUPRE (MUST)
{EEEI— PolicyInformation B °©

anyPolicy F& (MUST)

policyQualifiers AEsE (NOT E1FE1E > FE (MUST) BB S TRAFIZAEF policyQualifiers ©
RECOMMENDED
)

BECRIRS CERRREREZE CA)

iy WEME AE
policyIdentifier F& (MUST) YRS — -
REREBEAFE & (MUST) CAFE (MUST) B3E2F—ERBRIBECRHNE (BRE

7.1.6.1 ) » LUHERAERRFIERZ CA BB REES Y
IEERAPREER (BRET.1.27.16) ¢

anyPolicy & (MUST anyPolicy BURAEEARIEF (MUST NOT) #FE °
NOT)
R EL AR5 8 (MAY) EfFE 0 & (MUST) B CAESR » UHEANRERERR (CP)
R/ BRBEFIEERLE (CPS) H o
policyQualifiers RiEzZE (NOT EFE 0 FE (MUST) E83 TR ZAF
RECOMMENDED)  policyQualifiers ©
ZBERPR !

RERIRHFIEEZE (RECOMMENDED) /&:ERRIIREIFTHAIFZHE—{E PolicyInformation (HEZRER
BEERHANE (BRE 7.1.6.161) 2o i PolicyInformation EZIEF &M » BB RAIEITLIAE
(MUST) B2EE—ERB/E[EERHAHIE

FE L RAREIES R MRS FEE (NOT RECOMMENDED) B3 policyQualifiers » EZlE
B SEMEEA) B —REREEEIESEEE > BN ERAERAEMA I ES -

R policyQualifiers » BHETEMER PolicyInformation NI > FE (MUST) XTI INARHE :



Qualifier ID WEMY WOER AR

id-qt-cps B (MAY) 1AsString  EREEEEIEAE (Issuing CA) Z/R:EEEUR (CP) ~ ‘REEHE
(OID : EHEE (CPS) ~ 58/R:EEWZE (Relying Party
1.3.6.1.5.5.7.2.1) Agreement) > SEMA KRB BIRENG LBERERZ
HTTP 3¢ HTTPS URL ©
I EM 18 (MUST - -
qualifier NOT)

REFZ policyQualifiers

7.1.2.10.6 H:EH18 (CA) BiEZIET£WERSE (Extended Key Usage)

£i8EMABEM (Key Purpose) oID

id-kp-serverAuth 1.3.6.1.5.5.7.3.1 f& (MUST)
id-kp-clientAuth 1.3.6.1.5.5.7.3.2 B (MAY)
id-kp-codeSigning 1.3.6.1.5.5.7.3.3 A1 (MUST NOT)
id-kp-emailProtection 1.3.6.1.5.5.7.3.4 18 (MUST NOT)
id-kp-timeStamping 1.3.6.1.5.5.7.3.8 A48 (MUST NOT)
id-kp-0CSPSigning 1.3.6.1.5.5.7.3.9 A48 (MUST NOT)
anyExtendedKeyUsage 2.5.29.37.0 A48 (MUST NOT)
AR RERERE 1.3.6.1.4.1.11129.2.4.4 F43 (MUST NOT)

ERIEME - A% (NOT RECOMMENDED)



7.1.2.10.7 H:5148 (CA) BiEZ2R:E®£IEAR (Key Usage)

BEEIBARE (Key Usage)

digitalSignature Y N4
nonRepudiation N —
keyEncipherment N —
dataEncipherment N —
keyAgreement N —
keyCertSign Y Y
cRLSign Y Y
encipherOnly N —
decipherOnly N —

7.1.2.10.8 ‘R:EH1E (CA) ‘B2 #EMREHl (Name Constraints)
E177E » 5a18PRE (Name Constraints) IEFEHAIFE (MUST) & TFAN4RES o /E4A RFC 5280 2 BEREH

4h > ZNBRIEAIE (SHOULD) 1Z:2ARAE (critical) » BEREELRLIELTEIRS > ERREAERE
& 18 (MAY) Z52AIERASE (non-critical) ©

1Rz Bkl
permittedSubtrees
GeneralSubtree & permittedSubtrees 1% GeneralSubtree ZERIRE
base B2RTR
minimum 1§ (MUST NOT) =E
maximum 1% (MUSTNOT) =i&E
excludedSubtrees
GeneralSubtree & permittedSubtrees 1% GeneralSubtree ZERIRE
base B2RTR
minimum A48 (MUST NOT) #=E
maximum A% (MUSTNOT) =i&E

nameConstraints E‘z:ﬁ%ﬁfi


https://datatracker.ietf.org/doc/html/rfc5280

permittedSubtrees BY excludedSubtrees GeneralSubtree ase = HY GeneralName =>
TRIH ittedSub g, excludedSub R 1subtree Z base FIELEH IName E3K

permittedSubtrees

excludedSubtrees

FARE ©
GeneralName 4 FBEETY WEMN
dNSName 1% (MAY)
iPAddress 2 (MAY)
directoryName 2 (MAY)
rfc822Name Z:@%%
(NOT
RECOMMEN
DED)
otherName $@§§
(NOT
RECOMMEN
DED)
ERIEME ESEL S
(NOT
RECOMMEN
DED)

base I{IFFEL S Z GeneralName BEXRFRE

{E{d otherName » HIFEE ©

CAFE (MUST) FERHPFEEZMZ
dNsName > B E MBI R MARER
Rz MAITE - 2R5%E3.2246 -

CAFE (MUST) HEsBEREE ERIsicaZ

iPAddress #3[E > B IP Uit AcE
(assigner) IRERRWIEAE
(assignee) 175 - 2R5 3.2.25

B o

CAFE (MUST) HESRHRER HHF
NERZHEBE - UEFRFIEEZEZR
ARIEEERERRE (BR%ET7.1.2
) > BB (BRE7.145)
ZEK

CAfE (MAY) RHRHAEM 15E
EHEARIEA Z (E A48 > 90 RFC 5280
5 4.2.1.10 EiFTRRRE ° HIREEER -
M E SRz 481EER S (40 RFC 5280
5 4.2.1.6 EAFFFRE) > CAFE (MUST)

HRE B &AL - NEEREE
LEEMAREARZERAGTE -2
R%¥3224%0

2HTFX

1.f& (MUST) BRNAHLERAER > BRIE -

= permittedSubtrees hE
F1E—1@ dnsName » CA TS
(MAY) 7
excludedSubtrees 53
dNsName #8I5lZ — B Z1EF
MR E R BRERIER o

= permittedSubtrees hED
F1E—1@ iraddress » CA 1S
(MAY) #?
excludedSubtrees 5 EZ S
iPAddress SBEIRNZ —EHZ
B FHBEREABRFERIER o

& (NOT
RECOMMENDED) 72
excludedSubtrees FHEZ1E
fa)f& °

= permittedSubtrees iz
FE—1@ rfc822Name » CATF
(MAY) A2
excludedSubtrees ¥5E—1&
WSS « EETAEEE
IRHERIER o

2HTX


https://datatracker.ietf.org/doc/html/rfc5280#section-4.2.1.10
https://datatracker.ietf.org/doc/html/rfc5280#section-4.2.1.10
https://datatracker.ietf.org/doc/html/rfc5280#section-4.2.1.6
https://datatracker.ietf.org/doc/html/rfc5280#section-4.2.1.6

a. type-id U EHEEAEEFAER HFA# 2 OID arc SEA » 5
b. EREAEAEUEL 75 TURABEL A R A SHBRARRE PR AR o
2. 71§ (MUST NOT) EAEFIFeEEEEREEN CAFMRERAEMNELRBNIE
3.F& (MUST) &k+8R8 ASN.1 #EABH¥EZ otherName BY type-id B value ZEF > L DER EIT4RIE o

CAS (SHALLNOT) B1A%ESMEM (FINERSMY ceneraliane) » FATE CA MIBA E MBI EETES
SR -

7.1.2.11 REEHIBREN

A H S ERBLEFT B S TR - A > BEEMRUARERELBATLE - RERREY
A JREBHEAE (Certification Authority » CA) FE (MUST) RFEREBNANS (BESBUIZAZR) 19
BIEE 7.1.2 SFFEAZ O —ERELENFIEER

-

7.1.2.11.1 BB EMHARE (Authority Key Identifier)

ki aHEA
keyIdentifier f& (MUST) 77E - F& (MUST) MZERGHNE (Issuing CA) Z

subjectKeyIdentifier WA= 24EE
authorityCertIssuer 18 (MUSTNOT) #=&£

authorityCertSerialNumber 1§ (MUST NOT) =1iE

7.1.2.11.2 CRL 752,
CRL £%7525 (CRL Distribution Points) IBFSHEGIFE (MUST) 7275 :

o TE/RFHBHAIE (Subordinate CA) &% ; &

o (1) ARG TRENHARPAEE) B B (2) REEEA id-ad-ocsp accessMethod Z /REHBE
ZE (AIA) EFTRAINBF &S ©

CRL #HmEERMAUAFE (SHOULD NOT) ##7ERS !

o REEHME (Root CA) RiE °

CRL RTINS R4EER (OPTIONAL) :

o SEMHARE &R (Short-lived Subscriber Certificates) ©
CRL #mAERMAUFIEF (MUSTNOT) FER !

e OCSP [O]fEfElAR2S (OCSP Responder) 7&:% o



B1FE > CRLBARHMIBETHAIE (MUST) B85 ZE /M —EDbistributionpoint ; EEZEBB—E > BIFES
(NOT RECOMMENDED) ° Ff# pistributionPoint FEMK FHARTNARHE -

HRiL HEM HEA

distributionpoint  F& (MUST) DistributionPointName FE (MUST) % fullName > METUUN TRt o
reasons F43 (MUST NOT)

cRLIssuer A8 (MUST NOT)

DistributionPoint HlI4&

fullName FE (MUST) B8 ZE/D—1@ Generalname ; 1§ (MAY) B =tB#E—1& o Fi& GeneralName f&
(MUST) % uniformResourceldentifier $88! > B{E scheme f& (MUST) % Thttpl o F5—1@
GeneralName FEE Z /RS 2 B8 /REHME (Issuing CA) BRIt CRL ARFSHY HTTP URL ©

7.1.2.11.3 EEERERMEBEC (SCT) BE
E71E > SCTIBE (Signed Certificate Timestamp List) B ZRARE (MUST) 2&—1E ocTeT
STRING » EEFFEE 1K RFC 6962 28 3.3 £ REMRIEZ signedCertificateTimestampList ©

SignedCertificateTimestampList FTE EAYE(E SignedCertificateTimestamp FE (MUST) & HEFTE
&2 ERI/REM Precert LogEntryType (precert_entry $88Y) g3t o

7.1.2.11.4 EREEH/AFIEE (Subject Key Identifier)

FT1F1E ° subjectKeyIdentifier fE (MUST) X RFC 5280 £ 4.2.1.2 i FRERZ A TNERE o CAFE (MUST)
ﬁ'ﬁﬁﬂﬂuﬁ_ﬁﬁﬁéﬁ (ED tbsCertificate Y subjectPublicKeyInfo ﬂaﬁ”ﬁ) 4 EEE_ﬂEKEFﬁﬁEﬁ%figﬁ
M —2 subjectkeyIdentifier o Bl » CA BEIMERULARERBBAZER EESE
subjectkeyIdentifier > BYAJfEAH CSPRNG (ZBELZ2RABELSR) EE—EARHAZHE—BIE -

7.1.2.11.5 HhiEFEHEL
FrEERE 2 /BREIEREERENETRAURIBETREAE :
1. /& (MUST) BRMNAHBEMRAER > FRIE :
a. IETTARAL OID U FREEEAEERRER EHFf B2 OID arc EEA » T}
b. EREEE SE L EL fth 5 TR BE A R AR AEISER P B IR o

2. 75 (MUST NOT) REFIEEEREREN CAFRSEZERENELESRFENZR (HIN > &RES
KA ESRREENESFRZIRTTHL > T CA BRITRRRY » BARSHRZAESRECHEE
FENZEERRA) ©

3.F& (MUST) k48R ASN.1 IRAEAHRZIB T RUKLIRTTHAEZE R > LU DER 4R ©

CARIF (SHALLNOT) BZEEIMEFMOIZRUE » FFIF CANBFAEZEEHINEETEIRER


https://datatracker.ietf.org/doc/html/rfc6962#section-3.3
https://datatracker.ietf.org/doc/html/rfc5280#section-4.2.1.2

7.1.3 BRZEVHFEBIES

7.1.3.1 ERBARMAEHEN (SubjectPublicKeyinfo)
THIERBRANRAERURE N TES REEPM subjectPublicKeyInfo L o RIFEREMARIE S ©

7.1.3.1.1 RSA
CAFE (SHALL) f$MA rsakncryption (OID : 1.2.840.113549.1.1.1) ;BEXHIERT RSA 18 - DEfE

(MUST) 777 > BFE (MUST) Z&BRFERI NULL o CAF15 (SHALL NOT) fERHEMEEE (M0 id-
RsASSA-Pss (OID : 1.2.840.113549.1.1.10) EEXHRIME) R RSA 88 o

ARBEET > RSA 48RV AlgorithmIdentifier 8 (MUST) ETFFI4-7EMMRISITTAZ(ITETEAER !

300d06092a864886170d0101010500

7.1.3.1.2 ECDSA
CAFE (SHALL) fEFS id-ecpublickey (OID :1.2.840.10045.2.1) :EEEMAIEEZRT ECDSA &8 - D&

(MUST) {£H namedcurve #REEH T ©

o P-256 £i& 2 namedcurve fE (MUST) % secp2s6r1 (OID : 1.2.840.10045.3.1.7) ©
o P-384 £§&Z namedcurve fE (MUST) % secp3sar: (OID : 1.3.132.0.34) ©

o P-521 £§&Z namedcurve fE (MUST) % secps521r1 (OID : 1.3.132.0.35) °

4REEEF > ECDSA £88HY aAlgorithmIdentifier fE (MUST) B RFI4-7NEMARIBAITARZ (T2 AEE ¢

e P-256 £i® . 301306072a8648ce3d020106082a8648ce3d030107 ©
e P-384 £i% . 301006072a8648ce3d020106052b81040022 ©

e P-521 £i% . 301006072a8648ce3d020106052b81040023 ©

7.1.3.2 FEHEEXHEREE (Signature Algorithmldentifier)
FREfEA CATAEEI® (Private Key) BEZYMHF > FE (MUST) RISZAEIBRA AlgorithmIdentifier 3%
AlgorithmIdentifier FTHERBINREZIBIE TERNEREE ©

BEME » AMERREERR TIFRBEYMRARAL

o BRUREEINTERE/REEM signatureAlgorithm 1L o

e TBSCertificate 89 signature Hfil (FIMNEBUEE X FERE/RBFAEAR TBSCertificate) o
e CertificateList BY signatureAlgorithm f&1iL ©

e TBSCertList BY signature f&1iL ©

e BasicOCSPResponse By signatureAlgorithm i ©

FRRAUNSEREMBEL -



7.1.3.2.1 RSA
CAFE (SHALL) A TYIBRERE ERMRIEZ— o #REERF > AlgorithmIdentifier f& (MUST) ESERY
7ENRIB(ITTARZE I TTAETE 2 AEE ©

e %A SHA-256 B9 RSASSA-PKCS1-vl 5 :

4515 © 300d06092a864886F70d01010b0500 ©

e %A SHA-384 B9 RSASSA-PKCS1-vl 5

4515 . 300d06092a864886F70d01010c0500 ©

e %A SHA-512 B9 RSASSA-PKCS1-vl 5

4515 . 300d06092a864886F70d01010d0500 ©

o $%F SHA-256 BJ RSASSA-PSS ~ £%F3 SHA-256 By MGF-1 » R 32 i tAENEERE !
AR -

HEXDUMP

304106092a864886170d01010a3034a001300d0609608648016503040201

0500211c301206092a864886170d010108300d0609608648016503040201
0500a203020120

o 1% SHA-384 Y RSASSA-PSS ~ #%F3 SHA-384 B9 MGF-1 » LUk 48 filtAHNEERE !
ARES

HEXDUMP

304106092a864886170d01010a30342001300d0609608648016503040202
0500a11c301206092a864886170d010108300d0609608648016503040202
0500a203020130

o %A SHA-512 By RSASSA-PSS ~ #F3 SHA-512 B9 MGF-1 » LUk 64 (i tAENEERE !
AR -

HEXDUMP

304106092a864886170d01010a3034a001300d0609608648016503040203

0500211c3012060922864886170d010108300d0609608648016503040203

0500a203020140

1% 2026-09-15 Z Al » B G TIIFBEMRM > CAE (MAY) AT SHA-1 REEFARARDS

o EFRAMNETE (BINN/RFEM signaturealgorithm #B{iLEY, TBSCertificate BY signature ML) :



o HRIEAREREHME (Root CA) &% » BN EEDEE (Cross-Certificate) Z T E/&R:EIE
(Subordinate CA) &% ; H >

o FHE—REMBREZERBHIERT (issuing CA Certificate) Frzsss » HEZREAFEA TS SHA-1
RIBMVIRAREE ; B »
o ZIRHEREN serialNumber REZE/DA 64 it ; B >
o HUERREINAREZHENERERN T —HHLIE !
® subjectPublickeyInfo FAFE—1ERIMY subjectPublickey » BEFAERNREZEESHBRE ; Kk~
o

o BH—EFTEY serialNumber » EARIEREEIRA/REMER ; &

o F/REERY extkeyUsage IBRMMOLEFTE ~ EVMEE—EEBERBEM (key purpose) » BFFfEEZ
EiEBEABEAMIEIE id-kp-serverauth (OID © 1.3.6.1.5.5.7.3.1) T anyExtendedkeyUsage (OID :
2.5.29.37.0) ; &/ >

o F/REEM basicConstraints BT Z pathLenConstraint AEo

o ZEFIN OCSP [EIFE (/40 BasicOCSPResponse By signatureAlgorithm) -
e ResponseData B9 producedat HE{iI{EME (MUST) Fi%2022-06-0100:00:00 UTC ; H »

o FRAEXRAHA » REELE - B3 CAEi®E (KeyPair) Z/AKE#E (PublicKey) » BEBEHEREEELTE
(Subject Name) Z/&:E > FE (MUST) 7RE S extkeyUsage ¥EFEMRNL 0 BEPM—FENESES
i@A%R (key usage) % id-kp-ocspsigning (OID : 1.3.6.1.5.5.7.3.9) °
o FEFRR CRL (#5130 CertificateList BY signatureAlgorithm H{iL3f TBSCertList BY signature i) :

o Z CRL —REZIRIR/REME (Root CA) BB TE/EEHME (Subordinate CA) RiEFFZ
B, H>

o ZIRERMEEEN TEERMBEIRERLE —RAUZKESE  HERRRENEEETAEAT
5| SHA-1 #RH5 o

AR | BUREAR S CA AT SHA- L RIS RETRRRE o

o 3¥F3 SHA-1 B9 RSASSA-PKCS1-vl 5:

4RI | 300d06092a864886F70d0101050500

B2 2026-09-15 ZHi > CAFE (SHALL) EELEFRARBEIEGEEP = RSASSA-PKCS1-vl 5 with SHA-1 ZF
B/R:51# (Subordinate CA) 7&:% o

7.1.3.2.2 ECDSA
CAFE (SHALL) RIBFMERZEEERERBENBZZREERRN

EEESiRA P-256 ) FEME (MUST) fEAERE SHA-256 B9 ECDSA o #4R8EES > AlgorithmIdentifier fE
(MUST) B TFFI+7NENARIBNLTTAEZE I TTARE 28R - 300206082a8648ce3d040302 ©



EE5ESi84 P-384 > 3EfE (MUST) 1B SHA-384 9 ECDSA © #438&RS > AlgorithmIdentifier fE
(MUST) ETFH+7NEMARE AL TARZE N TTAETE 2 4E(E & 300206082a8648ce3d040303 ©

E5ESEA P-521 ) SE/E (MUST) fEARA SHA-512 B9 ECDSA ° 4RHERS > AlgorithmIdentifier &
(MUST) ETFH+7NEMAREAITTAR RN TTAETE 2 4E(E & 300206082a8648ce3d040304 ©

7.1.4 418X (Name Forms)
AENFIMER CA FRE 7 FRE/REBHNRIEIRE] - £ 7.1.2 i B{TIREE—FRE > (BXZE R RFEL
KAEEK o

7.1.4.1 418465 (Name Encoding)

TIREBRANE 7.1.2 HiFRFIZFABREE - ARME > GFF 1.123HMERZ RMARZIETLS
TB/R:E14tE/8:E (Technically Constrained Non-TLS Subordinate CA Certificates) J » {EREIEHILLE
CARFEMZBEE 2 RE » AREREABNE (BERER) ZEREHE -

HES—(REMEVEHBIRE (Certification Path » &R RFC 5280 5 6 &) :

o HWHVRBBREHZERRE » HEHEW 5% (Issuer Distinguished Name) HAIRIARIEAZR »
f& (SHALL) E%53%RsEHEME (Issuing CA) /ReBHVEAEME—H# B4 (Subject Distinguished
Name) R Z4RIBEAREATATEAER °

o HHIVREBREPZEIR CAKSE » HERME A% (Subject Distinguished Name) 1RAIRVARIEA
A FE (SHALL) 7EFRAMK RFC 5280 5 7.1 &1 L AHRE 2 TREM—HRIZTE (Subject
Distinguished Name) HVRsEHZE(ItBTEMER (BEEEHNEELZERE) ©

45HE Name BF > CAFE (SHALL) HE{R :

o & name FE (MUST) €15 —1E rRONSequence ©

e F{E RelativeDistinguishedName FE (MUST) E15{€E—1E AttributeTypeAndvalue ©

o 5@ RelativeDistinguishedName (BTETE) TE RDNSequence RRYHESIERS » BENE 7.1.4.2 Biz IR
IE/F—E -

o N > BIE R Z countryName AttributeTypeAndValue BY RelativeDistinguishedName * FE (MUST)
= RDNSequence FHES MBS stateOrProvinceName AttributeTypeAndValue 5]
RelativeDistinguishedName ZHij°

&1E Name B > EF—4FE Z AttributeTypeAndvalue 4§ (MUST NOT) 7£FRE
RelativeDistinguishedName RHHIREBE—K » BRIEARFEEFEREF o

FE E 71222 SiHESETERE 2 FERFEIEERSE (Cross-Certified Subordinate CA
Certificate) » 578 Lt Name ARIEER Z FISMNETE > sFUNZERFRL ©


https://datatracker.ietf.org/doc/html/rfc5280#section-6
https://datatracker.ietf.org/doc/html/rfc5280#section-7.1

7.1.4.2 TEEEI44RIS (Subject Attribute Encoding)

A ST} thscertificate B9 subject HGIPTAREHIRMNETEBY ' EEEABREEER  RIEXSE
MRIRNBERKE 7.1.2 BsE 2 AEREESIE (profile) HERMEES 0 BRE B ALREIBFIAL -
ZHI CA RS (SHALLNOT) GEZZEMY o

% CATE/REE subject MR BE I TRMAFIEIE > & (SHALL) KZEFBMENKRPHIFEMNEHIEFETH
B > WK BRI ERISENX -

domainComponent 0.9.2342.19200300.100.1.25 RFC F& (MUST) f#H 1A5String 63
4519
countryName 2.5.4.6 RFC & (MUST) fEF 2

5280 PrintableString

stateOrProvinceName 2548 RFC & (MUST) fEM utFsstring 128
5280 O PrintableString

localityName 2.5.4.7 RFC & (MUST) fER uTFsstring 128
5280 3 PrintableString

postalCode 2.54.17 X.520 & (MUST) f#F3 utrestring 40
=17 PrintableString

streetAddress 2549 X.520 & (MUST) {#H8 utrsstring 128
=17 PrintableString

organizationName 2.5.4.10 RFC & (MUST) f#H3 utrsstring 64
5280 3 PrintableString

surname 2.5.4.4 RFC f& (MUST) f&£F8 uTFsstring 642
5280 3 PrintableString

givenName 2.5.4.42 RFC f& (MUST) f£F8 uTFsstring 642
5280 g} PrintableString

organizationalUnitName 25411 RFC & (MUST) {EFE uTFsstring 64
5280 O PrintableString

commonName 2.543 RFC & (MUST) fEF uTFsstring 64
5280 3 PrintableString

ETBNGRERIEFERK
*7£%= : DirectoryString B9 ASN.1 RERBIEUF ot » MIEALTAEE -

% CATE/REE subject IMURE S TRAIIEN > & (SHALL) BREBIERIEERIBEK °


https://datatracker.ietf.org/doc/html/rfc4519
https://datatracker.ietf.org/doc/html/rfc4519
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B

businessCategory

jurisdictionCountry

jurisdictionStateOrProvince

jurisdictionLocality

serialNumber

organizationIdentifier

BEEEERRIEER

* % ! DirectoryString B9 ASN.1 RERGIZUF o8t > MIEUTHER ©

oID

2.5.4.15

1.3.6.1.4.1.311.60.2.1.3

1.3.6.1.4.1.311.60.2.1.2

1.3.6.1.4.1.311.60.2.1.1

2.5.4.5

2.5.4.97

s

X.520

(EREEEEEUR
rRZ T
#&551)
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Extended
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Certificates)

(EEREREE YR
R TR
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and
Management of
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Validation
Certificates)

(ERERE YR
S EmEMEE
#551)

(Guidelines for
the Issuance
and
Management of
Extended
Validation
Certificates)

RFC 5280

X.520

AR BS 22K

& (MUST) R
UTF8String
PrintableString

f& (MUST) £/

PrintableString

& (MUST) R
UTF8String
PrintableString

& (MUST) fEF
UTF8String BX
PrintableString

F& (MUST) 55

PrintableString

F& (MUST) A
UTF8String
PrintableString

RARE"

128

128

128

64

IR


https://datatracker.ietf.org/doc/html/rfc5280

7.1.4.3 BB &:¥ (Subscriber Certificate) Zi@FH4%# (Common Name) B4
EUIBMEE  E (MUST) 85E5—EEE » BZIEE AR subjectAltNane IBFEBAUFFISEZ—
(B2RE 7.1.2.7.12 ) o ZMAIEE (MUST) KTHAERS :

o E{E#A IPv4 il > RIZ(ERE (MUST) f&k RFC 3986 5 3.2.2 i ZFRTE » LA IPv4Address HTUARNS ©

o E{E# IPv6 {illk > BIZMERE (MUST) &k RFC 5952 5 4 & FifRE Z X F&Rn A T AmDS ©

o BHEARZMEHEITATE (FQDN) HERMELTE (Wildcard Domain Name) > BIZZERE (MUST)
FFTTER subjectaltName IEITHNIH dnsname IHEVE - EEME » TE2VS RIS ZBIIFRA RBIEIE
# (Domain Labels) > S ER4915 %% FQDN 2B RIFRE AHAIZE: > t978LL LDH 2% (LDH Labels)
V4R > B P-Labels 71§ (MUST NOT) 1% Unicode R ©

7.1.4.4 HfthEREEE
B 7.1.2 BiieE 2 1ERA/REE S ERAME /25T » CATF (MAY) 7£ AttributeTypeAndvalue FEEEE 7.1.4.2 £
Fratt AN E At B 14 o

TEIIERE A 0 CAFE (SHALL) :

o EEEHHE (CP) WEMEBFEEE (CPS) MF 7.14 BrEME S BILRIER 2 WlHIEE -
o RVIEMABFIESNENR CARSEHESE (Applicant) 250 LUBIHHRTALERE -

7.1.5 4F8MR#E (Name constraints)
2RFET7.1.2528 ISEMARZ TLS TE/ESEEZ 2EBES1 &5 7.1.2.10.8 & NREEEREZA
BRI ©

7.1.6 ‘REEBERIMGHBIEE (Certificate policy object identifier)

7.1.6.1 (R EBRHHERAAEE (Reserved Certificate Policy Identifiers)
THRBECERHA RIS (Certificate Policy identifiers) R CA R > (FAEEBRERANGERAT
Z2—EERAFR -

{joint-iso-itu-t(2) international-organizations(23) ca-browser-forum(140) certificate-policies(1)

baseline-requirements(2) domain-validated(1)} (2.23.140.1.2.1)

{joint-iso-itu-t(2) international-organizations(23) ca-browser-forum(140) certificate-policies(1)

baseline-requirements(2) organization-validated(2)} (2.23.140.1.2.2)

{joint-iso-itu-t(2) international-organizations(23) ca-browser-forum(140) certificate-policies(1)

baseline-requirements(2) individual-validated(3)} (2.23.140.1.2.3)

{joint-iso-itu-t(2) international-organizations(23) ca-browser-forum(140) certificate-policies(1)

ev-guidelines(1)} (2.23.140.1.1)


https://datatracker.ietf.org/doc/html/rfc3986#section-3.2.2
https://datatracker.ietf.org/doc/html/rfc5952#section-4

7.1.7 Bi3EFR%E] (Policy Constraints) IEFER{I 2 EF
7.1.8 BIBRIRETT (Policy qualifiers) ZiREEIEEER

7.1.9 BASEREBIER (critical Certificate Policies) EF(IZESEIR

H:EREIEEM (CRL) B4
75’\ 2024-03-15 Z A1l » ZR:EHHE (Certification Authority » CA) FE (SHALL) KRAXHIEE 2248 » Sk
(AFERRREEZEEIEZEARER) (Baseline Requwements for the Issuance and Management of
Publicly-Trusted Certificates) 55 1.8.7 hRI5E 2 BI48%5 35 'R:EEELL/EM (Certificate Revocation List »
CRL) ° 9 2024-03-15#%E » CAFE (SHALL) RANHI5E @53 CRL

= CABREBREAR (BAEX) RE > WHMZHEZFRA CRLIE (MUST) BIETZI CRL B4 ; %34E
51F8 RFC 5280 ZABRARRE > MIXNHAERITE © FRIES BRI » BRAEXHPTRE Z REBIEERIL -

RFC 5280 FAE ZFT A RETIEERTNER o CAH (SHOULD) 2/ RFC 5280 [fi#% B » UBERHMETES
IE o

'5E% CRL (full and complete CRL) 1 RIEHREHE TS CA R 2B /REM CRL ©

r3%)={ CRL (partitioned CRL » BEfE%A MR CRL (sharded CRL) 1)1 &IEREZEEE BRI CRL
BIENEHE CA RS EHREREZFARE (T2 R (temporal sharding) 1) © Br73EIX CRL 2 H %
2585702 (Issuing Distribution Point) &7/ (01D 2.5.29.28) §b » RAZIEHNBEMS > MifE CRL
EIEREE LAER o

CAFE (MUST) ELRERFREER7TAR > BE— T8 CRLI > SFHEH—HEEREZ CAFREE
ZE2EEER TOEITVCRLY » 52 » AEFEDEITN CRL > %F0E| CRLIVASHRERBERZFEN—7
5e2E CRL RYRZESEE o

CAAR1F (MUST NOT) 2Z535R5#% CRL (indirect CRL) (BP CRL 2535E&WJEsZ CRL IREEHENMIFTIA KT
BEE) o


https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc5280#appendix-B

L VEM BIG

tbsCertlList
version & (MUST) & (MUST) &v2(1) 2RB5E 7218 ¢
signature F& (MUST) 2R%ET7.13.246
issuer F& (MUST) F& (MUST) EIZ5E0/R:8148 (Issuing CA) Y subject MRA{ZZEAL
ToAESEEAEE]
thisUpdate F& (MUST) = CRL B2 HHA
nextUpdate & (MUST) = F—17 CRL R Z3E A ER - e ERER P /RGN
CRL > ZHEARIEA thisUpdate & 10 B ; BHCHM CRL > &IE
% thisUpdate 8 12 @8 o
revokedCertificates * ECAEEE/RIBHBERIE - BEHFE CRLIEBRAHIRE
ZEE RN ERE 0 2O — MR ERHHERZEN CRLEP »
Bl revokedCertificates 8 (MUST) 127E - EX CRLIFBBEHIR
EHFHEZ EEEIDREERHERE - 20— MRESEHHES
LAY CRLAH > BJCAHE (SHOULD) #BRzZ CRL &8 o EthEX
8 TrevokedCertificates 7o) &R&
extensions F& (MUST) HhEKRER TCRLIEFTIENL TR
signatureAlgorithm & (MUST) RIS ZEE (MUST) E tbscertList.signature ZITTHTE
il
signature F& (MUST) -
HEEE iEE (NOT -
RECOMMENDE
D)
CRL ##4I

7.2.1 hRZs5%
JRESEEILEM (Certificate Revocation List » CRL) F& (MUST) 2 X.509 v2 RRZs o



7.2.2 j&:5REIEEM (CRL) J CRL {RE ZHRFTHL

EFEHR L WEMY RAsEME EREA
authorityKeyIdentifier F& (MUST) N 285%E7.1.2.11.16°
CRLNumber F& (MUST) N fE (MUST) 8&—@EXREER 0 B/t 2"

ZEZ (INTEGER) » HzzZEUEHM cRLNumber
FR AR RIS o

IssuingDistributionPoint * Y 215 7.2.2.1 i /RBEILAM (CRL) 23R
25
HAtE R FE R e (NOT
RECOMMENDED)
CRL #&FEAR (L
ToiF WEM BIL)E
serialNumber & (MUST) F& (MUST) EEREIL/RFEBH serialNumber EfITATEHEE
revocationDate FE (MUST) BEAWITELFENBERRERE - 2:5EEBH (backdating) Z15

o EREARTHIRRR ©
crlEntryExtensions * HihEKkz% R lcrlEntryExtensions Joff1 &=/
revokedCertificates Jtff
AR AREEEENIAEEE (Private Key) 7Es%:&R5EH CRL 5B P 2 B2 L B HARIED B B A7
(compromise) » CAE (SHOULD) =:#iz% CRL{%E AIEELE AR © fE1E revocationDate H{LEH RFC

5280 5 5.3.2 1 FRiEREBTE 2 A5 ; 78T > ANERERISE R revocationbate I » LASKIRAFLAROLPR
HARAREE RN EEEREZBHAR TLS BiF


https://datatracker.ietf.org/doc/html/rfc5280#section-5.3.2
https://datatracker.ietf.org/doc/html/rfc5280#section-5.3.2

CRLIFE#EFEML  HEM BL)

reasonCode * E1FE (01D 2.5.29.21) » 71§ (MUST NOT) +1Z:2ARE (critical) » BFE
(MUST) 5L REZREEREA o

PRIEsZ CRL X B HE 2 ReBERAM LR ABRITRESTLENEESN » BRET
SiER2z— » BHY reasoncode FE (MUST) 7£7E : (1) #% CRLIZBHEMNZ
5 (EAER) $RE > Bt 2023-07-15 ZAERELEMAERSE ; 5 (2) B
IEREA (BN reasoncode) % unspecified (0) o

HthERz¥ R TCRLReasons) &g o

Hit{E & ENELS -
(NOT
RECOMM
ENDED)

crlEntryExtensions Tt



RFC 5280 reasonCode RFC 5280 reasonCode { :%F8

unspecified 0 A& B& reasonCode &R o & CRL IRE W Z /RH/ER:
i EREEHIT/REEEERIAES > BIFE (MUST) &g
reasonCode > fRIFEe% CRLIEBHENES (BEXEXK)
& > it 2023-07-15 ZAEREIEMN A A &S ©

keyCompromise 1 KM ERLIA PN E SR ERAR
(compromised)

affiliationChanged 3 RTVREFERELTE (Subject’ sname) SHEME
REAIE (Subject Identity Information) B »
BRI HERZRENIE SR B o

superseded 4 FRmEseA THREMREN - AR EHHEHRE ; CA
BESEBERA  REPIT 2SR E
(FQDN) X IP it A4S IR R S I BB R e
%8 ; 3k CA BRI S REBRE MRS LLZERE - FIIR
EREREA (BEAEK) 3 CARKREBEEK (CP) &
EEBEEREE (CPS) ZHTE °

cessationOfOperation 5 RNVERAZERENALET RER HE M E L EE
FAPK/REARHAE MR A B A T EZ/RETH
#1548 (Domain Name) ©

certificateHold 6 & CRLIZEPFHEMZE TFIME—&E » BIRE (MUST
NOT) B & certificateHold : (1) = (EAEK) iR
#}ZIEE ;B (2) A2 (BEEK) H# - BRFS TS
B2 &:E © (A) 72 2020-09-30 EHz %%
2% ;3 (B) H notBefore £ 2020-09-30 EHHZ & °

privilegeWithdrawn 9 RTARAFREERBR - EXRERSRERE
(keyCompromise) > BIUN/&:E AP E/REEHA
(Certificate Request) FRIRHEREMEN > HAKREIT
FE1#:& (Subscriber Agreement) ZHfERKRR
(Terms of Use) FREZEREF o

CRLReasons

FFE1%:% (Subscriber Agreement) siEFF2RIVEAR LEE > FE (MUST) SRR A _EahAVEE IERFE
15 > WEREAR BN ATEIEN TER - CAIRBEAFANIA » FE (MUST) RFFHAARERELLEES
B > SEERRBIEE LAVEIR ; HFERERATRMUEBLRRE (BNFEREH R CRLReason lunspecified

(0)1 » FlItE CRL AF3121H reasonCode FEFTHENL) ©

privilegeWithdrawn reasonCode A& (SHOULD NOT) {EAHPEZEMNEEILREZEIE » AT ER
It reasonCode 2 CARTE » MIEHARAE °



H CARUSHE/REEIBERME (Key Compromise) BRI EREFER » Max/&:EH CRLIZEE A reasonCode
BTN > B HE reasonCode IBFEHENIFFE R EEIE keycompromise » Bl CAE (SHOULD) ZE#rs% CRL &
B > #% reasonCode ¥EFEMNIFAY CRLReason 584 keyCompromise ©

7.2.2.1 JRBEEILSME 3528788 (CRL Issuing Distribution Point)

SEIZC CRLFE (MUST) BE% 5887 E (Issuing Distribution Point) ¥EFEHEML o S8R EAIBEFMNIH

B distributionPoint {IFE (MUST) TE7E o ItESh » DistributionPointName HEAI{EAEY fullName HLIFE
(MUST) =72 > BEH{ERE (MUST) & THIEK :

1. & CRLHEEHEAR/EREE S CRL 278, (CRL Distribution Points) IEFE#{I » RIZIBFTAMGIZ
fullName I APHY uniformResourceldentifier » 2/VH—EME (MUST) WHIRTE CRL 253E3EMMEL
(Issuing Distribution Point) 1B fullName A o ZE I EM BT PR
uniformResourceIdentifier {E4RFGME (SHALL) EizZ/&:E CRL BMAETBIFIERNMREZAITA
SEZ2MEE o

2. Hfth uniformResourceIdentifier BYBIHY GeneralName 1§ (MAY) &5 o

3. JE uniformResourceIdentifier BYRIAY GeneralName #4§ (MUST NOT) &€& o
indirectCRL Bz onlyContainsAttributeCerts H{ifE (MUST) &% FALSE (BDAFRERRE) ©

CA1§ (MAY) & CRLBYHZEEEE > 1 onlyContainsUserCerts B onlyContainsCACerts HRIEHAZ —E8A
TRUE °

CAFR1F (MUST NOT) [EBFi& onlyContainsUserCerts Bz onlyContainsCACerts M{EBENAIEREA TRUE ©

onlySomeReasons f{IAE (SHOULD NOT) 8% ; &85 » CAFE (MUST) BiTiRHE—MERSHERD
YEFRAEELL/&EE « FemH reason code ZfalfY CRL ©

522 CRL » A% (NOT RECOMMENDED) {ERILIEFARNL o

7.3 43 EIRERIKRETGE (OCSP) Hli@

H48 ERBARREHBE (Online Certificate Status Protocol » OCSP) [CIFER $HEHR/RE1%ME (Root CA) &
FEI TEREME (Subordinate CA) &8 (BIERERFEZ TEEFEXIERE) - B E&EEEREL > 8l
CertStatus Z RevokedInfo FIBY revocationReason HE{iFE (MUST) 7£7E ©

Fr$SEBY CRLReason FE (MUST) &% 7.2.2 Ei3REAT AR CRL BY(E °

7.3.1 KRASEE



7.3.2 8 L RFHARERE (OCSP) ZiEFTHMIL
OCSP [E]fEMETNHEY singleExtensions A~4F (MUST NOT) &% CRLIEBEBFTHAIFAERRY reasonCode
(01D 2.5.29.21) ©

8 et L ELth5F(h

JREEHAE (Certification Authority » CA) TEfEAIREZII9FE (SHALL) :

1. EE (BHEX) RE ;
2. BIEBEFIEZEERERE ; K
3. % CA EEMEMARRE » REERRAIISTERRAST > B CA BB EEMREHEISETE o

8.1 Fet AR HEHIH

BEHEBEV/IERRENZRE > B (MUST) FETIIMEZ— KE 7.1.2.3 8 ~ £ 7.1.2.4 8155 7.1.2.5
BN Z REZHAMTAIR » BIERKE 8.7 SiZMERERIENZ ; BIRRRMAIR » WIRANEHEGRPIABEKIZEZ T
FetZ o REBHEE R X.509v3 basicConstraints #EFRMEL > B cA FAM(ER A TRUE » BItR A EERENRE
2R AR EERBIRIREFEE (Root CA) HRFEWH TE/&RFEME (Subordinate CA) /&R&E o

BEEHAE (Certification Authority » CA) ZRE3/R:E 2 HAR > FE (SHALL) 2192448 B A ERITE% AR
(Audit Period) o &—{EEZEBEAIE (MUST NOT) Bf—F o

= CARARTAMNEZERS (Audit Report) » HZIRERAEEBRESE 8.4 7 ZFEZIME (audit

8.2 BB ZEHER

BEEIENE (Certification Authority » CA) Z#E1%fE (SHALL) HAEMIEZZEE (Qualified Auditor) #
17 - ERRTEZEERIEBZAAN (natural person) ~ JAA (Legal Entity) » SEHBRASEAFEKZE
i8> BEHZRAFETIIEMRERE

1. BREZEREREILRAG ;

2. ABHITIEZZAES) » BRfERE SRTEIRERE 2 2RI (B R%E 8.4 1) ;

3. EREBARSEERER (Public Key Infrastructure » PKI) #:fif « Bl 2 T ERERM - EA#K

MRZ 2% URE=ZAREBMEEEEENZAE
4. (fR{E— ETSI REEEITREIZPS) K 1SO 17065 B{S8a] » WiBAE ETSI EN 319 403 FREZ EK ;
5. (f&k WebTrust B2ZEE1TIEMZE) EXS WebTrust IE4 ;



REE  BERSEERETIZAOR ; K

7. R A ERFE1%14RE (Internal Government Auditing Agency) 9b » HEIZEEEEIFEE SRR
(Professional Liability/Errors & Omissions insurance) Zi&f® > HiRlS£E LREDA—FEE

7‘50

8.3 BB AR ERZAR

8.4 FEI%AESIE
BEEHHE (Certification Authority » CA) & (SHALL) K FIIFERRZREZ —1ERRE% -

1. WebTrust :

o DE:BHHERAIEAER] (Principles and Criteria for Certification Authorities) 1 58 2.2 KRSl B #hk
;UK TFEZz—:

o [WebTrust ‘ReEH& B[RRI EIZER| ——SSL EAER LA ZSE (WebTrust Principles and
Criteria for Certification Authorities - SSL Baseline with Network Security) 1 28 2.7 IRZE#
hR7s 5 B¢

o TWebTrust ‘&:E1 /R A BRI ——SSL EAREK (WebTrust Principles and Criteria for
Certification Authorities - SSL Baseline) 1 58 2.8 AREiE#hRkas » LUK TWebTrust /REHER
BB R| —48ERZE (WebTrust Principles and Criteria for Certification Authorities -
Network Security) 1 5 1.0 AR E#hREs o

2.ETSI:

e ETSIEN319411-1v1.4.1 S{E#hRZA > EFEE% ETSIEN 319401 Z3R&M5|H (Fr5IAZ ETSI
XY FER B ERIThRZS) ; 3

3. Hfth :

o FAHUT&REMIE (Government CA) REEEHR (CP) ZRERRAARMIABIEZRRE > AT
(MAY) RFEZAEREZIRME - BHEREN S TIME—RM -

a. B8 LE—EREBZFIEENK ;
b. BRI AREE Z B LIZERIFRAERR

HORIEEMESIZIE » ZIERIBIE (MUST) MATHEER SRERERF » UERIKZIEIZIREIE
1T2%8% > FHREEZEIRBZEN -

FEizfE (MUST) % 8.2 BiffEZ &1&TE1Z%EE (Qualified Auditor) #1T °

HWHIERFEEMA N (Enterprise RA) 2R ZEFEE =75 (Delegated Third Party) » CAFE (SHALL) EXfS
k5 8.4 EiPRS Z SR RI FERZRAE IR E’J*ﬁﬁ?-ﬁ’*—ﬁﬁﬂ:‘.ﬁﬂ’]*ﬁﬁﬁﬁn ; ZBREEMZREE=Z A ZEERITIE
FRELEBEEEXEAE (practice statement) » HEEEE CABVEEBER (CP) K/ EBEFHEXEE



# (CPS) RMER - ERERERREREZAFE=AFTERRIMXHZIRE > CAFE (SHALL) BIEZZEH
ER=FRERNITZETEE (delegated functions) ©

REEFE=HZEZPEFRSE (SHALLNOT) EE—F (FERBERTEA CA ZFEZHBE—) -

8.5 FEIZIARERZAES

8.6 FEXERZ AR

fe1zikE (Audit Report) FE (SHALL) BARE®KER » HEREFMAE S 7.1.6.1 BiFA%|—E S 2 AR AR
B2 BB FREAERR R RORIE o /&BEHMIE (Certification Authority » CA) F& (SHALL) ARIfEZ
S o

CAFE (MUST) Mgz R%E 3 EA N ARERIZRE - CABEEBAIMES » FE (SHALL) 12fHH
BIREZEE (Qualified Auditor) FHFEZiRBAK o

EiZEER (MUST) Z0E3 TIBRIERZEN

1. ISR 678
2. PUTRERZ Z MBS T B R thit

3. ‘e BERPTAIREEIE (Root CA) BER TE/ERFEWIE (Subordinate CA) &5 (BIERERE
Z TR HIERE) B9 SHA-256 154X ;

4. ARFEZEEE (REEAER) 2RBIZERKRERDEE ;
5. FeZEBRIFrS | B2 CA BER X BB R B hR A5 5
6. etz ML EARI AR A — R HAM S S e B 5
7. R E—KRHARE - EREZEAR (Audit Period) Z#EszHEHR ;
8. Bz S R MEE » ZEEEZHE ;
9. REHEHE (GZHEANAMINTEIZEAR 2 Ak HEAg 2RI 2 BER) 5 &
10. (fR1E— ETSI ZHEEITRENZEY) SREARRIEIZA STRERBIZ R EEERZ » UKRFrER RHMHERYZER A
72 > {5130 DVCP ~ OVCP ~ NCP ~ NCP+ ~ LCP ~ EVCP ~ EVCP+ ~» QCP-w » £—&f9 (—RREXRKRE) K&
SHEZED (EERIRFBIREBEKRIRTE)
11. (fR1E— ETSI 1Z#EE1TRENZEY) REAREIZEE S| BEB Z CA/Browser Forum #8 (FliNasse) » b
EERFRS | Z AR ©

AFEZENE (MUST) BEMRIEZEZE (Qualified Auditor) IRMMEERM ZHXARA > B CARE
(SHALL) FEfRZhRZSFIARIES °



fErzEREE (MUST) LUPDF &R » BEFAXESME (SHALL) HAAXFETES - BIZR
HRBE—E SHA-256 154UE (MUST) ERARFHE > BFRF (MUSTNOT) B3 85% - ERTURITF

T ©

8.7 AEBFE% (Self-Audit)

RSB (Certification Authority » CA) #E3/&:EHAM » CAFE (SHALL) BEEBEGSHEE (CP) /&
BEREERE (CPS) RAXNHERFEZER/BH » UE/VESFEAIXANE IR MENEE 2 Z A
EEH 7 BARIAFTE S 2 /&R » BBIEHEN—REEHELD 3% BHE2/&:E (UBERZEALE) EAELKE
T—RAZPFEZ (Self-Audit) » UBREZEHEHRIERE

B 2025-03-15#E » CAE (SHOULD) #%f Linting 72 » ¥HETE 2 RAE PR ETRITERE R
A B2 e A B — SRR FRETTZ Linting fEEEMBEEIL -

PREFIETNAE 8.4 BIFEERZRIZNSZESE =59 > CAFE (SHALL) BHEFERZREEE
(Validation Specialist) » IF4ERZ BRI R IFAHENEE 2 BNSEZER =HFRERE 2 /EEF > BEIHIRE

D—IRIBET 3% BEZRE UUBERZSEAL) FARKETRER  UBREEAZZEE=F%%

REERSEEFE= AR ENNEEZIRERE - CAFE (SHALL) BEE—ESEEE=HZEHE

EREF > UBRZSEEE=FEEINHERAERBREEFEER (CP) Kk FREEHFEELE
(CPS) °

CAE (SHALL) BFHE—EREZEFE=HEREAXHEREEZBRETREERZ

MERMARZ TEB/&REME (Technically Constrained Subordinate CA) 3 /R:5HR > EZZTEE
EAEREEZ CAFE (SHALL) BEEs% CA Z/BSBEER (CP) R TEBESBIMEZREEHEEREE

(CPS) HYBIEIEH, - % CA BEVEFBERIRFEIZRAIHENE E 2 % 17 AIEEHE 2 B X T B /ReE ISP
BRZRED > BRI —REERED 3% HEZEE UHMERSEALE) (FARE » URFRFIEER
ZRBEGR (CP) &1 -

9 Hith R FHEAERIA

9.1 &H
9.1.1 BREE LN EIIER

9.1.2 ‘BHEHER



9.1.3 BEEE ILEIREE A E A
9.1.4 HthBR#ZE A

9.1.5 REHR

9.2 MIFEHE
9.2.1 {RIEEEE
9.2.2 Hith&E

9.2.3 HHLIR{ERS Z (REREN FRE

9.3 EHEMNZRE
9.3.1 REHMNZEE
9.3.2 JEBHERMNEE 2 EM

9.3.3 RERBEENZHE

9.4 BAABENZIEFA
9.4.1 [BFARESTE
9.4.2 ARRTIAZEN
9.4.3 FRAREFAZEN

9.4.4 (RERLENZEE



9.4.5 FHARBMENZEHNERE
9.4.6 FER) A ITHIEF IR EN

9.4.7 HiW &R 2 1B

IRMER

9.6 EFEHELE(R

9.6.1 /R:EI4HE (CA) ZEBHHENER

BEEHAE (Certification Authority » CA) FEHBEERE > B TIEESHA (Certificate Beneficiaries)
{ELASEIFRS 2 /REEHETR -

1. RBHAF#& (Subscriber Agreement) SERFER (Termsof Use) FAEEHZHF ;

2. BEIRREHAE (Root CA) #FAE3EAY » MERZIR/ERFEME Z R /REMNA B TRERNFIA RARE
1€/ (Application Software Supplier) ; &

3. FIEERRANRENFIAERE/REE (Relying Party) °

CAm/RERm ABIAKIER » HREANEIA - CANREREEZRER » BREAXHEREERHEE
MR (CP) F/ S/EREBFHIEERE (CPS) o

BEREARAREE (BRRER) TI&E:

1. ERAIE TR IP U2 R @ CA MERE/RER ¢

i BBIAERF 0 LABREEHREAE (Applicant) #7&:58 subject HMIAz subjectAltName YETTHERIFRS! 2 4813
%% (Domain Name) A IP {ifit (IP address) EAEEAEIITE# (HENFEALBEMS > EH
BAEZEEREERREITERZ AR TZE RN ITER) ;

il REEREERENZER ; &
iii. 1% CA Z/REBHR (CP) K/ TURSBEBIRIEEE%E (CPS) HERIEMZIER ;
2. BEER G  CANSRIEREE .

i BBIRER 0 LABRREERE (Subject) BEIRMERIEZRE » BRFEENRZE (Applicant Representative)
BERERRIERAZEE ;

i RERRERENEER ) &
iii. 7 CA Z/REEBER (CP) B T/BRFHEEBIRIEER%E (CPS) HEMMIMNZER ;
3. EIEREN - CAMNESIIRET ©



i BARER SRR RSEFTEE I E M IR ;
ii. RERREBERIENEER &
iii. 7% CA Z/BEHER (CP) K/ W/RIBERIEXEEE (CPS) HEMMMZIER ;

4. EEERS | BREPEZTERMAIZEN (Subject Identity Information) » CA :

iR 0 KB 3.2 B 7.1.2 BiERERRGEEE D
i, REEEERENZER &
iii. 12 CA Z/BREEHER (CP) K/ SBRFEEBHBIEERE (CPS) HHEMIIMZIER ;

5. AP - B CAEAEIEBRAGLEE (Affiliate) » B S CAMAREEAXGERREZEEEN
RAHITHEHZENESS ; & CAHBRRER—ERXEARMAREE > AIRBRFEARBEIERRE
e

6. 1KEE | CA4EE—ESHE TR~ 8K 24 /) (24x7) A AREFEEZH#FEE (Repository) » IRHFrE
REFREZ RIS (BRHEBEEL) &Ml &

7. BELE . CARBRAXHFIE ZE—FHREILES -

WREEHE (Root CA) & (SHALL) HTE/EEME (Subordinate CA) ZBITRIER « THEERIEE
HAXHERFEZEE Uk TEERIRBREIXAHERREFREZ —EERBESZRFES - NIEIR
BB SR LT REN TB/REMRS -

9.6.2 sifichiy (RA) ZEBBHEBIE(R
TERTE o

9.6.3 AR ZERMEER
BEEHE (Certification Authority > CA) & (SHALL) EREEEINAF & (Subscriber Agreement)
SHERAER (Termsof Use) F1» &7 CA BB Rwm A ZF B AEPTE Z AR IR o

MEIREBZAI > CAFE (SHALL) &7 CAREZRHAZME > B TIHE—1E :

1. FFERHEE CAZENARBEZAR ; &
2. FREHERIRRZ T o

CAE (SHALL) Eif2f > MRS AR RRIERFRIIER R EHFEFENT - BmRAEA 0 &R
&ME (MUST) BRNESREHRBIEEZESE - CAF (MAY) EREFHESN MEHERRL (click-
through) 1% > BifRE CA BRERILERGZRFIKIZNIT - BREEFHFS (MAY) ERER—HDHE » 71
5 (MAY) UE—RFRERRSIERRFRHAEEZRE > B CA BRFERLE 2 SREFIIAME
XA P RN ERIFTUREZERIR -

AP ESERFRE (MUST) B2BKRFEFEXRFERTIRBLIEL FIHRERZIFR (BEIREHH
ZnEn - TRAERBRG - AREFAHAEAEL TIIERFHEERER)



1. BEFIER#E | B ARBILIRE > EmiS/REHPHER > o CAMERHNEEZZRBESHFEKRE > 15
PERsm CA R IEFEH B2 & ;

2. ABRIR 2 (RE | HAEEABEFIRGAREBIRIN—)SIBIE > BAERIZEE « REBELZESREEF
HRETRESIARER (PublicKey) ZHBHEMZEIE (Private Key) » WU AEAI+BRARVERS)
BRgEE (HlunZ=eS Token) ;

3. BiEZiER | AREAEHIIERESHES KRR RENS ZERL ;

4. BEZER  BARBUER » EREEREN A ERRET subjectaltName FEVZ [EIARES » BER
BIEFIAERERER R HRERIRRZ B TEREE ;

5.7 8WKEELL : B ERBLHER -

a. FHREEZ AR HEHENA R L RSREEEMERNRLUERASERMRE - BRFKRE
1EE2&EE » WIFIEERZER AR ER ; K

b. &/&EPEME N KRG EF A IEHEAZER » EBERARELLZERE » MR ERZESE ;

6. (FILEAEE | BARBLER  REESBERE (Key Compromise) MEELLR > EERFLLER
ZBEFTEZ ARE RN ENAE SR

7. [EfE : G ERFEETHRA » BFE CA RERERESURRERANERET ;

8. FESD R 1% | HESBNIER - EFREERBPMENERIFRZATE » 3 CABEERER (CP) ~ &
BIEREE (CPS) iads (BAER) ZRERRELLRSE » CA BREILAEEILZES -

9.6.4 SRR E 2 BIABER

9.6.5 Hith & > BARKIEF
9.7 REEHA

9.8 HIEMRHF!

HNETMARITZER > BEME (Certification Authority » CA) BMFAREEE=H (Delegated
Third Party) 1§ (MAY) MUZNBITHERILEZEEDE > B CAFE (SHALL) FFREEFAKRAEXHE
BEXRFEZRBITETE2ER > SRZFEBRESEMANIT

A CARRRKREERGIRCEB/IXAEKRFERRLERHER (CP) K HEREHIEXEEE (CPS) >
CA1E (MAY) StHEERANEREZ/REFER > HlBH CAREREBER (CP) h/HEIRBHFEEE
(CPS) FREZEZEMER » WERERTANEMHME=SERESE °



= CANBENEERIERREBBAINHERRERLERHR (CP) kW EREHEEEE (CPS) »
CAfE (MAY) UHEFEEZEMBEEAN » SHHREERNERZERAER Z—IHEX  BKIEE >
smHPYRRECERERAM > SXRRFERARREHEERE (Relying Party) FIB&ZEE °

A CAEERFIERNEBAXHERRENHGRHER (CP) KEEREBFHIEERE (CPS) HHEEE
BEZEIE > CAFE (SHALL) RZFEEMBMARGIRHR (CP) K/HEZEHIEEEE (CPS) -

9.9 AZ(E
BERFEWME (Certification Authority » CA) BERREREREE (Relying Party) ZEHEBFIRS > CA
BRI FERD  BR/REEIEAE (Root CA) STAMR/EBACEE A 2 FEMEISHAER (Application Software
Supplier) » LFREHE CA WZISY#EX%EEFEE\ZEH%F‘EET B TREEREZ 2 FEJMEE
WS REE REMAGREZERE BEES ZERIERFIEEEE - Eit > bR CA BBUTHE 2 1577
5h > CAFE (SHALL) TfL%FEHﬁAE—TﬁFEFﬁl CAFTERZ /REMER Z—UIEK ~ BERIEX > TewHEMT
WEREIS AR A0 o RGBSR TER « TUBELFHERZIES - ERAEEMH
FERSA CA Fnsssd 2 /RSB MER Z AR ~ 8B WIBX » GHZERASRRBHEMNRBEREN TS
R AINERRHETE - #NBERZRERTAAZER ; IR TIRERTAZER | (1) BBz
B/eE ;X (2) BELZES (BERK CA EREEAR LIRHEZRENE LR » MZERAPRERIEENL
R R BR/RE B BE L 2 ARREISRAVIBHY) o

9.10 A (F 2z B XHAEARIE
9.10.1 E%4EA
9.10.2 421k

9.10.3 R IE R FE 2N

9.11 SAFZ{EREMELBE

9.12 {37
9.12.1 18112 F

9.12.2 @01 E1HAPR



9.12.3 ¥ #RIEE (OID) W EERZIER
9.13 FEMFRIFFR
9.14 ##5% (Governing law)

9.15 FRiBEZziE A E1E
BEME (Certification Authority » CA) F& (SHALL) REMNSEEFEM  EF R 5% /REFFIEHR 2
FATE » BHRBLESEHAMSIREMRER (Public Key Infrastructure > PKI) ©

9.16 FHIE(RTR
9.16.1 ST
9.16.2 iH:E

9.16.3 AT E4%
ERXHERIBTESUREMME (Certification Authority » CA) ZIBSERBSBFIEM FAEE « 58
KRiae (UTHE i) REFE > CAS (MAY) SHEAREFENERETIEY B/ REE
B WERERREEEFER S EEN o WREEERN SRR SBRNEY « fEILER
T > CAFE (SHALL) B0 (BREREREZERRTEWELZA) ELRDSSELEE (CPS) B
9.16.3 Hiich » S¥AMELBARNME CA BIRAEIERAXHERBE 25512 » LR CA BANHERBTHENS
ELBR{ER o

CAFE (MUST) 78 (RERENBZERFTERZREZA) FEHEE questions@cabforum.org » i
RN E B RMMN AREMSIR (Public Mailing List) A > BER
https://cabforum.org/pipermail/public/ FriRt Z AREBHEFIEE (Public Mail Archives) #ir&s| (F
CA/Browser Forum S1T15E 2 EthEFEAF M EELE) » HBILBE RS EFHREERE (CPS) iz
FBRAZ MBS CA/Browser Forum » L{fit CA/Browser Forum iU E 8% (BAER) BTHEHEETZ
BIREM o

IRAENE CA BEFEIEEFFATFZEMREDR > FE (MUST) M2 RABERR > 5 (BAEK) &LEqmE
W ERFEBRA XS ERRE KL AR » (F1EFIT - CAFE (MUST) R0 HABESFTHEREE « 18K
HRFBEBRIFERE (CPS) » Mifk B3t =i@%N CA/Browser Forum o

9.16.4 LWETT (RENEEEFME)


mailto:questions@cabforum.org
https://cabforum.org/pipermail/public/

9.16.5 <A1/

9.17 EH{th{Fwx

BfigE A CAA B4R BIHEIER

BLE AN EEEME (Domain Name) #EAETE DNS FREMIHEENR » UMHEEIEERERSEZA -

A.1 CAA /5%

A.1.1 CAA contactemail B 1ZH

3B7E . contactemail <rfc6532emailaddress>

CAA contactemail BIHER EFEAMUHEAHSH - BESHMERE (MUST) 2 RFC6532 5 3.2 #1 FiE
FNEMBF UL - BERAFEIEMRINF TGRS - TRIFEER -

LR A aiEsa ANEREFE M titis EME Btz 8f -

DNSZONE

$ORIGIN example.com .

CAA @ contactemail "domainowner@example.com"

CHIBABEAE EARE EEAMEIN contactenail BIERERSSIEIE (CA) HZBETABERES
contactemail BETE (MAY) =RARAH (critical) o

A.1.2 CAA contactphone B1%

53 . contactphone <rfc3966 Global Number>

CAA contactphone B4 I BEETFISEAHSH - BERHERE (MUST) % RFC3966 55 5.1.4 81 FIEE
HNBEREIKSREE (Global Number) » H[RIREER - ZIKIRAERE (MUST) XU + BT B SENE > BiF
(MAY) BEERIEAREDRTTR o

T A4 aiB g AR B RSia E MBIt 2 8 h) -


https://datatracker.ietf.org/doc/html/rfc6532#section-3.2
https://datatracker.ietf.org/doc/html/rfc3966#section-5.1.4

DNSZONE

$ORIGIN example.com .

CAA @ contactphone "+1 555 123 4567"

LR ATBERE B A B EEAMEM contactphone BHEAVREENE (CA) HZARLBERRE -
contactphone B41F (MAY) RAREHE (critical) ©

A.2 DNS TXT 553%

A.2.1 DNS TXT 428 E FE 4 H4Z A (DNS TXT Record Email Contact)

DNS TXT 428%FE (MUST) BNEFEEMINRTIEA T validation-contactemail] F48IF_E o It TXT 42839
£(E RDATA fEFE (MUST) % RFC 6532 55 3.2 £ FREBMAENEFEH M-ttt - BRSO ST EEINFET
HAEHE > TRIRSER o

A.2.2 DNS TXT 4282 EB:EHi48 A (DNS TXT Record Phone Contact)

DNS TXT #2&%fE (MUST) BREFEREANINEBAY T validation-contactphonel F4HIE L o It TXT 428RAY
®4{E RDATA {EFE (MUST) % RFC 3966 % 5.1.4 £ FRAE EZHBEMELKSHEE (Global Number) » TRIRF
R ©

ffitE B ¥} Onion 4l aTE55 38550

AIEREHREFRPE S —EZZ{E Onion A% (Onion Domain Name) R 5T ERABYEREETZ
B o

1. ISR 428 (Authorization Domain Name » ADN) f& (MUST) 83ZE/M{EMEEIEE
(Domain Label) » EFRAHIMNAEHIZEES Toniony > BE4#:% lonion) AR AAIMNAEEIER
FEABEMBYE 3 Bk Onion {iztlk (Version 3 Onion Address) » EE#R Tor Rendezvous #3&i— & 3 iR
F6H o

2.CAFE (MUST) ERTIED—ESLEREHRFENCIREMIRME (ADN) BUEER

1. (a) CA1F (MAY) fERI5 3.2.2.4 Eicp{EfAIEA L5 A AA5F2E3E Onion I8 BU57E (5
58 3.2.2.4 BiFRARH Onion AR TVl M757%) » BRsEFRAEEHCIREMEE L (ADN) RiZEE
HE > (BRI TR


https://datatracker.ietf.org/doc/html/rfc6532#section-3.2
https://datatracker.ietf.org/doc/html/rfc3966#section-5.1.4
https://spec.torproject.org/rend-spec-v3

e LA 75 ABsE FREE H Onion ML BRVIEE RS > CAFE (MUST) R Tor ER I RAER
RIS T8 (ADN) BYEAR - CAFRIE (MUST NOT) ZtHE=FEUZER > 77FE (MUST
NOT) {R¥EE=TFPREILAVELR > HIENFER Tor2Web °

AR | AERNEENRAREE T EASFFRENTAASR - CAFE (MUST) EEZAGEREEB
SHPNEEERRERZS A

2. (b) % certificationRequestInfo By Attributes BEREL S TFIAZR » CATS (MAY) EREEER
2L .onion BRFFFZEEE (private key) FERVEFEFEK (Certificate Request) » MABEEEFREE ¥
RIStEIE 2% (ADN) Fr¥iFEZ .onion ARFEAVIZERE :

e (i) casigningNonce B » EFRESH CA EERIPEHE (Random Value) ; &

e (ii) applicantsigningNonce B14¥ > HPESE—E - CAFE (MUST) REEEES
applicantsigningNonce EEBEE 64 Ut ZalE (entropy » BEFIE) ©

& nonce (signing nonce) BMRIRIWT :

cabf OBJECT IDENTIFIER ::= { joint-iso-itu-t(2) international-organizations(23) ca-browser-forum(14
0) }

caSigningNonce ATTRIBUTE ::= {
WITH SYNTAX OCTET STRING
EQUALITY MATCHING RULE octetStringMatch
SINGLE VALUE TRUE

ID { cabf-caSigningNonce }

cabf-caSigningNonce OBJECT IDENTIFIER ::= { cabf 41 }

applicantSigningNonce ATTRIBUTE ::= {
WITH SYNTAX OCTET STRING
EQUALITY MATCHING RULE octetStringMatch
SINGLE VALUE TRUE

ID { cabf-applicantSigningNonce }

cabf-applicantSigningNonce OBJECT IDENTIFIER ::= { cabf 42 }

PEMSEREIIZ Bt » ANEIEIENEMHERE (SHALL) RiBiBE 30 H o REEHEERE
(Certification Practice Statement > CPS) 1§ (MAY) 3REEiERIBEIL(E R XHAR -

3. &/BEPES Onion {B1HR7TE » BRURRIRKRAXHIER B REFTZEYE » AIRBEBBEIRSAELE

(Internal Name) °



23]
1. BRALBRBEMAZE—TER > BIEEERCAME (critical) NHERZER > 2R o
EEA : §7.1.223 §7.1.231 §7.1241 §7.1251 §7.126.1
2. AR IEY » HIERR RSB ELIRNARIRERRSE - BARXHFALEFTREMIARS] CARE (IR&RE
BRIN) ROEREEE ; 3EHUCERS] > PIE— S REEEEREE (Relying Party) > BILHMUEZEHZRAE
FRERRS LR BE o
EERX : §7.1.2232 §7.1.23.1 §7.1.241 §7.1251 §7.1.26.1
3. #9R SEF PolicyInformation MERIEFHIR » (BE 7 AR IHBEFMRANENBEE T EN SIS THR
BERMHFBY policyTdentifier o AL » MASARB/REHERMAEE (Reserved Certificate Policy
Identifier) Z PolicyInformation {UAEI > BIFMERER BEEMBEZ AR o
EE|AS . §7.1.2.2.6 §7.1.2.79 §7.1.2.10.5

4. %5 CABEEARERE digitalsignature HEAZNITT » CA A SRS (MUST NOT) FHEEE OCSP [CIfE o
FLEMNFER o
BRI §7.1.2.10.7
5.7 E | MR T LIR# 32,768 {EF 7T > {BUL{AEER X.520 (2005 F 8 Bhk) RFIEEZE:R - B
(AIREEE) MRS 64 E=F7T o
EEAS : §7.14.272

A IEZ Web PKI BRI HRIIEE 5 FREF X ENRE - Mt E¥ M - HEFBRURXABHE - NMPIEABTFEECERER -
ZAHER TBREE/NL) [RIAFEAL 2026-09-27 BB » 22X (FiER) o B « REBTTHHEBREHMUIESRAERE



